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‘ 1
FORORD

I mer an ett decennium har The Digital Competence Framework for Citizens (DigComp) gett en
gemensam forstaelse, dver hela EU och utanfér, av vad digital kompetens ar och darfor utgjort
en grund for att utforma politiken for digital kompetens. Det finns redan en hog medvetenhet
om DigComp som det EU-omfattande ramverket for att utveckla och mata digital kompetens.

Framover kan DigComp ocksa spela en central roll for att uppna vara ambitiésa EU-mal nar
det galler digital kompetensutveckling av hela befolkningen och for att utveckla ett europeiskt
digitalt kompetenscertifikat. | den digitala kompassen for Europas digitala decennium har EU
satt upp de ambitidsa politiska malen att nd minst 80 % av befolkningen med grundlaggande
digitala fardigheter och ha 20 miljoner IKT-specialister till 2030. Det forsta av dessa mal tas
ocksa upp av handlingsplanen for den europeiska pelaren for sociala rattigheter.

Sedan antagandet har DigComp tillhandahallit en vetenskapligt solid och teknikneutral grund
for en gemensam forstdelse av digital kompetens och rampolicy. Saker och ting gar dock
snabbt i den digitala sfaren och mycket har hant sedan ramverket senast uppdaterades 2017.
Narmare bestamt framvéaxande teknologier, sasom artificiell intelligens, virtuell och forstarkt
verklighet, robotisering, Internet of Things, dataficering eller nya fenomen som missinformation
("misinformation”) och desinformation ("disinformation”), har lett till nya och ¢kade krav pa
digital lasforstaelse fran medborgarens sida. Det finns ocksa ett ékande behov av att ta itu
med de grona fragorna och hallbarhetsaspekterna av interaktion med digital teknik. Denna

uppdatering tar darfor hansyn till de kunskapsfardigheter och attityder som medborgarna
behover infor denna utveckling.

Viktigt ar ocksa att DigComp 2.2-uppdateringsprocessen har inneburit att konsultera ett
mycket brett antal intressenter, inklusive genom den dedikerade Community of Practice som
inrattades for detta andamal. Dessutom fanns en 6ppen valideringsprocess bade online och
genom interaktiva workshops med stora internationella aktérer som ILO, UNESCO, UNICEF och
Varldsbanken. Detta breda intressentengagemang och inkép ar avgorande for att uppna det
fortsatta erkannandet och framgangen for Digital Competence Framework.

Med denna uppdatering ar vart mal att halla DigComp relevant for att lara, arbeta och
delta i samhallet, saval som for EU:s policyskapande och den europeiska digitala strategin,
inklusive initiativ som kompetensagendan, handlingsplanen for digital utbildning, EU:s digitala
decennium och kompass samt pelaren for sociala rattigheter och dess handlingsplan.

Manuela Geleng Mikel Landabaso Alvarez

Director Director
EMPL B - Jobs and Skills Directorate B — Growth & Innovation
DG Employment, Social Affairs and Inclusion Joint Research Centre

European Commission European Commission



SAMMANFATTNING

Politiskt sammanhang

Digitala fardigheter for arbete och for livet star hdgt upp pa den europeiska politiska agendan.
EU:s strategi for digital kompetens och relaterade politiska initiativ har som mal att forbattra
digitala fardigheter och kompetenser for den digitala omvandlingen. Den Europeiska kom-
petensagendan fran den 1 juli 2020 stoder digital kompetens for alla, inklusive genom att
stddja malen i Handlingsplan for digital utbildning, som har som mal att i) forbattra digitala
fardigheter och kompetenser for den digitala omvandlingen och samtidigt ii) framja utvecklin-
gen av ett hogpresterande digitalt utbildningssystem. Den digitala kompassen och handling-
splanen for den europeiska pelaren for sociala rattigheter satter de ambititsa politiska malen
att na minst 80 9% av befolkningen med grundlaggande digitala fardigheter och ha 20 miljoner
IKT-specialister till 2030.

DigComp 2.2-uppdateringen

Ramverket for digital kompetens for medborgare, aven kand som DigComp, tillhandahaller
ett gemensamt sprak for att identifiera och beskriva nyckelomradena for digital kompetens.
Det dr ett EU-omfattande verktyg for att férbattra medborgarnas digitala kompetens, hjalpa
beslutsfattare att formulera policyer som stdder digital kompetensuppbygagnad och planerar
utbildningsinitiativ for att forbattra den digitala kompetensen hos specifika malgrupper.

Denna rapport presenterar version 2.2 av Ramverket for digital kompetens. Den bestar av en
uppdatering av exemplen pa kunskaper, fardigheter och attityder. Dessutom samlar publika-
tionen ocksa de viktigaste referensdokumenten om DigComp for att stddja dess implement-
ering.

DigComp-implementeringar
Fran 2013 fram till nu har DigComp anvants for flera andamal, sarskilt i samband med sys-
selsattning, utbildning och livslangt larande.

Dessutom har DigComp inforts i praktiken pa EU-niva for att konstruera Digital Skills Indi-
cator (DSI), som anvands for att satta policymal och for att évervaka den digitala ekonomin

och samhallet (DESI). Ett annat exempel finns i Europass-CV:n som gor det mojligt for ar-
betssokande att utvardera sin egen digitala kompetens och inkludera utvarderingen i sina

meritforteckningar.

Relaterat och framtida JRC-arbete

JRC:s arbete med referensramar for individers kompetensutveckling inkluderar Entrepreneur-
ship Competence Framework (EntreComp); Personal, Social and Learning to Learn kompetens-
ramverk (LifeComp) och GreenComp for hallbar utveckling. Dessutom stoder European Frame-
work for the Digital Competence of Educators (DigCompEdu) digital kompetensuppbyggnad
i ett professionellt sammanhang, medan European Framework for Digitally Competent Edu-
cation Organisations (DigCompOrg) stdder kapacitetsuppbyggnad inom en utbildningsorgan-

isation.

Snabbguide

Denna publikation har tva huvuddelar. Avsnitt 2 presenterar det integrerade DigComp 2.2-ram-
verket som lyfter fram de nya exemplen pa kunskap, fardigheter och attityd. Dessa exempel
illustrerar nya fokusomraden med syftet att hjalpa medborgare att engagera sig tryggt, kritiskt
och sakert med vardagliga digitala tekniker, men ocksa med nya och framvaxande teknologier
sasom system som drivs av artificiell intelligens (Al).

En uppsattning av cirka 10 till 15 exempel ges per kompetens for att motivera utbildningsa-
nordnare att uppdatera sin laroplan och kursmaterial for att moéta dagens utmaningar. Dessa
exempel syftar inte till att vara en uttémmande lista 6ver vad kompetensen innebar. Bilagorna
innehaller en fullt tillganglig version av det integrerade ramverket.

Avsnitt 3 och 4 samlar de viktigaste referensdokumenten pa DigComp. De inkluderar verktyg
for sjalvreflektion och uppféljning av digital kompetensutveckling samt hanvisningar till guider
och rapporter som hjalper till att implementera DigComp i olika sammanhang som pa jobbet
eller pa internationell niva. Viktigt ar att en 6gonblicksbild av dversattningar och nationella

anpassningar av DigComp ges, inklusive referenser till ESCO-klassificering.
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1. INTRODUKTION

Denna nya publikation introducerar 2.2-uppdateringen
av Ramverket for digital kompetens for medborgare.
Det fungerar ocksa som ett komplett referensmaterial
till DigComp-ramverket som konsoliderar tidigare
utgivna publikationer och anvandarguider.

Digital kompetens ar en av nyckelkompetenserna for livslangt larande. Den definierades forsta
gangen 2006, och efter en uppdatering av radets rekommendation 2018, lyder den enligt
foljande:

“Digital competence involves the confident, critical and responsible use of, and en-
gagement with, digital technologies for leaming, at work, and for participation in
society. It includes information and data literacy, communication and collaboration,
media literacy, digital content creation (including programming), safety (including
digital well-being and competences related to cybersecurity), intellectual property
related questions, problem solving and critical thinking.” (Council Recommendation
on Key Competences for Lifelong Learning, 22 May 2018, ST 9009 2018 INIT).

Kompetenserna ar en kombination av kunskaper, fardigheter och attityd, med andra ord ar de
sammansatta av begrepp och fakta (dvs. kunskap), beskrivningar av fardigheter (t.ex. férma-
gan att genomf6ra processer) och attityd (t.ex. en laggning, ett tankesatt till handling) (se BOX
1). Nyckelkompetenser utvecklas under hela livet.

Arbetet med att operationalisera digital kompetens som féljde efter radets rekommendation
fran 2006 startade 2010. 2013 kom det forsta DigComp-referensramverket som definierar
digital kompetens som en kombination av 21 kompetenser grupperade i fem huvudomraden
(FIG. 1). Sedan 2016 ar de fem omradena: Informations- och datakunnighet; Kommunikation
och samarbete; Skapande av digitalt innehall; Sakerhet; och Problemlésning (FIG. 4). Ytterli-
gare metodiska detaljer beskrivs i BILAGA 1.

BOX 1. Dimension 4 i DigComp-ramverket skisserar exempel pa
kunskap, fardigheter och attityd pa ett icke uttommande satt

KUNSKAP

Det betyder resultatet av assimileringen av information genom larande. Kunskap ar
samlingen av fakta, principer, teorier och praktiker som dr relaterade till ett arbets-
eller studieomrade.

ml - | DigComp 2.2, kunskapsexempel foljer formuleringen av:
Medveten om..., Vet om..., Férstdr att..., osv.

FARDIGHETER

De ar formagan att tillampa kunskap och anvanda know-how for att slutféra
uppgifter och lésa problem. Inom ramen for European Qualifications Framework
beskrivs fardigheter som kognitiva (som inbegriper anvandning av logiskt,
intuitivt och kreativt tankande) eller praktiskta (inbegriper manuell skicklighet och
anvandning av metoder, material, verktyg och instrument).

(% - | DigComp 2.2, foljer fardighetsexemplen formuleringen:
Vet hur man gér..., Kan géra..., Séker..., osv.

ATTITYD

De ar tankta som drivkrafterna for prestation, grunden for fortsatt kompetent
prestation. De inkluderar varderingar, ambitioner och prioriteringar.

- | DigComp 2.2, attitydexempel foljer formuleringen: Oppen fér...,
o Nyfiken pa.., Vdger férdelar och risker ..., osv.



Referensramverk som DigComp-ramverket skapar en dver-
enskommen vision om vad som behovs av kompetens, for
att dvervinna de utmaningar som digitaliseringen medfor
i nastan alla aspekter av modernt liv. Malet ar att skapa
en gemensam forstaelse med hjalp av en éverenskommen
vokabular, som sedan kan tillampas konsekvent i alla arbet-
en fran policyformulering och malsattning till undervisning-
splanering, bedémning och uppfoljning. Ytterst ar det upp
till anvandare, institutioner, mellanhander eller initiativut-
vecklare att anpassa referensramen till deras behov nar de
skraddarsyr insatser (t.ex. laroplansutveckling), for att passa
malgruppernas specifika behov. For att lasa mer om an-

vandningen av DigComp, se AVSNITT 3.

VAD AR NYTT | UPPDATERINGEN?

Uppdateringen 2.2 fokuserar pa “Exempel pa de kun-
skaper, fardigheter och attityder som ar lampliga for
varje kompetens” (Dimension 4). For var och en av de 21
kompetenserna ges 10-15 uttalanden for att illustrera akt-
uella och uppdaterade exempel som lyfter fram samtida
teman. Som sadan andrar uppdateringen inte deskriptorer
av den konceptuella referensmodellen (FI1G. 1) och den an-
drar inte hur kompetensnivaer beskrivs (Dimension 3). An-
vandningsfall som presenteras i Dimension 5 forblir desam-
ma. Det integrerade DigComp-ramverket ar tillgangligt i
AVSNITT 2.

Informations- och
datakunnighet

Kommunikation
och samarbete

Skapa digitalt
innehall

Sakerhet

Problemldsning
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FIG.1 DigComp:s konceptuella referensmodell



Mer an 250 exempel lyfter fram nya och framvaxande teman som har uppstatt sedan den
senaste uppdateringen. De nya exemplen kommer att bli anvandbara t.ex. for dem som ans-
varar for planering och uppdatering av laroplanen och fér dem som utvecklar Dig-Comp utbi-
ldningsplaner eller kursinnehall. De kan anvanda dessa exempel for att ta upp teman som ar
relevanta i dagens samhalle, av vilka nagra ar foljande:

Vetenskap
« missinformation ('misinformation”) och desinformation ('disinformation”) i sociala tEk“ikl;
ingenjorskonst,
medier och pa nyhetssajter (t.ex. faktakontrollerande information och dess kallor, falska gr]atjematik

Digital
kompetens

nyheter, djupa forfalskningar ("deep-fakes”)) kopplat till informations- och mediekunskap
- trenden med databehandling av internettjdanster och appar (t.ex. fokus pa hur per-
sonuppgifter utnyttjas)
- medborgare som interagerar med Al-system (inklusive datarelaterade fardigheter,

dataskydd och integritet, men ocksa etiska dvervaganden) Personlig
social och
villig att

lara

Litterar
formaga

Nyckel-
kompetenser

- framvaxande teknologier som Internet of Things (loT)

- miljomassig hallbarhet (t.ex. resurser som forbrukas av IKT)
« nya och framvaxande sammanhang (t.ex. distansarbete och hybridarbete)
Som termen "exempel” sjalv redan forklarar representerar dessa nya uttalanden inte en ut-

tdmmande lista dver vad sjdlva kompetensen innebdr. Darfor ar det viktigt att betona att de Medveten om
kulturer och

deras uttryck

Medborgar-
kompetens

nya DigComp-exemplen pa kunskap, fardigheter och attityd inte bér ses som en uppsattning
laranderesultat som forvantas av alla medborgare. Det ar dock majligt att anvanda dem som i
underlag for att utveckla tydliga beskrivningar av larandemal, innehall, larandeupplevelser och Entreprenorskap

deras bedémning, aven om detta kraver mer instruktionsplanering och genomférande.

For det andra &r exemplen inte utvecklade p& kompetensnivaer. Aven om man kan observera
viss heterogenitet och skillnader i deras komplexitet (vissa exempel pa detta kan fokusera
pa en mycket rudimentdr niva av ny kunskap medan andra kan illustrera mer komplexa up-
pgifter), betyder det inte att de ar ett instrument for att mata framsteg. For varje kompetens
skisserar Dimension 3 atta prestationsnivaer.

Slutligen erbjuds de nya exemplen pa kunskap, fardigheter och attityd inte som ett bedomn-

ingsinstrument eller som ett verktyg for sjalvreflektion dver den egna kompetensutvecklingen. Al il e S celew Mye el e e es 16 Bl

Larande och sammanlankat med andra kompetenser

For ett validerat sjalvreflektionsinstrument, se mer i AVSNITT 3.1.



KOPPLINGAR MELLAN NYCKELKOMPETENSERNA

Rekommendationen om Nyckelkompetenser for livslangt larande identifierar nyckelkompe-
tenser som ar avgérande fér medborgarna for personligt tillfredsstéllande, en halsosam och
hallbar livsstil, anstallningsbarhet, aktivt medborgarskap och saocial integration (FIG. 2).

Alla Nyckelkompetenser ar komplementdra och sammankopplade med varandra. Med andra
ord kommer kompetenser som ar vasentliga for en doman att stédja kompetensutveckling
inom en annan. Detta dr ocksa fallet mellan Digital kompetens och andra Nyckelkompetenser.
Nagra viktiga sammankopplingar belyses nedan, aven om de inte ar uttémmande, och deras
avsikt ar att rikta mer fokus pa hur denna komplementara karaktar kan patraffas i digitala
miljoer.

Till exempel behovs aspekter av Laskunnighet nar man laser pa papper eller pa skarm. En-
ligt rekommendationen Nyckelkompetenser for livslangt larande omfattar laskunnighet t.ex.
“formdgan att sdrskilia och anvénda olika typer av kéllor, att séka, samla in och bearbeta
information”. Dessa fardigheter anvands nar man utvarderar onlineinnehall och dess kéllor, en
kompetens som utgdr en integrerad del av informationskompetens i dagens medierika miljo
(DigComp-kompetens 1.2).

A andra sidan definierar en DigComp-kompetens att engagera sig i medborgarskap genom
digital teknik (DigComp-kompetens 2.3). Sjalva Medborgarskapskompetensen definieras i
Nyckelkompetenser som “férmdgan att agera som ansvarsfulla medborgare och att fullt ut
delta i det civila och sociala livet” De nya exemplen forsoker illustrera denna sammankoppling
genom att lyfta fram kunskaper, fardigheter och attityder som kompletterar bada teman.

Dessutom sammanlankar Medborgarskapskompetensen ocksa med mediekunskap som

1. INTRODUCTION ‘ 6 ‘

beskriver ‘férmdgan att fa tillgéng till, ha en kritisk forstdelse for och interagera med bdde
traditionella och nya former av medier och att forstd medias roll och funktioner i demokratis-
ka samhdllen”. Darfor kan man sdga att mediekunskap, som ar ett nytt tema som lagts till
i definitionen av digital kompetens 2018, ligger i kopplingen mellan Medborgarskap och
digital kompetens. For att ldsa mer om komplementaritet mellan DigComp och medie- och
informationskompetens, se SECTION 4.1.

Referenser till Personlig, social och lara att ldara-kompetens finns ocksd manga i Dig-
Comp-uppdateringen, t.ex. inom omradet for att hantera sitt eget larande och sin karridr
(DigComp-kompetens 5.4) och att stodja sitt fysiska och kanslomassiga valbefinnande (Dig-
Comp-kompetens 4.3).

Entreprendrskapskompetens syftar till att skapa varde i dagens varld. Att para ihop det med
digital kompetens, och i synnerhet med att kreativt anvanda digital teknik (Dig-Comp-kom-
petens 5.3), kan hjalpa till att omvandla idéer till varde for sig sjalv och andra. Netikett (Dig-
Comp-kompetens 2.5), & andra sidan, bygger pa Nyckelkompetensen Kulturell medvetenhet
och uttryck, men ocksa pa kompetensen for flersprakighet (samexistensen av olika sprak
pa social eller individuell niva) och mangsprakighet (den dynamiska och utvecklande sprakliga
repertoaren for en enskild anvandare/inlarare) som sarskiljs i den gemensamma europeiska
referensramen for sprak.

De nya exemplen som presenteras i den har uppdateringen avser att lagga mer fokus pa hur
dessa sammankopplingar kan uppsta i digitala miljéer (sammankopplingarna som markerats
ovan ar inte uttémmande). Mer om andra EU-ramverk for nyckelkompetenser finns i AVSNITT
4.2
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2. DEN DIGITALA KOMPETENSRAMEN FOR MEDBORGARE

| DigComp beskriver 5 kompetensomraden vad den digitala
kompetensen innebdr. De dr féljande: Informations- och
datakunnighet; Kommunikation och samarbete; Skapande
av digitalt innehall; Sakerhet; och Problemldsning.

De tre forsta omradena handlar om kompetenser som kan sparas tillbaka till specifika aktiviteter
och anvandningsomraden. A andra sidan ar omradena 4 och 5 (Sakerhet och Problemldsning)
“overgripande” eftersom de galler alla typer av verksamhet som utférs med digitala medel. Sarskilt
element av Problemltsning forekommer i alla kompetenser, men ett specifikt omrade definierades

for att belysa vikten av denna aspekt for tillagnandet av teknik och digital praxis.

Kommunikation och
samarbete

Informations-
och datakunnighet

Att beskriva informationsbehov, att
soka och hamta digitala data,
information och innehall.

Att interagera, kommunicera och
samarbeta med hjdlp av
digitala tekniker, och att forsta
kulturell mangfald och
generationsklyftor.

Att bedoma kallans relevans
och dess innehall.

Att delta i samhallet med hjalp av

av publika och privata digitala

tjanster och som aktiv
medborgare.

Att lagra, hantera och organisera
digitala data, information och
innehall.

Att hantera sin digitala narvaro,
sin identitet och sitt anseende.

"

Skapa digitalt innehall

Att skapa och redigera digitalt innehall

Att forbattra och integrera
information och innehall i en
befintlig samling kunskaper och
forsta hur upphovsratt och
licenser ska tillampas.

Att veta hur man utformar
begripliga instruktioner for ett
datorsystem.

Sdkerhet

Att skydda utrustning, innehall,
personuppagifter och integritet
i digitala miljoer.
Att vama om fysisk och psykisk
halsa och att kanna till digitala
tekniker for socialt valbefinnande
och social inkludering.

Att vara medveten om miljopaverkan av
digital teknik och dess anvandning.

Problemlésning

Att identifiera behov och problem och
att losa konceptuella problem
och problematiska situationer i

digitala miljoer.

Att anvanda digitala verktyg for

innovativa processer och
produkter.

Att vara up-to-date med den
digitala utvecklingen.

FIG.3 DigComp-omraden (Dimension 1)




DET INTEGRERADE DIGCOMP 2.2-RAMVERKET

| det har avsnittet presenteras DigComp 2.2-uppdateringen i detalj. | den-
na grafik presenteras en kompetens med alla dess fem dimensioner som

stracker sig dver tva sidor.

Hur laser man det?

Ett antal grafiska representationer anvands for att 6ka lasbarheten, de

forklaras nedan.

Varje kompetensomrade
(dimension 1) har sin egen
farg, som anvands for att

visa alla kompetenser inom
omradet (dimension 2).

Artificiell intelligens, Arbeta pa distans
och Digital tillganglighet indikeras fram

2. THE DIGITAL COMPETENCE FRAMEWORK FOR CITIZENS

En liten réd prick anvands for att
introducera den nya Dimension 4. Det
hjalper lasaren att snabbt upptacka den
nya uppdaterade delen.

med (Al), (AD), (DT).

For Dimension 5 visar en streckad pil lanken
mellan anvandningsfallet och dess
kunskapsniva, eftersom endast ett exempel
per niva och kompetens ges. | allmanhet
anvander Dimension 5 en “kaskadstrategi”: 1.2
har ett exempel for niva 1, kompetens 1.3 for
niva 2, kompetens 2.1 fér niva 3 osv.

1+ KUNSKAPSOMRADE

Att formulera behov av information,
att soka efter data, information och
inneéll i digitala miljoer, for att
fé tillgang till dem och navigera
mellan dem. For att skapa och
uppdatera personliga sokstrategier

DIMENSION 3 + PRESTATIONSNIVA

GRUNDLAGGANDE

AVANCERAD MELLANLIGGANDE

HOGT SPECIALISERAD

P4 gundiagaande niva och

+ identifiera mina behov av information,hitta data, information och

innehéil genom en enkel sokning | digitala miloer,

DIMENSION 4 » EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYDER

1

KUNSKAP

med vaglednng, kanjag  +  hitta hur jag ar tlgéng til dessa data, denna information och detta innehal samt navigera mella Ger
- identifiera enkla personlga sofstrategier
P4 gundaggande s © identifiera mina behov av information
ustandigt ochmed  +  hitta data, information och innehall genom en enkel sokning i digitala miljoer,
lampiig vagleding dar et . hitta hur jag ar tligéng til dessa data, denna information och cetta inehall samt navigera mellan cern,

behovs, kan jag:

+ identifiera erkla personliga sokstrateger.

+ forklara mina befov av nformation,
+ utfora val definerade och utinmassiga sokningar for att hitta

data, information och innehall | digitala miljoer,

+ forklara hur man far tlgang tll dem och navigerar mellan dem,
-+ forklara val definierade och rutinmassiga personliga stkstrategier.

)

ndigt utfian
i fo

finirade och
icke-tutinmassiga proble

+illustrera behov av information,
+ organisera sokningar av data, information och innehéll | digiala miljoer,
+ beskriva hur man far tlgang tll dessa data, denna information

och detta innehall samt navigera mellan dem,

+ organisera persoriiga stkstiateger

Vet att en del innehll  sokresultatet online kanske inte ar oppet for atkomst eller frif tlgangligt

och kan krava en avaift ellr at registrera sg for en tanst for at fa tlgang tllden.

Medhveten om att onlineinnehl som ar lgangligt for anvandare utan betalning |

pengar ofta betalas genom reklam eller genom att salja anvandarens data

Medveten om att sokresultat, aktivitetsfeeds pa sociala medier och forstag tll nnendl pa intemet péverkas av en rad
t

faktorer. Dessa faklorer nkluderar anvands, enheten (Lex
batbar dator eller mobilelefon),lokala bestammelser (som ibland dikterar vad som 4 eller nte kan visas), andra
d de (Lex. trender | stkningar anvanddlens

Medveten om att sokmotorer, sociala medier och innehalisplattformar ofta anvandall-
algoritmer for att generera svar som ar anpassade ull den enskida anvandaren (tefenvandare
fortsatter att se lknande resultat eller imenall. Detta kalas ofta personalisering”. (A1)

Medhveten om att Al-algoritmer fungerar pa satt som vanligtvs ine ar synliga ellerlattorstaeliga
for anvandarma. Detta kallas ofta “Dlack box'-beslutsfattande eftersom det kan vara omojligt
att spéra hur och varfor en algoritm ger specifica forslag eler forutsagelser (A1)

(

om att vagleda

+tillgodose behov av nformation,
+ tillampa sskningar for att erhalla data, information och innehall | cigitala miljes,

N 6 Kan vl censaotor som salktcppyler e formatnsbehov efersom
H olka solmotorer kan g olka resultat aven for samma friga
& 7. Vet hur man forbattrar ens
g (tex. ange exakt ras, prék,region,datum for senast uppdaterad)
ES B Vet hur man formulerar sokfdgor for att. man nterage
eler i, Aloa, Cortar, . e inse at forattsystemet ska
kunna svara efter behov maste fragan vara entydig och artikulerad sa att systemet kan svara. (Al)

Kan anvanda information som presenteras som hyperlarnkar, cke-textform (tex.
Aodessch

anda. kan ag - Visaur T lging ul cessa cata, denna foraton och detta el st navigera mellanfdern amanisia cara)
+ foresla personlga sosuateger 10, Utvecklar fektna sokmetoe o personig ancaml e for at b e s overco st
T bedoma behor sy nomaton N populara imera) och professionella andamal (tex for att hitta lsmpliga jobbannonser]
" rpasaa skt ot it s, fomation o el gl s s st L1 Ve s ftorzoesnng i s e sl st
+ férklara hur man far tillgang till dessa data, denna information och
ceta el somar lampligast och nagera bl cor,
+variera personiiga sokstrategier N 12, Undviker avsktigt distraktioner och forsoker att undvika overbelastning av information
- <kapa lsningar i Komplxa probem med begrnsad defton e i ket o navigerg a nformatn data och el
Pahogt specialiseradiva, Ul s, Sckning ochfilieng av data, nformation och digiat nehsl, 15, Vardestte verkyg som ar uformace for at sy soksekietess ochanca
kan jag - integrera mina kunskaper fér att bidra till professionell praxis och kunskap samt rattifgigheter for anvandare {tex. webblasare som DuckDuckGo)
végleda andra i at surfa, soka och filtera data, information och digitat innenl. 14, Vager fordelar och nackdelar med att anvanda Al-diivna sokmotorer (tex. aven om
dekan il avandare att it anskad nformation, kande avertyra ntegitet oth
persongpofte ler utstta anvanciren forkommersela messen. (41
- skapa losningar fo att iara komplexa problem med flera ineragerande faktorer, .

elaterade il surfning, sokning och fitrering av data, information och digitaltinnehall

+ foresl nya idéer och processer tl faltet.

Omtarksam over att mycket information och innenall onne kanske Inte ar tilgangligt for personer med
fu it

foritar sig p forat

* DIMENSION 5 + ANVANDNINGSFALL

RUNDLAGGANDE NIVA 1

A ARBETSPLATSEN: jobbsckningsprocess

Med hjalp av en arbetsvagledare

+ lagkan dentifiera, fran en lsta, de jobbportaler
Som kan hjalpa mig att soka jobb.

+ Jagkan ocksa hitta dessa jobbportaler  min smartphones
‘appbutkk och kormma 4t och navigera mellan dem.

+ Frén en lsta med generiska nyckelord for jobbsokning
om finns  en blogg om jobbsokning kan jag ocksd
identifera de nyckelord som ar anvandbara for mig.

1 UTBILDNING: genomfora grupparbete med mina
Kasskamrater

Med hjalp av min larare
+ Jag kan identifiera webbplatse, bloggar och digitala
databaser frén en ista i min digitala (arobok for

att leta efter literatur om temaamnet.

+ Jag kan ocksa identifiera literatur or temasmnet p
dessa webbplatser,bloggar och digitala databaser
‘och komma t och navigera bland dem

- Med hjalp av en lsta med generiska nyckelord of
fins | min digitala larobok Jag kan ocksa ideny
skulle vara anvandbara for att hita literatur o

for s
BILAGA 4.

Nyanser av samma farg anvands for
prestationsnivaer (Dimension 3).

y4
‘Hk ) e

Grafiska symboler anvands for att gruppera exempel efter

kunskap, fardigheter och attityd:

en bok for kunskap, en cykel for fardigheter och ett hjarta for
attityd.

Dessutom finns en
komplett version tillganglig
rmlasning i
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DIMENSION 1« KUNSKAPSOMRADE

DIMENSION 2 « KOMPETENS

Att formulera behov av information,
att soka efter data, information och
innehall i digitala miljéer, for att

fa tillgang till dem och navigera
mellan dem. For att skapa och
uppdatera personliga sokstrategier.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

HOGT SPECIALISERAD

DIMENSION 3 « PRESTATIONSNIVA

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera mina behov av information, hitta data, information och
innehall genom en enkel sokning i digitala miljoer,

hitta hur jag far tillgang till dessa data, denna information och detta innehall samt navigera mellan dem,
identifiera enkla personliga sokstrategier..

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behdvs, kan jag: :

identifiera mina behov av information,

hitta data, information och innehall genom en enkel sékning i digitala miljoer,

hitta hur jag far tillgang till dessa data, denna information och detta innehall samt navigera mellan dem,
identifiera enkla personliga sokstrategier.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

forklara mina behov av information,

utféra val definierade och rutinmassiga sokningar for att hitta
data, information och innehall i digitala miljer,

forklara hur man far tillgang till dem och navigerar mellan dem,
forklara val definierade och rutinmassiga personliga sokstrategier.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

illustrera behov av information,
organisera sokningar av data, information och innehall i digitala miljcer,

beskriva hur man far tillgang till dessa data, denna information
och detta innehall samt navigera mellan dem,

organisera personliga sokstrategier.

Saval som att vagleda
andra, kan jag:

tillgodose behov av information,

tillampa sokningar for att erhalla data, information och innehall i digitala miljoer,

visa hur du far tillgang till dessa data, denna information och detta innehall samt navigera mellan dem.
foresla personliga sokstrategier.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

bedéma behov av information,
anpassa min sokstrategi for att hitta data, information och innehall i digitala miljoer som ar lampligast,

forklara hur man far tillgang till dessa data, denna information och
detta innehall som ar lampligast och navigera bland dem,

variera personliga sokstrategier.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade
till surfning, sokning och filtrering av data, information och digitalt innehall,

integrera mina kunskaper for att bidra till professionell praxis och kunskap samt
vdgleda andra i att surfa, stka och filtrera data, information och digitalt innehall.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till surfning, sokning och filtrering av data, information och digitalt innehall.

féresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

Vet att en del innehall i sokresultatet online kanske inte ar 6ppet for atkomst eller fritt tillgangligt
och kan krava en avqift eller att registrera sig for en tjanst for att fa tillgang till den.

Medveten om att onlineinnehall som &r tillgangligt for anvandare utan betalning i
pengar ofta betalas genom reklam eller genom att sélja anvandarens data.

Medveten om att sokresultat, aktivitetsfeeds pa sociala medier och forslag till innehall pa internet paverkas av en rad
faktorer. Dessa faktorer inkluderar de soktermer som anvands, sammanhanget (t.ex. geografisk plats), enheten (t.ex.
barbar dator eller mobiltelefon), lokala bestammelser (som ibland dikterar vad som kan eller inte kan visas), andra
anvandares beteende (t.ex. trender i sokningar eller rekommendationer) och anvandarens tidigare beteende online.

Medveten om att sokmotorer, sociala medier och innehallsplattformar ofta anvander Al-
algoritmer for att generera svar som ar anpassade till den enskilda anvandaren (t.ex. anvandare
fortsatter att se liknande resultat eller innehall). Detta kallas ofta “personalisering’. (A1)

Medveten om att Al-algoritmer fungerar pa satt som vanligtvis inte ar synliga eller lattférstaeliga
for anvandarna. Detta kallas ofta “black box’-beslutsfattande eftersom det kan vara omojligt
att spara hur och varfor en algoritm ger specifika forslag eller forutsagelser. (Al)

FARDIGHETER

10.

11.

Kan valja den sékmotor som sannolikt uppfyller ens informationsbehov eftersom
olika sokmotorer kan ge olika resultat aven fér samma fraga.

Vet hur man forbattrar sokresultaten med hjalp av en sékmotors avancerade funktioner
(t.ex. ange exakt fras, sprak, region, datum for senast uppdaterad).

Vet hur man formulerar sokfragor for att uppna 6nskad utgang nar man interagerar med konversationsagenter
eller smarta hogtalare (t.ex. Siri, Alexa, Cortana, Google Assistant), t.ex. inse att for att systemet ska
kunna svara efter behov maste fragan vara entydig och artikulerad sa att systemet kan svara. (Al)

Kan anvanda information som presenteras som hyperlankar, i icke-textform (t.ex.

flodesscheman, kunskapskartor) och i dynamiska presentationer (t.ex. data).

Utvecklar effektiva sokmetoder for personliga andamal (t.ex. for att bladdra i en lista 6ver de mest
populara filmerna) och professionella andamal (t.ex. for att hitta [@mpliga jobbannonser).

Vet hur man hanterar informationséverbelastning och “infodemic” (dvs. 6kning av falsk eller vilseledande
information under ett sjukdomsutbrott) genom att anpassa personliga sékmetoder och strategier. .

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 1

PA ARBETSPLATSEN: jobbsokningsprocess

Med hjalp av en arbetsvagledare

- Jagkan identifiera, fran en lista, de jobbportaler
som kan hjalpa mig att soka jobb.

- Jagkan ocksa hitta dessa jobbportaler i min smartphones
appbutik och komma at och navigera mellan dem.

«  Fran en lista med generiska nyckelord for jobbsokning
som finns i en blogg om jobbsokning kan jag ocksa
identifiera de nyckelord som ar anvandbara for mig.

ATTITYD

12.

13

14.

15.

Undviker avsiktligt distraktioner och férsoker att undvika éverbelastning av information
vid atkomst till och navigering av information, data och innehall.

Vardesatter verktyg som ar utformade for att skydda stksekretess och andra
rattifgttigheter for anvandare (t.ex. webblasare som DuckDuckGo).

Vager fordelar och nackdelar med att anvanda Al-drivna sokmotorer (t.ex. aven om
de kan hjalpa anvandare att hitta énskad information, kan de aventyra integritet och
personuppagifter eller utsatta anvandaren for kommersiella intressen). (Al)

Omtanksam 6ver att mycket information och innehall online kanske inte &r tillgangligt
for personer med funktionsnedsattning, t.ex. for anvandare som forlitar sig pa
skarmlasarteknik for att lasa upp innehallet pa en webbsida. (D7)

I UTBILDNING: genomftra grupparbete med mina
klasskamrater

Med hjalp av min larare

« Jagkan identifiera webbplatser, bloggar och digitala
databaser fran en lista i min digitala larobok for
att leta efter litteratur om temadmnet.

- Jagkan ocksa identifiera litteratur om temaamnet pa
dessa webbplatser, bloggar och digitala databaser
och komma at och navigera bland dem.

«  Med hjalp av en lista med generiska nyckelord och taggar som
finns i min digitala larobok Jag kan ocksa identifiera de som
skulle vara anvandbara for att hitta litteratur om temaamnet.
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DIMENSION 1« KOMPETENSOMRADE
DIMENSION 2 « KOMPETENS

Att analysera, jamfora och kritiskt
granska trovardigheten och
tillforlitligheten hos kallor till data,
information och digitalt innehall. Att
analysera, tolka och kritiskt granska
data, information och digitalt innehall..

DIMENSION 3 « PRESTATIONSNIVA

AVANCERAD MELLANLIGGANDE GRUNDLAGGANDE

HOGT SPECIALISERAD

Pa grundlaggande niva och
med vagledning, kan jag:

upptécka trovardigheten och tillforlitligheten hos gemensamma
kallor till data, information och deras digitala innehall.

Pa grundlaggande niva
och sjalvstandigt och med
ldamplig vagledning dar det
behovs, kan jag:

upptécka trovardigheten och tillforlitligheten hos gemensamma
kallor till data, information och deras digitala innehall.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

utféra analys, jamforelse och granskning av trovardigheten och tillforlitligheten
hos val definierade kallor till data, information och digitalt innehall.

utféra analys, tolkning och granskning av vél definierade data, information och digitalt innehall.

Sjalvstandigt, utifran mina
egna behov och for att
|6sa val definierade och
icke-rutinmassiga problem,
kan jag:

utféra analys, jamforelse och granskning av kallor till data, information och digitalt innehall.
utféra analys, tolkning och granskning av data, information och digitalt innehall.

Saval som att vagleda
andra, kan jag:

genomfdra en granskning av trovardigheten och tillforlitligheten hos
olika kallor till data, information och digitalt innehall.

genomfora en granskning av olika data, information och digitalt innehall.

Pa avancerad niva,
utifran mina egna och
utifréan andras behov och
i komplexa sammanhang,
kan jag:

kritiskt bedéma trovardigheten och tillforlitligheten hos kallor till data, information och digitalt innehall.

kritiskt bedéma data, information och digitalt innehall.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till att analysera
och granska trovardiga och tillforlitliga kallor till data, information och innehall i digitala miljcer.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i analys och granskning av trovardigheten och
tillforlitligheten hos data, information och digitalt innehall och deras kallor.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till att analysera och granska trovardiga och tillforlitliga
kallor till data, information och innehall i digitala miljoer.

féresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

16.

17.

18.

19.

20.

21.

22.

Medveten om att onlinemiljéer innehaller alla typer av information och innehall inklusive felaktig information och
desinformation och &ven om ett amne rapporteras allmant betyder det inte nédvandigtvis att det ar korrekt.

Forstar skillnaden mellan desinformation (falsk information med avsikt att lura manniskor) och
felaktig information (falsk information oavsett avsikt att lura eller vilseleda manniskor).

Vet vikten av att identifiera vem som ligger bakom information som finns pa internet (t.ex. pa
sociala medier) och att verifiera den genom att kontrollera flera kallor, fér att hjalpa till att
kanna igen och forsta synvinkel eller partiskhet bakom viss information och datakallor.

Medveten om potentiella informationsférdomar orsakade av olika faktorer (t.ex. data,
algoritmer, redaktionella val, censur, ens egna personliga begransningar).

Vet att termen “deepfakes” avser Al-genererade bilder, videor eller ljudinspelningar av
handelser eller personer som egentligen inte hande (t.ex. tal av politiker, kandisansikten pa
pornografiska bilder). De kan vara oméjliga att skilja fran den akta varan. (Al)

Medveten om att Al-algoritmer kanske inte ar konfigurerade for att endast tillhandahalla den information som
anvandaren vill ha. De kan ocksa representera ett kommersiellt eller politiskt budskap (t.ex. for att uppmuntra
anvandare att stanna pa webbplatsen, att titta pa eller kdpa nagot sarskilt, att dela specifika asikter). Detta
kan ocksa fa negativa konsekvenser (t.ex. reproducera stereotyper, dela felaktig information). (A1)

Medveten om att data, som Al ar beroende av, kan innehalla fordomar. | sa fall kan dessa fordomar
automatiseras och forvarras av anvandningen av Al. Sokresultaten om yrke kan t.ex. innehalla
stereotyper om manliga eller kvinnliga yrken (t.ex. manliga busschaufforer, kvinnliga saljare). (A1)

FARDIGHETER

23.

24.

25.

26.

27.

Overvag noggrant de béasta eller férsta sokresultaten i bade textbaserade sokningar och ljudsokningar, eftersom de
kan aterspegla kommersiella och andra intressen snarare an att vara de mest lampliga resultaten for sokningen.

Vet hur man skiljer sponsrat innehall fran annat innehall online (t.ex. kanna igen annonser och
marknadsforingsmeddelanden pa sociala medier eller sokmotorer) dven om det inte ar markerat som sponsrat..

Vet hur man analyserar och kritiskt granskar sokresultat och aktivitetsfloden pa sociala medier,
identifierar deras ursprung, skiljer faktarapportering fran asikt och avgér om utdata ar sanningsenliga
eller har andra begransningar (t.ex. ekonomiska, politiska, religiésa intressen).

Vet hur man hittar forfattaren eller kallan till informationen, for att verifiera om den
ar trovardig (t.ex. en expert eller myndighet inom en relevant disciplin).
Inser att vissa Al-algoritmer kan forstarka befintliga asikter i digitala miljéer genom att skapa “ekokammare”

eller “filterbubblor” (t.ex. om en social mediestrom gynnar en viss politisk ideologi kan ytterligare
rekommendationer forstdrka den ideologin utan att utsatta den for motsatta argument). (Al)

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 1

PA ARBETSPLATSEN: jobbsokningsprocedur

Med hjalp av en arbetsvagledare

- Jagkan identifiera i en lista dver jobbportaler och
appar som en vdan har hittat i en arbetsférmedlings
blogg, de som vanligtvis anvands eftersom de har
trovardiga och palitliga jobberbjudanden.

ATTITYD

28.

29.

30.

Benagen att stalla kritiska fragor for att utvardera kvaliteten pa onlineinformation och
bekymrad 6ver syftet bakom spridning och forstarkning av desinformation.

Villig att faktagranska en bit av information och bedéma dess noggrannhet, tillférlitlighet och auktoritet,
samtidigt som du foredrar primdra kallor framfor sekundara informationskallor dar det ar majligt.

Overvager noggrant det majliga resultatet innan du klickar pa en lank. Vissa lankar (t.ex. vertygande
titlar) kan vara “clickbaits” som tar anvandaren till sponsrat eller oonskat innehall (t.ex. pornografi).

I UTBILDNING: genomftra grupparbete med mina
klasskamrater

Med hjalp av min larare

« Jagkan identifiera, fran en lista i min larobok éver bloggar och
digitala databaser som innehaller tillganglig litteratur, de som
vanligtvis anvands eftersom de ar trovardiga och palitliga.
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DIMENSION 3 « PRESTATIONSNIVA

w i B . identifiera hur man pa ett enkelt satt organiserar, lagrar och
[=) Pa grut\dlagggnde niva och hamtar data, information och innehall i digitala miljcer.
Zz med vagledning, kan jag: . ) A . } ) .
g kanna till var de pd ett enkelt satt ska organiseras i en strukturerad miljo.
Q
. =<
a . ) .
:Z, Pa grl{hdlaggahde niva identifiera hur man pa ett enkelt satt organiserar, lagrar och
3 O“Ch SJ.alvs“tandlg‘t och“med hamtar data, information och innehall i digitala miljéer.
o lamplig vagledning dar det . i A . ) i -
behovs, kan jag: kanna till var de pd ett enkelt satt ska organiseras i en strukturerad miljo..
w P& egen hand och for vélja data, information och innehall for att pa ett rutinmassigt satt
% att l6sa okomplicerade organisera, lagra och hamta dem i digitala miljéer.
DIMENSION 1« KOMPETENSOMRADE g problem, kan jag: organisera dem pa ett rutinmdassigt satt i en strukturerad miljo.
v
o
E Sjalvstandigt, utifran mina
3 egna b_EhOV O_Ch for att organisera information, data och innehall sa att de enkelt kan lagras och hamtas.
IEJ l6sa val definierade och . ) ) _ o o
icke-rutinmassiga problem, organisera information, data och innehall i en strukturerad miljo..
kan jag:
DIMENSION 2 « KOMPETENS
Saval som att vagleda anpassa information, data och innehall for att underlatta organisering, lagring och hamtning.
2 andra, kan jag: verkstalla deras organisering och bearbetning i en strukturerad miljo..
[~4
W
(]
) . E Pa avancerad niva,
Att organisera, lagra och hamta data, 2 utifran mina egna och anpassa hanteringen av information, data och innehall for den
information och innehall i digitala Utifran andras behov och lampligaste |atta hamtningen och lagringen.
miljoer. Att organisera och bearbeta i komplexa sammanhang, anpassa dem sa att de organiseras och bearbetas i den lampligaste strukturerade miljon..
dem i en strukturerad miljo.. kan jag:
a skapa lésningar pa komplexa problem med begransad definition, relaterade till hantering av data,
§ ; P& hogt specialiserad niva, information och innehall fér deras organisation, lagring och hamtning i en strukturerad digital miljo.
3 kan jag: + integrera mina kunskaper for att bidra till professionell praxis och kunskap och for att
E' vagleda andra i att hantera data, information och digitalt innehall i en strukturerad digital miljo.
2
- . - skapa lésningar for att klara komplexa problem med flera interagerande
= Pa den rr_les_,t avance.raije faktorer, relaterade till hantering av data, information och innehall for
,8 8 och ;peoal\serade nivan, organisering, lagring och hamtning i en strukturerad digital miljo.
I kan jag: e . e
- foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 2

PA ARBETSPLATSEN: jobbsokningsprocess

Soka jobb hemma tillsammans med min syster som jag fragar

nar jag behover

- Jagkan identifiera hur och var jag ska organisera och
halla reda pa jobbannonser i en jobbapp (t.ex. www.
indeed.com) pa min smartphone for att hamta dem
nar jag behdver dem under mitt jobbstkande.

a 31. Medveten om att manga applikationer pa internet och i mobiltelefoner samlar in och behandlar data (personuppagifter,
% beteendedata och kontextuella data) som anvandaren kan komma at eller hamta, t.ex. for att évervaka sina aktiviteter
:z, online (t.ex. klick i sociala medier, stkningar pa Google) och offline (t.ex. dagliga steg, bussresor pa kollektivtrafiken).
X 32.  Medveten om att for att data (t.ex. siffror, text, bilder, ljud) ska kunna behandlas av
ett program maste de forst digitaliseras korrekt (dvs. kodas digitalt).
33. Vet att data som samlas in och behandlas, t.ex. av onlinesystem, kan anvandas till att kanna
igen monster (t.ex. upprepningar) i nya data (dvs. andra bilder, ljud, musklick, onlinebeteenden)
for att ytterligare optimera och anpassa onlinetjanster (t.ex. annonser).
34.  Medveten om att sensorer som anvands i manga digitala tekniker och applikationer (t.ex.
ansiktssparningskameror, virtuella assistenter, barbar teknik, mobiltelefoner, smarta enheter) genererar
stora mangder data, inklusive personuppagifter, som kan anvandas for att trana ett Al-system. (Al)
35. Vet att det finns 6ppna datalager dar vem som helst kan fa data som stod for vissa problemldsningsaktiviteter
(t.ex. kan medborgare anvanda 6ppna data for att generera tematiska kartor eller annat digitalt innehall).
E 36. Vet hur man samlar in digitala data med hjalp av grundlaggande verktyg sasom webbformular
lu" och presenterar dem pa ett tillgangligt satt (t.ex. med hjalp av rubriker i tabeller). (DT)
5 37.  Kantillampa grundlaggande statistiska procedurer pa data i en strukturerad milj¢ (t.ex. spreadsheet)
a for att producera grafer och andra visualiseringar (t.ex. histogram, stapeldiagram, cirkeldiagram).
’E 38. Vet hur man interagerar med dynamisk datavisualisering och kan anpassa dynamiska
grafer av intresse (t.ex. som tillhandahalls av Eurostat, statliga webbplatser).
39. Kan skilja pa vilka olika typer av lagringsplatser (lokala enheter, lokalt natverk, moln) som ar lampligast att anvanda
(t.ex. data i molnet ar tillgangliga nar som helst och var som helst, men har konsekvenser for atkomsttiden).
40.  Kan anvanda dataverktyg (t.ex. databaser, datautvinning, analysprogramvara) som ar utformade for att
hantera och organisera komplex information, for att stédja beslutsfattande och l6sa problem.
g 41.  Tanker pa transparens ndr man anpassar och presenterar data for att sakerstalla tillforlitlighet och upptacker
= data som ger uttryck for underliggande motiv (t.ex. oetiskt, vinst, manipulation) eller pa vilseledande satt.
=
E 42, Vaksam pa riktighet vid utvardering av sofistikerade representationer av data (t.ex. tabeller eller visualiseringar

eftersom de kan anvandas for att vilseleda ens omdome genom att forsdka ge en falsk kansla av objektivitet).

I UTBILDNING: genomftra grupparbete med mina
klasskamrater

| klassrummet med min larare som jag kan radfraga nar jag

behover

« Jagkan identifiera en app i min surfplatta for att
organisera och lagra lankar till dessa webbplatser,
bloggar och digitala databaser relaterade till ett
specifikt litteraturamne och anvanda den for att
hamta dem nar det behdvs for min rapport.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS

2.1 INTERAGERA MED
HJALP AV DIGITAL
TEKNIK

Att interagera med hjalp av en bredd

av digitala tekniker och att forsta
lampliga digitala kommunikationsmedel
i ett givet sammanhang.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

vélja enkla digitala tekniker for att interagera och
identifiera lampliga enkla kommunikationsmedel utifran ett givet sammanhang.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

vélja enkla digitala tekniker for att interagera och
identifiera lampliga enkla kommunikationsmedel for ett givet sammanhang.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

utféra val definierade och rutinmassiga interaktioner med digital teknik samt

vélja vél definierade och rutinmdssiga lampliga digitala
kommunikationsmedel for ett givet sammanhang.

Sjalvstandigt, utifran mina
egna behov och for att
[6sa val definierade och
icke-rutinmassiga problem,
kan jag:

valja en variation av digitala tekniker for att interagera samt
vdlja en variation av lampliga digitala kommunikationsmedel for ett givet sammanhang.

Saval som att vagleda
andra, kan jag:

anvanda en variation av digitala tekniker for att kunna interagera samt
visa andra det lampligaste digitala kommunikationsmedlet for ett givet sammanhang.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

anpassa en variation av digitala tekniker for den lampligaste interaktionen samt
anpassa de lampligaste kommunikationsmedlen for ett givet sammanhang.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransade definitioner, relaterade
till att interagera med digital teknik och digitala kommunikationsmedel.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i interaktionen med digital teknik.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till interaktion med digital teknik och digitala kommunikationsmedel

foresla nya idéer och processer inom omradet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

MELLANLIGGANDE NIVA 3

PA ARBETSPLATSEN: anordna ett evenemang

Pa egen hand:

Jag kan interagera med deltagare och kollegor

genom att anvanda mitt foretags e-postkonto

och app pa min mobiltelefon, for att organisera

ett evenemang for mitt foretaq.

Jag kan ocksa valja mellan tillgangliga alternativ for att
organisera evenemanget, t.ex. att skicka kalenderinbjudningar.

Jag kan 6sa problem, t.ex. en felaktig e-postadress.

o 43, Vet att manga kommunikationstjanster (t.ex. snabbmeddelanden) och sociala medier ar kostnadsfria,
% eftersom de delvis betalas av annonsering och tjanar pengar pa anvandardata.
:z, 44, Medveten om att manga kommunikationstjanster och digitala miljéer (t.ex. sociala medier) anvander
X mekanismer som "nudging”, "gamification” och annan manipulation for att paverka anvandarmas beteenden.
45, Medveten om vilka kommunikationsverktyg och tjanster (t.ex. telefon, e-post, videokonferens,
socialt natverk, podcast) som ar [ampliga under olika omstandigheter (t.ex. synkron, asynkron),
beroende pa malgruppen, sammanhanget och syftet med kommunikationen. Medveten om
att vissa verktyg och tjanster ocksa tillhandahaller en tillganglighetsforklaring. (DT)
46.  Medveten om behovet av att formulera budskap i digitala miljoer sa att
de ar latta att forsta for malgruppen eller mottagaren.
E 47.  Kan anvanda en mangd olika videokonferensfunktioner (t.ex. att moderera en session eller spela in ljud och video).
E 48.  Kunna uppna effektiv kommunikation i asynkront (icke-samtidigt) lage med hjalp av digitala verktyg (t.ex.
5 for rapportering, dela idéer, ge feedback och rad, schemaldagga méten, kommunicera delmal).. (DT)
(Y]
E 49, Kan anvanda digitala verktyg for informell kommunikation med kollegor, for att utveckla och uppratthalla
’E sociala relationer (t.ex. for att skapa konversationer som efterliknar kaffepauser face-to-face). (DT)
50. Kan identifiera om kommunikationen ar med en manniska eller en Al-baserad
samtalsagent (t.ex. vid anvandning av text- eller réstbaserade chatbots). (Al)
51. Kaninteragera och ge feedback till ett Al-system (t.ex. genom att ge anvandarbetyg, gilla-
markeringar eller tagagar till innehall online) for att paverka vad systemet sedan rekommenderar
(t.ex. for att fa fler rekommendationer om liknande filmer som du tidigare gillade). (Al)
g 52.  Overvager behovet av att balansera asynkrona och synkrona kommunikationsaktiviteter (t.ex. for att minimera trétthet
[ vid videokonferenser, for att respektera arbetskamraters tid och arbetsschema).Villig att lyssna pa andra och delta
E i konversationer online med fortroende, tydlighet och 6msesidighet, bade i personliga och sociala sammanhang.
53.  Oppen for Al-system som hjalper manniskor att fatta valgrundade beslut i enlighet med sina mal (t.ex.
anvandare som aktivt beslutar om de ska agera enligt en rekommendation eller inte). (Al)
54.  Villig att anpassa en lamplig kommunikationsstrategi beroende pa situation och digitalt verktyg:

verbala strategier (skriftligt, muntligt sprak), icke-verbala strategier (kroppssprak, ansiktsuttryck,
tonfall), visuella strategier (tecken, ikoner, illustrationer) eller blandade strategier.

| UTBILDNING: genomftra grupparbete med mina
klasskamrater

Pa egen hand:

Jag kan anvanda en vanlig chatt pa min smartphone (t.ex.
Facebook Messenger eller WhatsApp) for att samtala
med mina klasskamrater och organisera grupparbeten.
Jag kan valja andra digitala kommunikationsmedel pa
klassrummets pekskarm (t.ex. mitt klassrumsforum)

som kan vara anvandbara for att samtala om

detaljerna i att organisera grupparbeten.

Jag kan atgarda problem, som att lagga till
eller ta bort medlemmar i chattgruppen.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS

2.2 DELA MED HJALP
AV DIGITAL TEKNIK

Att dela data, information och digitalt
innehall med andra med hjalp av
lamplig digital teknik. Att agera

som mellanhand och att kanna till
hanvisnings- och citatpraxis.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

kanna igen enkla lampliga digitala tekniker for att dela data, information och digitalt innehall.
identifiera enkel hanvisnings- och citatpraxis..

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

kanna igen enkla lampliga digitala tekniker for att dela data, information och digitalt innehall.
identifiera enkel hanvisnings- och citatpraxis.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

vdlja vél definierade och rutinmaéssiga lampliga digitala tekniker
for att dela data, information och digitalt innehall.

forklara hur man med vél definierade och rutinmassiga digitala tekniker
agerar mellanhand for att dela information och innehall,

illustrera val definierad och rutinmdssig hanvisnings- och citatpraxis.

Sjalvstandigt, utifran mina
egna behov och for att
|6sa val definierade och
icke-rutinmassiga problem,
kan jag:

anpassa lamplig digital teknik for att dela data, information och digitalt innehall.
forklara hur man med digitala tekniker agerar mellanhand for att dela information och innehall,
iillustrera hanvisnings- och citatpraxis.

Saval som att vagleda
andra, kan jag:

dela data, information och digitalt innehall genom en variation av lampliga digitala verktyg.
visa andra hur man med digitala tekniker agerar mellanhand for att dela information och innehall,
tilldmpa en variation av hanvisnings- och citatpraxis.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

beddma den lampligaste digitala tekniken for att dela information och innehall.
anpassa min roll som mellanhand,
variera anvandningen av lampligare hanvisnings- och citatpraxis.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad
definition, relaterade till delning genom digital teknik.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i delning genom digital teknik.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till delning genom digital teknik.

foresla nya idéer och processer inom omradet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

MELLANLIGGANDE NIVA 4

PA ARBETSPLATSEN: anordna ett evenemang

« Jagkan anvanda mitt foretags digitala lagringssystem
for att dela evenemangets agenda med en lista
over deltagare som jag skapat pa min dator.

« Jagkan visa mina kollegor pa deras smartphones
hur de far atkomst till och delar agendan, med hjalp
av min organisations digitala lagringssystem.
« Jag kan visa min chef pa hennes surfplatta vilka digitala
kallor jag anvander for att utforma evenemangets agenda.
- Jagkan svara pa alla fragor infor evenemanget, t.ex.
ovantade problem med att dela agendan med deltagarna.

a 56. Medveten om att allt som jag delar offentligt online (t.ex. bilder, videor, ljud) kan anvandas for att trana Al-system. T.ex.
% kan kommersiella programvaruféretag som utvecklar Al-drivna ansiktsigenkanningssystem anvanda personliga bilder
:z, som delas online (t.ex. familjefotografier) for att trana och férbattra programvarans férmaga att automatiskt kanna igen
4 dessa personer i andra bilder, vilket kanske inte ar 6nskvart (kan vara ett brott mot lagar som skyddar privatlivet). (Al)
57.  Kanner till vilken roll och ansvar handledare online har for att strukturera och vagleda en diskussionsgrupp
(t.ex. hur jag agerar som moderator vid delning av information och digitalt innehall i digitala miljoer).
5 58. Kan dela digitalt innehall (t.ex. bilder) éver flera enheter (t.ex. fran smartphones till molntjanster).
m 59. Kan dela och visa information fran min egen enhet (t.ex. att visa grafer fran en barbar dator) for att
5 stodja ett meddelande som formedlas under ett mote online i realtid (t.ex. videokonferens). (DT)
E 60. Kan valja och begransa med vem innehall delas (t.ex. ge tillgang for endast vanner pa
g sociala medier eller sa att endast kollegor kan ldsa och kommentera en text).
61. Kanvalja ut innehall pa plattformar for innehallsdelning, for att tillfora varde for sig sjalv
och andra (t.ex. delar musikspellistor eller kommentarer om onlinetjanster).
62. Kan bekrafta den ursprungliga kallan och forfattaren till ett delat innehall.
63.  Kan flagga eller rapportera vilseledande eller felaktig information till faktakontrollerande
organisationer och till sociala medieplattformar for att forhindra att den sprids vidare.
g 64. Villig att dela med sig av expertkunskap pa internet, t.ex. genom att interagera i onlineforum,
[ bidra till Wikipedia eller genom att skapa 6ppna utbildningsresurser.
F )
E 65.  Oppen for att dela digitalt innehall, som kan vara intressant och anvandbart for andra.
66. Benagen att inte dela digitala resurser, dar det inte ar majligt att hanvisa till forfattaren eller kallan pa ett lampligt satt.

| UTBILDNING: genomftra grupparbete med mina
klasskamrater

- Jag kan anvanda ett molnbaserat lagringssystem
(t.ex. Dropbox, Google Drive) for att dela material
med andra medlemmar i min grupp.

« Jag kan med hjalp av klassens barbara dator férklara
for andra medlemmar i min grupp hur jag delar
materialet i det digitala lagringssystemet.

« Jagkan visa min larare pa hennes surfplatta
de digitala kallorna jag anvander for att
forbereda materialet for grupparbete.

»  Medan jag gor de har aktiviteterna kan jag losa
alla problem som kan uppsta vid lagring eller dela
material med andra medlemmar i min grupp.




19

DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS

2.3 ENGAGERA
MEDBORGARE MED
HJALP AV DIGITAL
TEKNIK

Att delta i samhadllet med hjalp av
publika och privata digitala tjanster. Att
stka mojligheter till 6kad egenmakt
och deltagande som medborgare

med hjalp av lamplig digital teknik.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera enkla digitala tjanster for att delta i samhallet.

kanna igen enkla lampliga digitala tekniker for att havda mig
sjalv och for att delta i samhallet som medborgare.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

identifiera enkla digitala tjanster for att delta i samhallet.

kanna igen enkla lampliga digitala tekniker for att havda mig
sjalv och for att delta i samhadllet som medborgare.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

vélja val definierade och rutinmassiga digitala tjanster for att kunna delta i samhallet.

visa pa val definierade och rutinmdssiga lampliga digitala tekniker for att
havda mig sjalv och for att delta i samhallet som medborgare.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

vdlja digitala tjanster for att delta i samhallet.

diskutera lampliga digitala tekniker for att starka mig sjalv och for att
havda mig sjalv och for att delta i samhallet som medborgare.

Saval som att vagleda
andra, kan jag:

foresla olika digitala tjanster for att vara delaktig i samhallet.

anvanda lampliga digitala tekniker for att starka mig sjalv och for att
havda mig sjdlv och for att delta i samhadllet som medborgare.

Pa avancerad niva,
utifran mina egna och
utifrén andras behov och
i komplexa sammanhang,
kan jag:

variera anvandningen av de ldmpligaste digitala tjansterna for att delta i samhallet.

variera anvandningen av de lampligaste digitala teknikerna for att havda
mig sjalv och for att delta i samhallet som medborgare.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition,

relaterade till att engagera mig som medborgare genom digital teknik.

integrera mina kunskaper for att bidra till professionell praxis och kunskap
samt véagleda andra i att engagera sig som medborgare genom digital teknik.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till att engagera sig som medborgare genom digital teknik.

foresla nya idéer och processer till faltet..




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

AVANCERAD NIVA 5

PA ARBETSPLATSEN: anordna ett evenemang

Jag kan foresla och anvanda olika mediestrategier (t.ex.
en enkat pa Facebook samt hashtaggar pa Instagram
och Twitter) for att ge invanama i min stad mojlighet
att medverka i utvecklingen av ett evenemang om

hur socker anvands i livsmedelsproduktionen.

Jag kan informera mina kollegor om dessa strategier
och visa dem hur de kan anvanda en viss strategi
for att ge medborgarna mojlighet att delta.

a 67. Kanner till olika typer av digitala tjanster pa internet: offentliga (t.ex. tjanster for att ta reda
% pa skatteuppagifter eller boka tid pa en vardcentral), community-baserade tjanster (t.ex.

:z, kunskapsarkiv som Wikipedia, karttjanster som Open Street Map, tjanster for 6vervakning av
3 miljén sasom Sensor.Community) och privata tjanster (t.ex. e-handel och internetbanker).

68. Vet att en saker elektronisk identifiering, (t.ex. identitetskort som innehaller digitala
certifikat), gor det majligt for medborgare att tka sakerheten nar de anvander
onlinetjanster som tillhandahalls av myndigheter eller den privata sektorn.

69. Vet att alla EU-medborgare har ratt att inte bli foremal for ett helt automatiserat beslutsfattande (t.ex. om ett
automatiskt system avslar en kreditansékan, har kunden ratt att begara att beslutet ska prévas av en person). (Al)

70. Vet att &ven om tillampningen av Al-system inom manga tilldmpningsomraden vanligtvis ar
okontroversiell (t.ex. Al som hjalper till att forhindra klimatférandring), kan Al som interagerar direkt
med manniskor och fattar beslut om deras liv ofta vara kontroversiell (t.ex. CV-sorteringsprogram vid
rekryteringsforfaranden eller poangsattning av prov som kan avgora tillgangen till utbildning). (Al)

71. Vet att Alisig varken ar bra eller daligt. Det som avgor om resultatet av ett Al-system ar positivt eller
negativt for samhallet ar hur Al-systemet utformas och anvands, av vem och for vilka andamal. (Al)

72.  Kanner till det civilsamhallets plattformar pa internet, som erbjuder mdjligheter fér medborgare att delta
i atgarder for att na hallbarhetsmal pa lokal, regional, nationell, europeisk och internationell niva.

73.  Medveten om den roll som traditionella medier (t.ex. tidningar och tv) och nya
former av medier (t.ex. sociala medier) har i demokratiska samhallen.

5 74.  Kan skaffa och installera ett certifikat fran en certifieringsbyra (CA), i

o syfte att sakerstalla en saker elektronisk identifiering.

5 75. Vet hur medborgare kan dvervaka offentliga utgifter hos lokala och nationella férvaltningar

E (t.ex. genom Oppna data pa regeringens webbplats och éppna dataportaler).

=E 76.  Kan identifiera omraden dar Al kan ge férdelar inom olika aspekter av vardagen. Exempelvis kan Al bidra till tidig
diagnos inom sjukvarden, medan det inom jordbruket kan anvandas for att upptacka skadedjursangrepp. (Al)

77. Kan engagera sig tillsammans med andra genom digital teknik, for att verka for en hallbar utveckling av samhallet (t.ex.
skapa mojligheter till samverkan mellan samhallen, sektorer och regioner, med olika intressen i hallbarhetsutmaningar)
och samtidigt vara medveten om teknikens potential for bade inkludering och deltagande samt utanforskap.

g 78.  Oppen for att andra sina egna administrativa rutiner och ta till sig digitala rutiner i kontakten med offentliga tjanster.
E 79. Beredd att 6vervaga etiska fragor relaterade till tilldmpningen av Al (t.ex. i sammanhang, som att doma
E brottslingar, dar anvandning av Al inte bor rekommenderas utan inblandning av manniskor). (Al)

80. lakttar ett ansvarsfullt och konstruktivt beteende i aktiviteter pa intermet, eftersom de &r en grund for manskliga
rattigheter, tillsammans med varderingar sasom respekt for manniskors integritet, frinet, demokrati och lika varde.

81. Proaktiv nar det galler att anvanda internet och digital teknik for att konstruktivt delta i demokratiskt

beslutsfattande och medborgerlig verksamhet (t.ex. genom att delta i samrad organiserade av kommuner,
beslutsfattare, civilsamhallesorganisationer eller underteckna ett upprop med hjalp av en digital plattform).

| UTBILDNING: genomftra grupparbete med mina
klasskamrater

Jag kan foresla och anvanda olika mikrobloggar (t.ex. Twitter),
bloggar och wiki-plattformar, for ett offentligt samrad
angaende social inkludering av migranter i mitt grannskap,
som en del av att samla in forslag till ett grupparbete.

Jag kan informera mina klasskamrater om dessa digitala
plattformar och vagleda dem i hur de kan anvandas, for
att uppmuntra medborgare i deras grannskap att delta.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS

2.4 SAMARBETE MED
HJALP AV DIGITAL
TEKNIK

Att anvanda digitala verktyg och
tekniker for samarbetsprocesser
och fér medskapande av data,
resurser och kunskap.

GRUNDLAGGANDE

MELLANLIGGANDE

Pa grundlaggande niva och
med vagledning, kan jag:

vélja enkla digitala verktyg och tekniker for samarbetsprocesser.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

valja enkla digitala verktyg och tekniker for samarbetsprocesser.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

vdlja vél definierade och rutinmaéssiga digitala verktyg och tekniker for samarbetsprocesser.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

vdlja digitala verktyg och tekniker for samarbetsprocesser.

Saval som att vagleda
andra, kan jag:

foresla olika digitala verktyg och tekniker for samarbetsprocesser.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

variera anvandningen av ldmpligaste digitala verktyg och tekniker for samarbetsprocesser.

vélja de lampligaste digitala verktygen och teknikerna for att konstruera
och skapa data, resurser och kunskap tillsammans.

Pa hogt specialiserad niva,
kan jag:

variera anvandningen av lampligaste digitala verktyg och tekniker for samarbetsprocesser.

vdlja de lampligaste digitala verktygen och teknikerna for att konstruera
och skapa data, resurser och kunskap tillsammans.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till samarbetsprocesser och till att konstruera och skapa data,
resurser och kunskap tillsammans med digitala verktyg och tekniker.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

AVANCERAD NIVA 6

PA ARBETSPLATSEN: anordna ett evenemang

« Jagkan anvanda de lampligaste digitala verktygen
pa arbetsplatsen (t.ex. Dropbox, Google Drive, wiki)
for att tillsammans med mina kollegor skapa en
broschyr och en blogg om evenemanget.

- Jagkan aven skilja pa lampliga och olampliga digitala
verktyg for samarbetsprocesser. De sistnamnda ar
de verktyg som inte tar upp syftet och omfattningen
av uppagiften — t.ex. att tva personer redigerar text
samtidigt med hjalp av en wiki dr opraktiskt.

« Jagkan hantera ovantade situationer som kan uppsta i den
digitala miljon nar jag samskapar broschyren och bloggen
(t.ex. att kontrollera atkomsten for att redigera ett dokument
eller att en kollega inte kan spara andringar i innehallet).

a 82. Medveten om fordelarna med att anvanda digitala verktyg och tekniker fér samarbetsprocesser pa distans (t.ex.
% minskad pendlingstid eller for att fa omradesexperter att komma tillsammans oavsett var de befinner sig).
:z, 83. Forstar att for att skapa digitalt innehall tillsammans med andra manniskor ar social
X kompetens viktigt for att kompensera for begransningama med kommunikation online
(t.ex. tydlig kommunikation och férmagan att reda ut missforstand).
5 84.  Kan anvanda digitala verktyg tillsammans med andra for att planera samt dela uppagifter och ansvar inom en grupp
'u-a vanner, en familj eller ett idrotts- eller arbetslag (t.ex. digitala kalendrar och planerare for resor och fritidsaktiviteter).
5 85. Kan anvanda digitala verktyg for att underlatta och forbattra samarbetsprocesser, till exempel
a genom delade visuella whiteboardtavlor och digitala arbetsytor (t.ex. Mural, Miro, Padlet).
’E 86. Kansamarbeta i en wiki (t.ex. agera for att 6ppna en ny post om ett amne
som saknas pa Wikipedia, for att oka allmanhetens kunskap).
87. Kan anvanda digitala verktyg och tekniker i ett distansarbetande sammanhang for idégenerering och samskapande
av digitalt innehall (t.ex. delade mindmaps, whiteboardtavlor, och digitala réstningsverktyg). (DT)
88. Kan utvardera fordelarna och nackdelarna med digitala applikationer for att effektivisera samarbetet
(t.ex. anvandningen av online-utrymmen fér samskapande och delade projektledningsverktyg).
g 89.  Uppmuntrar alla att uttrycka sina egna asikter pa ett konstruktivt satt nar de samarbetar i digitala miljoer.
E 90. Agerar pa trovardiga satt for att uppna gruppens mal vid samskapande av resurser eller kunskap.
'E 91. Benagen att anvanda lampliga digitala verktyg for att framja samarbetet mellan

medlemmarma i ett team och samtidigt sakerstalla digital tillganglighet. (DT)

| UTBILDNING: genomftra grupparbete med mina
klasskamrater

» Jag kan anvanda de bast lampade digitala resurserna
for att skapa en video som ar del av arbetet, pa min
surfplatta med mina klasskamrater. Jag kan aven
skilja pa lampliga och olampliga digitala resurser for
att skapa den har videon och att arbeta i en digital
miljo tillsammans med mina klasskamrater.

- Jag kan hantera ovantade situationer som uppstar i den
digitala miljon ndr jag skapar data och innehall och gor en
video i ett grupparbete. (T.ex. att andringarna som gjorts
av en medlem inte uppdaterar en fil eller att en medlem
inte vet hur man laddar upp en fil i det digitala verktyget).
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS
2.5 NETIKETT

Att vara medveten om beteendenormer
och sociala koder nar digital teknik
anvands for interaktion i digitala miljoer.
Att anpassa kommunikationsstrategier
till en specifik publik och att vara
medveten om kulturell mangfald och
generationsskillnad i digitala miljéer.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

sarskilja enkla beteendenormer och sociala koder nar jag anvander
digital teknik och interagerar i digitala miljoer.

vdlja enkla satt och strategier for kommunikation anpassade till en publik och
sarskilja enkla aspekter pa kulturell mangfald och generationsskillnad att ta hansyn till i digitala miljcer.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

sarskilja enkla beteendenormer och sociala koder nar jag anvander
digital teknik och interagerar i digitala miljéer.

vdlja enkla satt och strategier for kommunikation anpassade till en publik och
sarskilja enkla aspekter pa kulturell mangfald och generationsskillnad att ta hansyn till i digitala miljcer.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

klargéra val definierade och rutinmassiga beteendenormer och sociala
koder ndr jag anvander digital teknik och interagerar i digitala miljoer.

uttrycka val definierade och rutinmdssiga strategier for kommunikation anpassade till en publik.

beskriva val definierade och rutinmdssiga aspekter pa kulturell mangfald
och generationsskillnad att ta hansyn till i digitala miljer.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

diskutera beteendenormer och saciala koder nar jag anvander
digital teknik och interagerar i digitala miljoer.

diskutera strategier for kommunikation anpassade till en publik och
diskutera aspekter pa kulturell mangfald och generationsskillnad att ta hansyn till i digitala miljoer.

Saval som att vagleda
andra, kan jag:

tilldmpa olika beteendenormer och sociala koder nar jag anvander
digital teknik och interagerar i digitala miljcer.

tilldmpa olika strategier for kommunikation anpassade till en publik och
tillampa olika aspekter pa kulturell mangfald och generationsskillnad att ta hansyn till i digitala miljoer.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

anpassa mig till de lampligaste beteendenormerma och sociala kodermna
ndr jag anvander digital teknik och interagerar i digitala miljéer.

anpassa mig till de lampligaste strategierna for kommunikation med en publik.
tilldmpa olika aspekter pa kulturell mangfald och generationsskillnad i digitala miljoer.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till digital
etikett med respekt for olika publik, kulturell mangfald och generationsskillnad.

integrera mina kunskaper for att bidra till professionell praxis

och kunskap samt vagleda andra i digital etikett.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande faktorer, relaterade
till digital etikett med respekt for olika publik, kulturell mangfald och generationsskillnad.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

o 92.  Medveten om innebdrden av icke-verbala meddelanden (t.ex. smileys och emojis) som anvands i digitala miljoer
g (t.ex. sociala medier och snabbmeddelanden) och férstar att olika kulturer, [ander och grupper kan tolka dem olika.
:z, 93.  Medveten om vissa férvantade regler for beteenden nar digital teknik anvands (t.ex. att anvanda
x ljudheadset istallet for hogtalare nar man tar samtal pa offentliga platser eller lyssnar pa musik).
94.  Forstar att olampliga beteenden i digitala miljéer (t.ex. berusad, alltfor intimt eller sexuella
beteenden) kan skada sociala och personliga aspekter av livet pa lang sikt.
95.  Medveten om att beteenden i digitala miljoer bor anpassas efter relationerna till andra deltagare
(t.ex. om de ar vanner, arbetskamrater eller en chef) samt syftet med kommunikationen dar den ager
rum (t.ex. att instruera, informera, dvertyga, bestalla, underhalla, undersoka eller umagas).
96. Medveten om krav pa tillganglighet vid kommunikation i digitala miljder, sa att kommunikationen
ar inkluderande for alla anvandare (t.ex. for personer med funktionsnedsattning, aldre
personer, de med ag laskunnighet eller som talar ett annat sprak). (DT)
& 97. Kan sluta ta emot och blockera odnskade och stérande meddelanden eller mejl.
E 98.  Kan hantera kanslor i kontakt med andra manniskor pa internet.
(] 99.  Kanner igen fientliga eller nedsattande meddelanden eller aktiviteter pa natet som
E angriper vissa individer eller grupper av individer (t.ex. hatretorik).
E 100. Kan hantera interaktioner och konversationer i olika sociokulturella sammanhang och domanspecifika situationer.
g 101. Anser att det &r nddvandigt att definiera och dela regler inom digitala gemenskaper (t.ex.
E att forklara uppforandekoder for att skapa, dela eller publicera innehall).
E 102. Bendgen att anta ett empatiskt perspektiv i kommunikation (t.ex. att vara lyhérd for en annan persons
kanslor och upplevelser samt bygga respektfulla relationer i diskussioner om meningsskiljaktigheter).
103. Oppen och respektfull fér asikter fran manniskor pa internet med olika kulturell tillhérighet, bakgrund, tro, varderingar,

asikter eller personliga omstandigheter; dppen for andras perspektiv dven om de skiljer sig fran de egna.

DIMENSION 5 « ANVANDNINGSFALL

PA ARBETSPLATSEN: anordna ett evenemang

« Nar jag organiserar ett evenemang fér min
organisation kan jag lésa problem som uppstar i
kommunikationen i digitala miljoer (t.ex. olampliga
kommentarer om min organisation i sociala medier).

- Jag kan skapa regler utifran denna praxis som mina
nuvarande och framtida kollegor kan anvanda som en manual.

| UTBILDNING: genomfora grupparbete med mina
klasskamrater

« Jagkan losa etikettproblem som uppstar med
mina klasskamrater, nar jag anvander en digital
samarbetsplattform (t.ex. en blogg eller wiki) for
grupparbeten (t.ex. klasskamrater som kritiserar varandra).

- Jag kan skapa regler for [ampligt beteende vid arbete
online i en grupp, som kan anvandas och delas i
skolans digitala larmilj6. Jag kan ocksa vagleda mina
klasskamrater till vad som ar [ampligt digitalt beteende
nar de arbetar tillsammans pa en digital plattform.




25

DIMENSION 3 - PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

2. KOMMUNIKATION
OCH SAMARBETE

DIMENSION 2 « KOMPETENS

2.6 HANTERA DIGITAL
IDENTITET

Att skapa och hantera en eller flera
digitala identiteter, att kunna skydda
sitt eget anseende, att hantera data
jag producerar med hjdlp av flera
digitala verktyg, miljéer och tjanster.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera en digital identitet,
beskriva enkla satt att skydda mitt anseende pa natet,
kanna igen enkla data jag producerar med hjalp av digitala verktyg, miljéer eller tjanster.

Pa grundlaggande niva
och sjalvstandigt och med
[amplig vagledning dar det
behovs, kan jag:

identifiera en digital identitet,
beskriva enkla satt att skydda mitt anseende pa natet,
kanna igen enkla data jag producerar med hjalp av digitala verktyg, miljoer eller tjanster.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

skilja pa en rad val definierade och rutinmassiga digitala identiteter,
forklara vél definierade och rutinmdssiga satt att skydda mitt anseende pa natet,

beskriva vl definierade data jag rutinaktigt producerar med
hjalp av digitala verktyg, miljoer eller tjanster.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

presentera en variation av specifika digitala identiteter,
diskutera specifika satt att skydda mitt anseende pa natet,
anpassa data jag producerar med hjalp av digitala verktyg, miljcer eller tjanster.

Saval som att vagleda
andra, kan jag:

anvanda en variation av digitala identiteter,
tillampa olika satt att skydda mitt anseende online,
anvdnda data jag producerar med hjélp av flera digitala verktyg, miljoer eller tjanster.

P& avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

skilja pa en mangfald digitala identiteter,
forklara lampligare satt att skydda sitt eget anseende,
fordndra de data jag producerar med hjalp av flera digitala verktyg, miljoer eller tjanster.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till
att hantera digitala identiteter och skydd av manniskors anseende pa natet.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i att hantera digitala identiteter.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till att hantera digitala identiteter och skydd av manniskors anseende pa natet.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

104.

105.

106.

107.

Medveten om att digital identitet avser (1) metoden att autentisera en anvandare pa en webbplats eller en onlinetjanst
och aven (2) en uppsattning data som identifierar en anvandare genom att spara dennes digitala aktiviteter

och handlingar pa internet eller digitala enheter (t.ex. visade sidor eller képhistorik), personuppagifter (t.ex. namn,
anvandarnamn, profildata som alder, kon, hobbyer) och data kopplat till ett sammanhang (t.ex. en geografisk plats).

Medveten om att Al-system samlar in och bearbetar flera typer av anvandardata (t.ex. personuppagifter, beteendedata
och data kopplade till olika sammanhana) for att skapa anvandarprofiler, som t.ex. sedan anvands for att forutsaga
vad anvandaren kan tankas vilja se eller géra harnast (t.ex. erbjuda annonser, rekommendationer, tjanster). (Al)

Vet att en person inom EU har ratt att be administratérerna av en webbplats eller sékmotor om att fa tillgang
till personuppgifter som finns registrerade dar om personen (atkomstratt), att uppdatera eller korrigera
dem (ratt till rattelse) eller ta bort dem (ratt till radering, aven kant som ratten att bli bortgléomd).

Medveten om att det finns satt att begrénsa och hantera sparningen av en persons aktiviteter
pa intermet, sasom programvarufunktioner (t.ex. spaming av surfning eller radering av
cookies) och att det finns integritetsférbattrande verktyg och produkt-/tjanstfunktioner (t.ex.
anpassat samtycke for cookies eller stdd for att valja bort personliga annonser).

DIMENSION 5 « ANVANDNINGSFALL

HOGT SPECIALISERAD NIVA

FARDIGHETER

108.

108.

110.

111.

112.

113.

Kan skapa och hantera profiler i digitala miljoer fér personliga andamal (t.ex. medborgardeltagande, e-handel eller
anvandning av sociala medier) och professionella andamal (t.ex. att skapa en profil pa en anstallningsplattform online).

Kan tillampa rutiner for information och kommunikation, for att bygga en positiv digital identitet (t.ex. genom

att anta halsosamma, sakra och etiska beteenden, som att undvika stereotyper och éverkonsumtion).

Kunna genomfora en person- eller efternamnssokning for att inspektera sitt eget digitala fotavtryck i digitala

miljoer online (t.ex. for att upptacka problematiska inlagg eller bilder och for att utéva sina lagliga rattigheter).

Kan verifiera och modifiera vilken typ av metadata (t.ex. tid och plats)

som ingar i bilder som delas, for att skydda integriteten.

Vet vilka strategier som ska anvandas for att kontrollera, hantera eller radera data som samlas in och hanteras av
tjdnster online (t.ex. halla reda pa vilka tjanster du anvander, lista onlinekonton och ta bort konton som inte anvands).

Kan andra anvandarkonfigurationer (t.ex. i appar, programvara, digitala plattformar) for
att mojliggdra, forhindra eller moderera Al-systems sparning, insamling eller analys av
data (t.ex. inte tillata mobiltelefonen att spara anvandarens plats). (Al)

PA ARBETSPLATSEN: anordna ett evenemang

- Jagkan for min chef foresla ett nytt satt att anvanda
sociala medier, som undviker att handlingar sprids
som kan skada vart féretags anseende i digitala
sammanhang nar jag marknadsfor vart evenemang
(tex. att skicka ut mejl som klassas som skrappost).

ATTITYD

114.

115.

116.

117.

Overvager fordelar (t.ex. snabb autentiseringsprocess, tillgéng till anvandarpreferenser) och
risker (t.ex. att identiteter blir stulna eller att personuppagifter utnyttjas av tredje part) nar du
hanterar en eller flera digitala identiteter dver digitala system, appar och tjanster.

Bendgen att kontrollera och valja webbplatscookies som ska installeras (t.ex. att enbart
acceptera tekniska cookies) nar webbplatser ger anvandarna det alternativet.

Vara noga med att halla sin egen och andras personliga information privat (t.ex.
semester- eller fodelsedagsfoton, religiosa eller politiska kommentarer).

Identifierar bade de positiva och negativa konsekvensermna av nar Al-drivna digitala tekniker i appar och
onlinetjanster anvander data, sarskilt personuppgifter (insamling, kodning och bearbetning). (Al)

I UTBILDNING: genomftra grupparbete med mina
klasskamrater

- Jagkan foresla ett nytt arbetssatt for min skola som
undviker publicering av digitalt innehall (texter, bilder,
videor), som kan skada elevernas anseende.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1+ KOMPETENSOMRADE

5. SKAPA DIGITALT
INNEHALL

DIMENSION 2 « KOMPETENS

3.1 UTVECKLA
DIGITALT INNEHALL

Att skapa och redigera digitalt
innehall i olika format, att uttrycka
sig med digitala medel.

GRUNDLAGGANDE

MELLANLIGGANDE

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera satt att skapa och redigera enkelt innehall i enkla format,
vdlja hur jag uttrycker mig genom att utforma enkla digitala kanaler.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

identifiera satt att skapa och redigera enkelt innehall i enkla format,
valja hur jag uttrycker mig genom att utforma enkla digitala kanaler.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

visa pa satt att skapa och redigera val definierat och rutinmdssigt
innehall i vél definierade och rutinmdssiga format,

uttrycka mig genom att utforma val definierade och rutinmassiga digitala kanaler.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

visa pa satt att skapa och redigera innehall i olika format,
uttrycka mig genom att utforma digitala kanaler..

Saval som att vagleda
andra, kan jag:

tilldmpa satt att skapa och redigera innehall i olika format,
visa satt att uttrycka mig genom att utforma digitala kanaler.

Pa avancerad niva,
utifran mina egna och
utifrén andras behov och
i komplexa sammanhang,
kan jag:

andra innehall med hjalp av de lampligaste formaten,
anpassa mina uttryck genom att utforma de lampligaste digitala kanalerna.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till utformande
och redigering av innehall i olika format och till eget uttryck genom digitala kanaler.

integrera mina kunskaper for att bidra till professionell praxis

och kunskap samt vagleda andra i att utveckla innehall.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer, relaterade
till utformning och redigering av innehall i olika format och till eget uttryck genom digitala kanaler.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 1

PA ARBETSPLATSEN: utforma en kort kurs
(handledning) for att utbilda personalen i en ny rutin som
ska tillampas i organisationen

Med hjalp av en kollega (som har avancerad digital kompetens
och som jag kan radfraga ndr jag behover) och stéd av en
handledningsvideo med stegvisa instruktioner kan jag:

- Tareda pa hur man lagger till ny dialog och bilder pa en

kort instruktionsvideo som redan skapats pa intranatet
for att illustrera de nya organisatoriska rutinerna.

a 118. Vet att innehall finns i digitalt format och att det finns manga olika typer av digitalt innehall (t.ex. ljud, bild, text, video,
% applikationer) som lagras i olika digitala filformat.
:z, 119. Vet att Al-system kan anvandas for att automatiskt skapa digitalt innehall (t.ex. texter, nyheter, essaer, inldagg, musik,
X bilder) med befintligt digitalt innehall som kalla. Sadant innehall kan vara svart att skilja fran det manniskor har skapat.
(A1)
120. Medveten om att “digital tillganglighet” innebar att se till att alla, inklusive personer med funktionshinder, kan
anvanda och navigera pa intermnet. Digital tillganglighet inkluderar tillgangliga webbplatser, digitala filer och dokument
och andra webbaserade applikationer (t.ex. for onlinebanker, atkomst till offentliga tjanster och meddelande- och
videosamtaltjanster). (DT)
121. Medveten om att virtuell verklighet (VR) och forstarkt verklighet (AR) tillater nya satt att utforska simulerade miljéer och
interaktioner inom de digitala och fysiska varldarna.
5 122. Kan anvanda verktyg och tekniker for att skapa tillgangligt digitalt innehall (t.ex. lagga till ALT-text i bilder, tabeller och
b grafer; skapa en korrekt och val markt dokumentstruktur; anvanda tillgangliga typsnitt, farger, lankar) enligt officiella
5 standarder och riktlinjer (t.ex. WCAG 2.1 och EN 301 549). (DT)
E 123. Vet hur man valjer lampligt format for digitalt innehall i enlighet med dess syfte (t.ex. att spara ett dokument i ett
=E redigerbart format kontra ett som inte kan andras men som enkelt kan skrivas ut).
124. Vet hur man skapar digitalt innehall for att belagga sina egna idéer och asikter (t.ex. for att producera
datarepresentationer som interaktiva visualiseringar med hjalp av grunddata sasom ¢ppna myndighetsdata).
125. Vet hur man skapar digitalt innehall pa 6ppna plattformar (t.ex. skapa och modifiera text i en wikimiljo).
126. Vet hur man anvander Internet of Things (IoT) och mobila enheter for att skapa digitalt innehall (t.ex. anvanda inbyggda
kameror och mikrofoner for att producera foton eller videor).
g 127. Benagen att kombinera olika typer av digitalt innehall och data for att battre uttrycka fakta eller dsikter for personligt
= och professionellt bruk.
- B}
E 128. Oppen for att utforska alternativa vagar for att hitta losningar for att producera digitalt innehall.
129. Benagen att folja officiella standarder och riktlinjer (t.ex. WCAG 2.1 och EN 301 549) for att testa tillgangligheten for en

webbplats, digitala filer, dokument, e-postmeddelanden eller andra webbaserade applikationer som man har skapat.
(DT)

| UTBILDNING: forbereda en presentation om ett visst
dmne som jag ska gora infoér mina klasskamrater

Med hjalp av min larare:

» Jagkan ta reda pa hur man skapar en digital animerad
presentation med hjalp av en YouTube-videohandledning
som jag har fatt fran min larare, for att hjalpa mig att
presentera mitt arbete for mina klasskamrater.

- Jag kan ocksa identifiera annat digitalt innehall fran en
artikel i min larobok, som kan hjalpa mig att presentera
arbetet som en animerad digital presentation fér mina
klasskamrater pa den interaktiva digitala pekskarmen.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1+ KOMPETENSOMRADE

5. SKAPA DIGITALT
INNEHALL

DIMENSION 2 « KOMPETENS

3.2 INTEGRERA OCH
OMARBETA DIGITALT
INNEHALL

Att modifiera, férfina och integrera
ny information och nytt innehall i
en befintlig samling kunskaper och
resurser for att skapa nytt, eget och
relevant innehall och ny kunskap.

GRUNDLAGGANDE

MELLANLIGGANDE

Pa grundlaggande niva och
med vagledning, kan jag:

vdlja satt att egna enkla objekt med nytt innehall och ny information for att skapa nya och egna objekt.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

vélja satt att modifiera, férfing, forbattra och integrera enkla objekt med
nytt innehall och ny information for att skapa nya och egna objekt.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

forklara satt att modifiera, forfing, forbattra och integrera vl definierade objekt
med nytt innehall och ny information for att skapa nya och egna objekt.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

diskutera satt att modifiera, forfina, forbattra och integrera nytt innehall
och ny information for att skapa nya och egna objekt.

Saval som att vagleda
andra, kan jag:

arbeta med olika nytt innehall och information, genom att modifiera, forfina,
forbattra och integrera det for att skapa nya och egna objekt.

Pa avancerad niva,
utifrdn mina egna och
utifrén andras behov och
i komplexa sammanhang,
kan jag:

beddma de lampligaste satten att modifiera, forfing, forbattra och integrera
specifikt nytt innehall och ny information for att skapa nya och egna objekt.

Pa hogt specialiserad niva,
kan jag:

skapa lésningar pa komplexa problem med begransad definition,
relaterade till att modifiera, forfina, forbattra och integrera nytt innehall och ny
information till befintlig kunskap fér att skapa nya och egna objekt.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vdgleda andra i att integrera och omarbeta innehall.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till att modifiera, forfing, forbattra och integrera nytt innehall
och information till befintlig kunskap for att skapa nya och egna objekt.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

130.

Medveten om majligheten att integrera hardvara (t.ex. sensorer, kablar, motorer) och
mijukvarustrukturer for att utveckla programmerbara robotar och andra icke-digitala
artefakter (t.ex. Lego Mindstorms, Micro:bit, Raspberry Pi, EV3, Arduino, ROS).

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

131.

132.

133.

134.

Kan skapa infografik och affischer som kombinerar information, statistiskt innehall
och bilder med hjalp av tillgangliga appar eller programvaror.

Vet hur man anvander verktyg och applikationer (T.ex. tillagg, plug-ins, programforbattringar) for att forbattra
tillgangligheten for digitalt innehall (t.ex. lagga till rubriker i inspelade presentationer i videospelaren). (DT)
Vet hur man integrerar digital teknik, hardvara och sensordata for att skapa en ny (digital

eller icke-digital) artefakt (t.ex. makerspace och digitala tillverkningsaktiviteter).

Vet hur man inforlivar Al-redigerat/-manipulerat digitalt innehall i sitt eget verk (t.ex. inforliva Al-
genererade melodier i sin egen musikaliska komposition). Denna anvandning av Al kan vara kontroversiell
eftersom den vacker fragor om Al:s roll i konstverk och till exempel vem som ska krediteras. (Al)

GRUNDLAGGANDE NIVA 2

PA ARBETSPLATSEN: utforma en kort kurs (handled-
ning) for att utbilda personalen i en ny rutin som ska tillam-
pas i organisationen

Med hjalp av en kollega (som har avancerad digital kompetens
och som jag kan radfraga ndr jag behover) och stéd av en
handledningsvideo med stegvisa instruktioner kan jag:

- Tareda pa hur man lagger till ny dialog och bilder pa en

kort instruktionsvideo som redan skapats pa intranatet
for att illustrera de nya organisatoriska rutinerna.

ATTITYD

135.

136.
137.

Oppen for att skapa nagot nytt fran befintligt digitalt innehall med hjélp av iterativa
designprocesser (t.ex. skapa, testa, analysera och forfina idéer).

Benagen att hjalpa andra att forbattra sitt digitala innehall (t.ex. genom att ge anvandbar feedback).

Benagen att anvanda tillgangliga verktyg for att verifiera huruvida bilder eller
videor har modifierats (t.ex. genom "deepfake’-metoder).

| UTBILDNING: forbereda en presentation om ett visst
dmne som jag ska gora infor mina klasskamrater

Hemma med min mamma (som jag kan radfraga nar jag
behdover) och med hjélp av en lista (lagrad pa min surfplatta
som jag fatt av min larare med stegvisa instruktioner) kan jag:)

- |dentifiera hur jag uppdaterar en digitalt animerad
presentation som jag har skapat for att presentera mitt
arbete for mina klasskamrater, lagga till text, bilder
och visuella effekter som ska visas i klassrummet
med hjalp av den interaktiva digitala tavlan.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1+ KOMPETENSOMRADE

5. SKAPA DIGITALT
INNEHALL

DIMENSION 2 « KOMPETENS

3.3 UPPHOVSRATT
OCH LICENSER

Att forsta hur upphovsratt och
licenser tillampas pa digital
information och digitalt innehall.

GRUNDLAGGANDE

MELLANLIGGANDE

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera enkla regler for upphovsratt och licenser som
tilldmpas pa data, digital information och innehaill.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behdvs, kan jag:

identifiera enkla regler for upphovsratt och licenser som
tillampas pa data, digital information och innehall.

P& egen hand och for
att [6sa okomplicerade
problem, kan jag:

visa pa val definierade och rutinmdssiga regler for upphovsratt och
licenser som tillampas pa data, digital information och innehall.

Sjalvstandigt, utifran mina
egna behov och for att
[6sa val definierade och
icke-rutinmassiga problem,
kan jag:

diskutera upphovsrattsregler och licenser som tillampas pa digital information och innehall.

Saval som att vagleda
andra, kan jag:

tilldmpa olika upphovsrattsregler och licenser som tillampas pa data, digital information och innehall.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

vélja de lampligaste reglema for upphovsratt och licenser som
tilldmpas pa data, digital information och innehaill.

Pa hogt specialiserad niva,
kan jag:

skapa lésningar pa komplexa problem med begrédnsad definition, relaterade till
upphovsrattsregler och licenser som tillampas pa data, digital information och innehall.
integrera mina kunskaper for att bidra till professionell praxis och

kunskap samt vdgleda andra i att tilldmpa upphovsratt och licenser.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande faktorer, relaterade
till upphovsrattsregler och licenser som tillampas pa data, digital information och innehall.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

MELLANLIGGANDE NIVA 3

PA ARBETSPLATSEN: utforma en kort kurs (handled-
ning) for att utbilda personalen i en ny rutin som ska tillam-
pas i organisationen

Pa egen hand:

Jag kan beratta for en kollega vilka bildbanker jag
brukar anvanda for att hitta bilder som jag kan ladda
ner gratis for att gora en kort instruktionsvideo om
en ny rutin for min organisations personal.

Jag kan hantera problem som att identifiera
symbolen som anger om en bild ar licensierad med
en viss typ av Creative Commons-licens och darfor
kan ateranvandas utan forfattarens tillatelse.

a 138. Vet att digitalt innehall, varor och tjanster kan skyddas av immateriella rattigheter
% (t.ex. upphovsratt, varumarkesskydd, monsterskydd, patent).
:z, 139. Medveten om att skapandet av digitalt innehall (t.ex. bilder, texter, musik), nar det utgor ett
x original, anses skyddat av upphovsratten sa snart det existerar (automatiskt skydd).
140. Medveten om att vissa upphovsrattsliga undantag finns (t.ex. anvandning i illustrationssyfte
for undervisning, for karikatyr, parodi, pastisch, for citat, privat bruk).
141. Kanner till olika modeller av licensieringsprogramvara (t.ex. skyddad, fri och 6ppen programvara)
och att vissa typer av licenser maste fornyas nar licensperioden loper ut.
142. Medveten om de juridiska begransningarma for att anvanda och dela digitalt innehall (t.ex.
musik, filmer, bocker) och de majliga konsekvenserna av olagliga handlingar (t.ex. att dela
upphovsrattsskyddat innehall med andra kan leda till rattsliga atgarder).
143. Medveten om att det finns mekanismer och metoder for att blockera eller begransa atkomst till
digitalt innehall (t.ex. l6senord, geoblockering, tekniska skyddsatgarder, forkortat TPM).
5 144. Kan identifiera och valja digitalt innehall for nedladdning eller uppladdning pa
b lagligt satt (t.ex. offentliga databaser och verktyg, dppna licenser).
5 145. Vet hur man anvander och delar digitalt innehall lagligt (kontrollerar t.ex. de villkor och
E licenssystem som finns tillgangliga, likval som de olika typerna av Creative Commons) och
=E vet hur man bedémer om begransningar och upphovsrattsliga undantag galler.
146. Kan identifiera nar anvandning av upphovsrattsskyddat digitalt innehall faller inom ramen for ett
upphovsrattsundantag sa att inget forhandsgodkannande behovs (t.ex. kan larare och elever i
EU kan anvanda upphovsrattsskyddat innehall i illustrationssyfte for undervisning).
147. Kan kontrollera och forsta ratten att anvanda och/eller ateranvanda digitalt innehall skapat
av en tredje part (t.ex. kanner till kollektiva licenssystem och kontaktar relevanta kollektiva
forvaltningsorganisationer, forstar de olika Creative Commons-licenserna).
148. Kan valja den mest ldmpliga strategin, inklusive licensieringen, med avsikt att dela och skydda sitt eget originalverk
(t.ex. genom att registrera det i ett valfritt upphovsrattssystem; valja éppna licenser som Creative Commons).
a 149. Respektera rattigheter som paverkar andra (t.ex. dganderatt, avtalsvillkor), endast anvanda lagliga
= kallor for att ladda ner digitalt innehall (t.ex. filmer, musik, bdcker) och, nar
E det ar relevant, valja programvara med &ppen kallkod.
150. Oppen for att vervaga om oppna licenser eller andra licenssystem ar mer lampliga

nar man producerar och publicerar digitalt innehall och resurser.

| UTBILDNING: forbereda en presentation om ett visst
amne som jag ska gora for mina klasskamrater

Pa egen hand:

Jag kan forklara fér en van vilka bildbanker jag brukar
anvanda for att hitta bilder som jag kan ladda ner
helt gratis for att skapa en digital animation for att
presentera mitt arbete for mina klasskamrater.

Jag kan atgarda problem som att hitta symbolen som
talar om att en bild ar upphovsrattsskyddad och darfor
inte kan anvandas utan forfattarens tillstand.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1+ KOMPETENSOMRADE

5. SKAPA DIGITALT
INNEHALL

DIMENSION 2 « KOMPETENS
3.4 PROGRAMMERING

Att planera och utveckla en
foljd av begripliga instruktioner
for ett datorsystem for att [6sa
ett givet problem eller for att
utféra en specifik uppaqift.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

lista enkla instruktioner for ett datorsystem for att [6sa ett enkelt problem eller utfora en enkel uppgift.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

lista enkla instruktioner for ett datorsystem for att [6sa ett enkelt problem eller utféra en enkel uppgift.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

lista vél definierade och rutinmadssiga instruktioner for ett datorsystem
for att l6sa rutinproblem eller utféra rutinuppaifter.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

lista instruktioner for ett datorsystem for att [6sa ett givet problem eller utfora en specifik uppaift.

Saval som att vagleda
andra, kan jag:

arbeta med instruktioner for ett datorsystem for att [6sa ett annat problem eller utféra olika uppagifter.

Pa avancerad niva,
utifran mina egna och
utifrén andras behov och
i komplexa sammanhang,
kan jag:

bestdmma de lampligaste instruktionerma for ett datorsystem for
att l6sa ett givet problem och utfora specifika uppaifter.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till planering och
utveckling av instruktioner for ett datorsystem samt utféra en uppgift med hjalp av ett datorsystem.
integrera mina kunskaper for att bidra till professionell praxis

och kunskap samt vagleda andra i programmering.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till planering och utveckling av instruktioner for ett
datorsystem och utfora en uppgift med hjalp av ett datorsystem.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 4

PA ARBETSPLATSEN: utforma en kort kurs (handledning)
for att utbilda personalen i en ny rutin som ska tillampas i
organisationen

«  Med hjalp av ett programmeringssprak (t.ex. Ruby,
Python) kan jag ge instruktioner for att utveckla
ett pedagogiskt spel for att introducera den nya
rutinen som ska tilldmpas i organisationen.

« Jagkan l6sa problem som att felséka programmet
for att atgarda problemet i min kod.

| UTBILDNING: forbereda en presentation om ett visst
amne som jag ska gora for mina klasskamrater

«  Med hjalp av ett enkelt grafiskt programmeringsgranssnitt
(t.ex. Scratch Jr) Jag kan utveckla en smartphone-
app som visar mitt arbete for mina klasskamrater.

»  Om ett problem dyker upp vet jag hur jag felstker i
programmet och jag kan atgarda enkla problem i min kod.

3 151. Vet att datorprogram bestar av instruktioner, skrivna enligt strikta regler pa ett programmeringssprak.

n 152. Vet att programmeringssprak tillhandahaller strukturer som tillater programinstruktioner att exekveras i sekvens,
:z, upprepade ganger eller endast under vissa forhallanden, och att gruppera dem for att definiera nya instruktioner.
< 153. Vet att program exekveras av datorenheter/system, som automatiskt kan tolka och exekvera instruktioner.

154. Vet att program producerar utdata beroende pa indata, och att olika indata vanligtvis ger olika utdata
(t.ex. en minirdknare ger utdata 8 till 3+5-inmatningen och utdata 15 till 7+8-inmatningen).

155. Vet att ett program, for att producera sin utdata, lagrar och manipulerar data i det datorsystem som
exekverar det, och att det ibland beter sig ovantat (t.ex. felaktigt beteende, funktionsfel, datalackage).

156. Vet att ett programs ritning ar baserad pa en algoritm, det vill sdga en stegvis
metod for att producera en utdata fran en inmatning.

157. Vet att algoritmer, och foljaktligen program, dr utformade for att hjalpa till att l6sa verkliga problem; indata
modellerar den kanda informationen om problemet, medan utdata ger information som ar relevant for
problemets losning. Det finns olika algoritmer, och féljaktligen program, som l6ser samma problem.

158. Vet att alla program kraver tid och utrymme (hardvaruresurser) for att berakna dess
utdata, beroende pa indatats storlek och/eller problemets komplexitet.

159. Vet att det finns problem som inte kan [6sas exakt med nagon kand algoritm inom rimlig tid. Darfor hanteras
de i praktiken ofta med ungefarliga l6sningar (t.ex. DNA-sekvensering, datakluster, vaderprognoser).

E 160. Vet hur man kombinerar en uppsattning programblock (t.ex. som i det visuella
'u-a programmeringsverktyget Scratch), for att l6sa ett problem.
5 161. Vet hur man upptacker problem i en sekvens av instruktioner och gor andringar for att l6sa
a dem (t.ex. for att hitta ett fel i programmet och korrigera det; for att upptacka anledningen
=E till att exekveringstiden eller utmatningen av programmet inte ar som férvantad).
162. Kan identifiera in- och utdata i nagra enkla program.
163. Givet ett program, kunna kanna igen exekveringsordningen for instruktioner och hur information behandlas.
g 164. Villiga att acceptera att algoritmer, och darmed program, kanske inte ar
= perfekta for att [6sa det problem som de syftar till att l6sa.
=
E 165. Betraktar etik (inklusive men inte begransat till mansklig handling och tillsyn, transparens, icke-diskriminering,

tillganglighet och férdomar och rattvisa) som en av grundpelarna nar man utvecklar eller distribuerar Al-system. (Al)

Exemplen under denna kompetens ar nedkortade fran
Programming for All: Understanding the Nature of Programs
(Brodnik et al., 2021). Publikationen erbjuder en mer komplett
presentation av kunskap, fardigheter och attityder atféljda av
exempel ur vardagslivet.

Som exempel kan lasaren av punkt Nr 157 fa reda pa mer
i publikationen och hitta mer information om "programs”

i avsnittet “A.2 Programs are made of instructions” (sid.
14) eller for att forsta mer om datamodeller navigera till
kunskapspresentationen "K3.4” pa sidan 18.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

4. SAKERHET

DIMENSION 2 « KOMPETENS

4.1 SKYDDA
UTRUSTNING

Att skydda utrustning och digitalt
innehall och att forsta risker
och hot i digitala miljcer.

Att kanna till trygghets- och
sakerhetsatgarder och att ta tillborlig
hansyn till tillforlitlighet och integritet.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera enkla satt att skydda min utrustning och mitt digitala innehall och
sarskilja enkla risker och hot i digitala miljoer.

vdlja enkla trygghets- och sakerhetsatgarder samt

identifiera enkla satt att ta tillborlig hansyn till tillférlitlighet och integritet.

Pa grundlaggande niva
och sjalvstandigt och med
[amplig vagledning dar det
behovs, kan jag:

identifiera enkla satt att skydda min utrustning och mitt digitala innehall och
sarskilja enkla risker och hot i digitala miljoer.

vdlja enkla trygghets- och sakerhetsatgarder samt

identifiera enkla satt att ta tillborlig hansyn till tillforlitlighet och integritet.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

visa pa val definierade och rutinmdssiga satt att skydda
min utrustning och mitt digitala innehall samt

sarskilja val definierade och rutinmassiga risker och hot i digitala miljoer samt
vdlja val definierade och rutinmadssiga trygghets- och sakerhetsatgarder.
visa pa val definierade och rutinmdssiga satt att ta tillborlig hansyn till tillforlitlighet och integritet.

Sjalvstandigt, utifran mina
egna behov och for att
[6sa val definierade och
icke-rutinmdssiga problem,
kan jag:

organisera satt att skydda min utrustning och mitt digitala innehall samt
sarskilja risker och hot i digitala miljéer samt

vdlja trygghets- och sakerhetsatgarder.

forklara hur man kan ta tillborlig hansyn till tillforlitlighet och integritet.

Saval som att vagleda
andra, kan jag:

tilldmpa olika satt att skydda utrustning och digitalt innehall samt

sarskilja en variation av risker och hot i digitala miljéer.

tilldmpa trygghets- och sakerhetsatgarder.

anvanda sig av olika satt att ta tillborlig hansyn till tillforlitlighet och integritet.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

vélja det lampligaste skyddet for utrustning och digitalt innehall samt

sarskilja risker och hot i digitala miljoer.

vdlja de lampligaste trygghets- och sakerhetsatgarderma.

beddoma de lampligaste sdtten att ta tillborlig hansyn till tillforlitlighet och integritet.

Pa hogt specialiserad niva,
kan jag:

skapa lésningar pa komplexa problem med begrdnsad definition, relaterade till att
skydda utrustning och digitalt innehall, att hantera risker och hot, att tillampa trygghets- och
sakerhetsatgarder samt att ta tillbérlig hansyn tillforlitlighet och integritet i digitala miljoer.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i att skydda sin utrustning.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer, relaterade
till att skydda utrustning och digitalt innehall, att hantera risker och hot, att tillampa trygghets- och
sakerhetsatgarder samt att ta tillborlig hansyn tillforlitlighet och integritet i digitala miljcer.

féresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

166.

167.

168.

169.

170.

Vet att ett satt att undvika de negativa konsekvenserna av att nagon kommer over ens konto
(t.ex. blir hackat) ar att anvanda olika starka losenord for olika onlinetjanster.

Kanner till atgarder for att skydda enheter (t.ex. l6senord, fingeravtryck, kryptering) och att hindra
andra (t.ex. en tjuv, kommersiell organisation, myndighet) fran att fa tillgang till alla data.

Ar medveten om vikten av att halla operativsystemet och applikationer (t.ex. webbl&saren)

uppdaterade for att atgarda sakerhetsluckor och skydda mot skadlig mjukvara (dvs. malware).

Vet att brandvaggar blockerar vissa typer av natverkstrafik, med syftet

att forhindra olika sdkerhetsrisker (t.ex. fjarrinloggning).

Ar medveten om olika typer av risker i digitala miljéer, sdsom identitetsstéld (t.ex. nagon som utfor
bedragerier eller andra brott med hjalp av en annan persons personuppgifter), bedragerier (t.ex. ekonomiska
bedragerier déar offren luras till att skicka pengar), attacker med skadlig programvara (t.ex. ransomware).

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

171.

172.

173.

174.

175.
176.

Vet hur man antar en lamplig strategi for cyberhygien vad galler l6senord (t.ex. att valja starka l6senord
som ar svara att gissa) och att hantera dem sakert (t.ex. med hjalp av en l6senordshanterare).

Vet hur man installerar och aktiverar skyddsprogram och -tjanster (t.ex. antivirus, antimalware,
brandvagg) for att forvara digitalt innehall och personuppagifter sékrare.

Vet hur man aktiverar tvafaktorsautentisering nar den ar tillganglig (t.ex. med hjalp
av engangslosenord eller koder tillsammans med atkomstuppagifter).

. Vet hur man kan kontrollera vilka personuppagifter en app har tillgang till pa mobiltelefonen och
baserat pa det avgéra om man vill installera den och i sa fall géra lampliga installningar.

Kan kryptera kansliga data som lagras pa en personlig enhet eller i en molnlagringstjanst.

Kan ta till lampliga atgarder som svar pa ett sakerhetsintrang (dvs. ett tillbud som leder till obehorig atkomst av digitala
data, applikationer, natverk eller enheter, eller att personuppagifter sdsom inloggningsuppgifter eller l[6senord lacker).

AVANCERAD NIVA 5

PA ARBETSPLATSEN: anvanda ett Twitter-konto for att
dela information om min organisation

Jag kan skydda organisationens Twitter-konto med olika
metoder (t.ex. ett starkt l6senord, kontrollera de senaste
inloggningama) och visa nya kollegor hur man gor det.

Jag kan upptacka riskerna sasom att fa tweets
och meddelanden fran féljare med falska
profiler eller forsok till natfiske (phishing).

Jag kan ta till atgarder for att undvika riskerna
(t.ex. kontrollera sekretessinstallningama).

Jag kan ocksa hjalpa mina kollegor att upptacka
risker och hot da de anvander Twitter..

ATTITYD

177.

178.

179.

Vaksam pa att inte lamna datorer eller mobila enheter utan tillsyn pa offentliga

platser (t.ex. delade arbetsplatser, restauranger, tag, bil).

Vager fordelarna med att anvanda biometrisk identifiering (t.ex. fingeravtryck, ansiktsigenkanning)
mot riskerna, eftersom dessa tekniker kan ha oavsiktlig paverkan pa sakerheten. Om biometrisk
information lacker eller hackas blir den aventyrad och kan leda till identitetsbedrageri.

Angelagen om att skydda sig sjalv, sasom att inte gora ekonomiska transaktioner
eller skéta bankarenden 6ver 6ppna, tradlosa natverk.

I UTBILDNING: anvanda skolans digitala plattform for att
dela information om intressanta amnen.

Jag kan skydda information, data och innehall pa
skolans digitala plattform (t.ex. ett starkt [6senord,
kontrollera de senaste inloggningarna).

Jag kan upptdcka olika risker och hot da jag anvander
skolans digitala plattform och kan ta till atgarder

for att undvika dem (t.ex. hur man kan granska en
bilaga for virus innan man laddar ner den).

Jag kan ocksa hjalpa mina klasskompisar upptacka risker
och hot da de anvander den digitala plattformen pa sina
enheter (t.ex. kontrollera vem som kan komma at filerna).
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

4. SAKERHET

DIMENSION 2 « KOMPETENS

4.2 SKYDDA
PERSONUPPGIFTER
OCH INTEGRITET

Att skydda personuppagifter och
integritet i digitala miljéer.

Att forsta hur man anvander och delar
personligt identifierbar information
samtidigt som man skyddar sig

sjalv och andra fran att ta skada.

Att forsta att digitala tjanster anvander

en "integritetspolicy” for att informera
om hur personuppgifter anvands.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

vélja enkla satt att skydda mina personuppgifter och min integritet i digitala miljcer,

identifiera enkla satt att anvanda och dela personligt identifierbar information
samtidigt som jag skyddar mig sjalv och andra fran att ta skada.

identifiera enkla integritetsskyddsregler for hur personuppagifter anvands i digitala tjanster.

Pa grundlaggande niva
och sjalvstandigt och med
ldamplig vagledning dar det
behovs, kan jag:

vdlja enkla satt att skydda mina personuppgifter och min integritet i digitala miljéer,

identifiera enkla satt att anvanda och dela personligt identifierbar information
samtidigt som jag skyddar mig sjalv och andra fran att ta skada.

identifiera enkla integritetsskyddsregler for hur personuppgifter anvands i digitala tjanster.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

forklara vél definierade och rutinmassiga satt att skydda mina
personuppgifter och min integritet i digitala miljéer och

forklara val definierade och rutinmdssiga satt att anvanda och dela personligt identifierbar
information samtidigt som jag skyddar mig sjélv och andra fran att ta skada.

visa upp vdl definierade och rutinmassiga integritetsskyddsregler
for hur personliga data anvands i digitala tjanster.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmassiga problem,
kan jag:

diskutera satt att skydda mina personuppagifter och min integritet i digitala miljéer och

diskutera satt att anvanda och dela personligt identifierbar information
samtidigt som jag skyddar mig sjalv och andra fran att ta skada.

visa upp integritetsskyddsregler for hur personliga data anvands i digitala tjanster.

Saval som att vagleda
andra, kan jag:

tillampa olika satt att skydda mina personuppgifter och min integritet i digitala miljoer,

tilldmpa olika specifika satt att dela mina uppaifter samtidigt som
jag skyddar mig sjalv och andra fran att ta skada.

forklara integritetsskyddsregler fér hur personuppagifter anvands i digitala tjanster..

P& avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

vélja de lampligaste satten satt att skydda mina personuppgifter
och min integritet i digitala miljoer samt

utvardera de lampligaste satten att anvanda och dela personligt identifierbar
information samtidigt som jag skyddar mig sjalv och andra fran att ta skada.

utvardera lampligheten hos de integritetsskyddsregler som beror anvandningen av personuppagifter.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till
att skydda mina personuppagifter och min integritet i digitala miljoer, till att anvanda och
dela mina uppgifter samtidigt som jag skyddar mig sjalv och andra fran att ta skada
och till integritetsskyddsregler som berdr anvandningen av personuppagifter.

integrera mina kunskaper for att bidra till professionell praxis och kunskap
samt vdagleda andra i att skydda sina personuppagifter och sin integritet.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till att skydda mina personuppgifter och min integritet i digitala miljoer, till att
anvanda och dela mina uppgifter samtidigt som jag skyddar mig sjalv och andra fran att
ta skada och till integritetsskyddsregler som berér anvandningen av personuppagifter.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

180.

181.

182.

Kanner till att saker elektronisk identifiering ar en nyckelegenskap skapad for att méjliggora sakrare delning av

personuppgifter med tredje part i samband med privata transaktioner och transaktioner inom den offentlig sektorn.

Vet att integritetspolicyn for en app eller tjanst bor forklara vilka personuppgifter den samlar in (t.ex.
namn, enhetens marke, anvandarens geografiska position) och om data delas med tredje part.

Vet att hanteringen av personuppagifter ar féremal for lokala foreskrifter, sasom EU:s dataskyddsférordning
(GDPR (t.ex. utgdr rostkommunikation med en virtuell assistent personuppagifter enligt GDPR och
kan utsatta anvandare for vissa dataskydds-, integritets- och sakerhetsrisker). (Al)

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

183.

184.

185.

186.

Vet hur man kan identifiera misstankta epostmeddelanden som forséker komma over kanslig information (t.ex.
personuppgifter, bankidentifikation) eller som kan innehalla skadlig programvara. Vet att denna typ av mejl
ofta utformas for att lura personer som inte gér en noggrann granskning och som darfor ar mer mottagliga for
bedragerier genom att innehalla avsiktliga fel som hindrar vaksamma personer fran att klicka pa dem.

Vet hur man tilldmpar grundlaggande sakerhetsatgarder i samband med natbetalningar
(t.ex. att aldrig skicka en inskannad bild av kreditkort eller ge ut ett korts pinkod).

Vet hur man anvander elektronisk identifiering for tjanster som handhas av myndigheter
eller offentliga sektorn (t.ex. att fylla i skattedeklarationen, stka socialstod, ansoka
om intyg) och den privata sektorn, sdsom bank- och transporttjanster.

Vet hur man anvander digitala certifikat som utges av certifierande myndigheter (t.ex. digitala
certifikat for autentisering och digitala underskrifter som lagras pa nationella id-kort).

AVANCERAD NIVA 6

PA ARBETSPLATSEN: : anvanda ett Twitter-konto for att
dela information om min organisation

Jag kan valja det lampligaste sattet att skydda mina kollegors
personuppgifter (t.ex. adress, telefonnummer) nar jag delar
digitalt innehall (t.ex. en bild) pa foretagets Twitter-konto.

Jag kan skilja mellan lampligt och olémpligt digitalt
innehall att dela pa féretagets Twitter-konto sa att
min och mina kollegors integritet inte kranks.

Jag kan avgéra om personuppagifter pa foretagets Twitter-
konto anvands i enlighet med dataskyddsférordningen
GDPR och dess princip om "ratten att bli bortglomd”.

Jag kan hantera komplexa situationer som kan uppsta i
relation till personuppgifter i min organisation pa Twitter
genom att t.ex. ta bort bilder eller namn for att skydda
personlig information, i enlighet med dataskyddsforordningen
GDPR och dess princip om "ratten att bli bortglomd”.

ATTITYD

187.

188.

Vager fordelarna mot riskerna innan man later tredje parter hantera personuppagifter (t.ex. inser
att en rostassistent pa en telefon som anvands for att ge instruktioner till en robotdammsugare
kan ge tredje part - foretag, myndigheter, natbrottslingar — tillgang till data). (Al)

Kanner sig saker da man utfor nattransaktioner efter att ha vidtagit lampliga trygghets- och sékerhetsatgarder.

I UTBILDNING: anvanda skolans digitala plattform for att
dela information om intressanta amnen

Jag kan vélja det lampligaste sattet att skydda mina
personuppgifter (t.ex. adress, telefonnummer) innan
jag delar information pa skolans digitala plattform.

Jag kan skilja mellan lampligt och olampligt digitalt
innehall att dela pa skolans digitala plattform sa att
min och mina klasskompisars integritet inte kranks.

Jag kan avgora om det satt pa vilket mina personuppagifter
anvands pa skolans plattform ar lampligt och acceptabelt
i relation till mina rattigheter och min integritet.

Jag kan dévervinna komplexa situationer som kan
uppsta gdllande mina och mina klasskompisars
personuppagifter nar vi anvander skolans digitala
plattform, sdsom att personuppgifter inte anvands
i enlighet med plattformens integritetspolicy.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

4. SAKERHET

DIMENSION 2 « KOMPETENS

4.3 SKYDDA HALSA
OCH VALBEFINNANDE

Att kunna undvika halsorisker
och hot mot det fysiska och
psykiska valbefinnandet nar man
anvander digitala tekniker.

Att kunna skydda sig sjalv och
andra fran mojliga faror i digitala
miljoer (t.ex. natmobbning).

Att kanna till digitala tekniker for socialt
valbefinnande och social inkludering.

MELLANLIGGANDE GRUNDLAGGANDE

AVANCERAD

Pa grundlaggande niva och
med vagledning, kan jag:

sdrskilja enkla satt att undvika halsorisker och hot mot fysiskt och
psykiskt valbefinnande vid anvandning av digitala tekniker.

vdlja enkla satt att skydda mig sjalv fran majliga faror i digitala miljéer.
identifiera enkla digitala tekniker for socialt valbefinnande och social inkludering.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

sarskilja enkla satt att undvika halsorisker och hot mot fysiskt och
psykiskt valbefinnande vid anvandning av digitala tekniker.

vdlja enkla satt att skydda mig sjalv fran mdjliga faror i digitala miljcer.
identifiera enkla digitala tekniker for socialt valbefinnande och social inkludering.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

forklara vl definierade och rutinmdssiga satt att undvika halsorisker och hot
mot fysiskt och psykiskt valbefinnande vid anvandning av digitala tekniker.

vdlja val definierade och rutinmadssiga satt att skydda mig sjalv fran mojliga faror i digitala miljcer.

identifiera vdl definierade och rutinmassiga digitala tekniker
for socialt valbefinnande och social inkludering.

Sjalvstandigt, utifran mina
egna behov och for att
|6sa val definierade och
icke-rutinmassiga problem,
kan jag:

forklara satt att undvika hot mot fysisk och psykisk halsa relaterat till anvandning av digitala tekniker.
vdlja satt att skydda mig sjalv och andra fran faror i digitala miljcer.
diskutera om digitala tekniker relaterat till socialt valbefinnande och social inkludering.

Saval som att vagleda
andra, kan jag:

visa olika satt att undvika halsorisker och hot mot det fysiska och
psykiska valbefinnandet vid anvandning av digitala tekniker.

tillampa olika satt att skydda mig sjalv och andra fran faror i digitala miljoer.
visa olika digitala tekniker for socialt valbefinnande och social inkludering.

Pa avancerad niva,
utifran mina egna och
utifrén andras behov och
i komplexa sammanhang,
kan jag:

sdrskilja de lampligaste satten att undvika hdlsorisker och hot mot det fysiska
och psykiska valbefinnandet vid anvandning av digitala tekniker.

anpassa de lampligaste satten att skydda mig sjalv och andra fran faror i digitala miljoer.
variera anvandningen av digitala tekniker fér socialt valbefinnande och social inkludering.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begrdnsad definition, relaterade till att
undvika halsorisker och hot mot det fysiska och psykiska valbefinnandet vid anvandning
av digitala tekniker, till att skydda mig sjalv och andra fran faror i digitala miljéer och till
anvandningen av digitala tekniker for socialt valbefinnande och social inkludering.

integrera mina kunskaper for att bidra till professionell praxis
och kunskap samt vdgleda andra i att skydda sin halsa.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till att undvika halsorisker och hot mot det fysiska och psykiska valbefinnandet vid
anvandning av digitala tekniker, till att skydda mig sjalv och andra fran faror i digitala miljoer
och till anvandningen av digitala tekniker for socialt valbefinnande och social inkludering.

foresla nya idéer och processer till faltet.
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KUNSKAP

18S.

190.

191

192.

193.

194.

195.

196.

Ar medveten om vikten av att balansera anvandningen av digitala tekniker med icke-anvéndning som en
mojlighet, eftersom manga faktorer i det digitala livet kan inverka pa halsan, valbefinnandet och livskvalité.

Kanner till tecken pa digitala beroenden (t.ex. att tappa kontrollen, abstinensbesvar,
humérsvangningar) och att digitala beroenden kan orsaka psykiskt och fysiskt lidande.

Ar medveten om att det fér manga digitala halsoapplikationer inte finns
nagra officiella licenskrav likt inom reguljar medicin.

Ar medveten om att en del applikationer pa digitala enheter (t.ex. telefonen) kan framja halsosamma vanor
genom att bevaka/félja upp/styra och uppmarksamma anvandaren pa halsotillstand (t.ex. fysiska, kanslomassiga,
psykologiska). Vissa aktiviteter eller bildsprak som foreslas av sddana applikationer kan dock ocksa ha

negativa effekter pa den fysiska eller mentala halsan (t.ex. kan “idealiserade” kroppsbilder orsaka angest).

Forstar att natmobbning ar mobbning med hjalp av digitala teknologier (dvs. ett upprepat beteende
som syftar till att skramma, upprora eller skamma ut dem som beteendet riktas mot).

Vet att den s k. avhamningseffekten online (“online disinhibition effect”) innebar att man inte ar
lika aterhallsam nar man kommunicerar online som nar man kommunicerar ansikte mot ansikte.
Detta kan leda till en 6kad tendens for olampligt och ohdmmat beteende, exempelvis i form av sa
kallad "flaming” (t.ex. att anvanda krankande sprak, publicera férolampningar pa natet).

Ar medveten om att utsatta grupper (t.ex. barn, de med bristande sociala fardigheter och de med brist p&
sociala skyddsnatverk) loper en hogre risk att falla offer i digitala miljder (t.ex. natmobbning, gromning).

Ar medveten om att digitala verktyg kan skapa nya maéjligheter att delta i samhallet for
utsatta grupper (t.ex. aldre personer, personer med sarskilda behov). Digitala verktyg kan
ocksa leda till isolering eller uteslutning av dem som inte anvander dem.

FARDIGHETER

197.

198.

199.

Vet hur man bade for egen och andras del kan tillampa en variation av strategier for att styra och begransa digital
anvandning (t.ex. dverenskommelser om skarmfria tider, tillgang till enheter for barn, tidsbegransningar och filter).

Vet hur man upptacker inbaddade tekniker for anvandarupplevelser (t.ex. klickfiske, spelifiering,
"nudging”) som har utformats for att manipulera och/eller férsvaga ens formaga att kontrollera beslut
(t.ex. fa anvandaren att lagga mer tid pa onlineaktiviteter, uppmuntra till 6kad konsumtion).

Kan tillampa och félja skyddsstrategier for att bekdmpa krankningar online (t.ex. blockera
anvandare, inte reagera/svara, skicka vidare eller spara meddelanden som bevis for rattsliga
atgarder, radera negativa meddelanden for att undvika att se dem upprepade ganger).

ATTITYD

200.

201.

202.

Benagen att fokusera pa fysiskt och mentalt valbefinnande och undvika de negativa effekterna
av digitala medier (t.ex. 6veranvandning, beroende, tvangsmassigt beteende).

Tar ansvar for att skydda bade den personliga och kollektiva halsan och séakerheten nar
man utvarderar effekterna av medicinska och medicinliknande produkter och tjanster online,
eftersom internet ar fullt av felaktig och potentiellt halsofarlig information.

Ar forsiktig med rekommendationer (t.ex. om de kommer fran en ansedd kalla) och deras avsikter (t.ex. hjalper
de verkligen anvandaren eller uppmuntrar de till anvandning for att anvandaren ska exponeras for reklam).

DIMENSION 5 « ANVANDNINGSFALL

PA ARBETSPLATSEN: : anvanda ett Twitter-konto for att
dela information om min organisation

» Jag kan skapa en digital kampanj om mojliga halsofaror med
att anvanda Twitter i arbetssyfte (t.ex. mobbning, beroenden,
fysiskt valmaende) som kan delas och anvandas av kollegor
och andra inom branschen pa deras telefoner och lasplattor.

| UTBILDNING: anvanda skolans digitala plattform for att
dela information om intressanta amnen

« Jag kan skapa en blogg om natmobbning och
social utstotning for min skolas digitala plattform
som hjalper mina klasskompisar att upptacka
och sta emot vald i digitala miljoer.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 « KOMPETENSOMRADE

4. SAKERHET

DIMENSION 2 « KOMPETENS
4.4 SKYDDA MILJON

Att vara medveten om miljomassig
paverkan fran digital teknik
och dess anvandning.

GRUNDLAGGANDE

MELLANLIGGANDE

Pa grundlaggande niva och
med vagledning, kan jag:

kanna igen enkel miljépaverkan fran anvandningen av digitala tekniker.

Pa grundlaggande niva
och sjalvstandigt och med
[amplig vagledning dar det
behovs, kan jag:

kanna igen enkel miljopaverkan fran anvandningen av digitala tekniker.

Pa egen hand och for
att [6sa okomplicerade
problem, kan jag:

visa pa val definierad och rutinmassig miljopaverkan fran anvandningen av digitala tekniker.

Sjalvstandigt, utifran mina
egna behov och for att
|6sa val definierade och
icke-rutinmassiga problem,
kan jag:

diskutera satt for att skydda miljon fran paverkan fran anvandningen av digitala tekniker.

Saval som att vagleda
andra, kan jag:

visa olika satt for att skydda miljon fran paverkan fran anvandningen av digitala tekniker.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

vélja de lampligaste l6sningama for att skydda miljon fran
paverkan fran anvandningen av digitala tekniker.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade
till att skydda miljon fran paverkan fran anvandningen av digitala tekniker.
integrera mina kunskaper for att bidra till professionell praxis

och kunskap samt végleda andra i att skydda miljon.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till att skydda miljon fran paverkan fran anvandningen av digitala tekniker.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

a 203. Ar medveten om den miljopaverkan som vardagliga digitala handlingar har (t.ex. att streama

g video som forlitar sig pa datadverforing), och att den paverkan bestar av energiatgang

:z, och koldioxidutslapp fran utrustning, natverksinfrastruktur och datacenter.

X 204. Ar medveten om den miljopaverkan som produktionen av digital utrustning och batterier (t.ex. féroreningar och giftiga
biprodukter, energikonsumtion) och att sadan utrustning i slutet av sin livslangd maste kasseras pa lampligt satt for att
minimera deras miljopaverkan och méjliggora ateranvandning av sallsynta och dyra komponenter och naturresurser.

205. Ar medveten om att vissa elektronikkomponenter och digital utrustning kan ersattas for att férlanga deras livstid
eller prestanda, medan andra kan vara avsiktligt designade att sluta fungera efter en viss tid (planerad inkurans).
206. Kanner till “grona” beteenden att folja vid kdp av digital utrustning, t.ex. valjer produkter som har en lagre
energikonsumtion under anvandning och i stand-by-lage, fororsakar mindre fororeningar (produkter som dr lattare att
plocka isar och atervinna) och ar mindre giftiga (begransad anvandning av dmnen som ar skadliga for miljon och halsan).
207. Vet att e-handel i och med kop och transport av fysiska varor har en inverkan pa
miljon (t.ex. koldioxidavtryck fran transport, generering av avfall).
208. Ar medveten om att digitala tekniker (inklusive Al-baserade s&dana) kan bidra till energieffektivitet,
t.ex. genom att kontrollera behovet av uppvarmning i hemmet och optimera dess hantering.
209. Ar medveten om att vissa aktiviteter (t.ex. att trana Al-l6sningar och producera kryptovalutor
sasom Bitcoin) ar resurskravande processer nar det galler data och datorkraft. Energiférbrukningen
kan darfor vara hag, vilket ocksa kan ha en hog miljépaverkan. (Al)

o 210. Vet hur man tillampar effektiva lagteknologiska strategier for att skydda miljon, t.ex. att stanga av enheter och wifi,

E inte skriva ut dokument, reparera och byta ut komponenter for att undvika ontdiga utbyten av digitala enheter.

f, 211. Vet hur man kan minska energiférbrukningen for de enheter och tjanster som anvands,

E t.ex. genom att andra kvalitetsinstallningarna for videostreamingtjanster, anvanda wifi

=E i stallet for mobildata hemma, stanga appar, optimera e-postbilagor).

212. Vet hur man anvander digitala verktyg for att forbattra den miljgmassiga och sociala paverkan av ens
konsumentbeteende (t.ex. genom att leta efter lokala produkter, gemensamma l6sningar och samakningsalternativ).

a 213 Letar fram digital teknik som kan hjalpa till att leva och konsumera pa satt som tar

E hansyn till det manskliga samhallets och den naturliga miljéns hallbarhet.

=

E 214 Letar fram information om teknikens miljopaverkan for att paverka det egna och andras (t.ex. vanners
och familjens) beteende till att bli mer ekologiskt ansvariga i anvandningen av digital teknik.

215. Tanker pa en produkts helhetspaverkan pa planeten vid val av digitala medel framfor fysiska
produkter, t.ex. att lasa en bok online kraver inget papper och transportkostnaderna ar laga, men a
andra sidan innehaller digitala enheter giftiga komponenter och kraver energi for att laddas.
216. Tanker pa de etiska konsekvenserna av Al-system 6ver hela deras livscykel, bade vad gdller miljopaverkan

(miljokonsekvenser av att producera digital utrustning och tjanster) och samhallspaverkan, t.ex. genom
plattformisering av arbete och algoritmisk hantering som kan kranka arbetares integritet eller rattigheter,
anvandning av laglénearbetare for att tagga bilder som ett steg i att trana Al-system. (Al)

DIMENSION 5 « ANVANDNINGSFALL

PA ARBETSPLATSEN: anvanda ett Twitter-konto for att
dela information om min organisation

» Jagkan skapa en illustrerande video som besvarar
fragor gallande hallbar anvandning av digitala enheter i
organisationer inom min sektor, for att delas pa Twitter
och anvandas av personal och andra inom sektorn.

I UTBILDNING: anvanda skolans digitala plattform for att
dela information om intressanta amnen

« Jagkan skapa en ny e-bok for att besvara fragor om
hallbar anvandning av digitala enheter i skalan och hemma,
och dela den pa min skolas digitala plattform for att
kunna anvandas av skolkompisar och deras familjer.
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DIMENSION 3 « PRESTATIONSNIVA

DIMENSION 1 - KOMPETENSOMRADE

5. PROBLEMLOSNING

DIMENSION 2 - KOMPETENS

5.1 LOSA TEKNISKA
PROBLEM

Att identifiera tekniska problem
vid anvandning av utrustning
och digitala miljéer samt att
[6sa dem (fran felsokning till att
l6sa mer komplexa problem).

AVANCERAD MELLANLIGGANDE GRUNDLAGGANDE

HOGT SPECIALISERAD

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera enkla tekniska problem vid anvandning av utrustning och anvandning av digitala miljoer.
identifiera enkla losningar for att [6sa dem.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

identifiera enkla tekniska problem vid anvandning av utrustning och anvandning av digitala miljéer.
identifiera enkla losningar for att [6sa dem.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

visa pa val definierade och rutinmassiga tekniska problem vid
anvandning av utrustning och anvandning av digitala miljoer.

vélja vél definierade och rutinmassiga losningar till dem.

Sjalvstandigt, utifran mina
egna behov och for att
l6sa val definierade och
icke-rutinmdssiga problem,
kan jag:

sarskilja tekniska problem vid anvandning av utrustning och anvandning av digitala miljoer.
vilja l6sningar till dem.

Saval som att vagleda
andra, kan jag:

beddma tekniska problem vid anvandning av digitala miljéer och anvandning av utrustning.
tilldmpa olika l6sningar till dem.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

utvardera tekniska problem vid anvandning av utrustning och anvandning av digitala miljoer.
l6sa dem med de bast lampade l6sningama.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition, relaterade till
tekniska problem vid anvandning av utrustning och anvandning av digitala miljoer.
integrera mina kunskaper for att bidra till professionell praxis och

kunskap samt vagleda andra i att l6sa tekniska problem.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande faktorer,
relaterade till tekniska problem vid anvandning av utrustning och anvandning av digitala miljéer.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

DIMENSION 5 « ANVANDNINGSFALL

GRUNDLAGGANDE NIVA 1

PA ARBETSPLATSEN: anvanda en digital plattform for
att forbattra mina karriarmojligheter

Med hjalp av en kollega fran IT-avdelningen:

e Jag kan identifiera ett enkelt tekniskt problem utifran en lista
dver problem som kan uppsta nar jag anvander en digital
larplattform och identifiera enkla l6sningar for att [6sa dem.

ATTITYD

a 217. Kanner till huvudfunktionema hos de vanligaste digitala enheterna (t.ex. dator, surfplatta, smartphone).
% 218. Kanner till nagra anledningar till varfor en digital enhet inte kan ansluta
§ till internet (t.ex. fel Wi-Fi-lésenord, flygplanslage pa).
* 219. Vet att datorkraft eller lagringskapacitet kan forbattras for att évervinna snabb
inkurans av hardvara (t.ex. genom att teckna tjanster fér el och lagring).
220. Medveten om att de vanligaste kallorna till problem i Internet of Thing (loT) och mobila enheter, och i deras
applikationer, ar relaterade till anslutning/natverkstillganglighet, batteri/strom, begransad processorkraft.
221. Medveten om att Al dr en produkt av manniskors intelligens och beslut (dvs. manniskor vdljer,
renodlar och kodar data, de designar algoritmerna, tranar modellerna samt kontrollerar och tillampar
manskliga varden for utdata) och existerar darfor inte oberoende av manniskor. (Al)
E 222. Vet hur man identifierar och loser ett kamera- och/eller mikrofonproblem vid ett onlineméte.
E 223. Vet hur man verifierar och felsoker problem relaterade till sammankopplade loT-enheter och deras tjanster.
g 224. Tar ett steg-for-steg-grepp for att identifiera roten till ett tekniskt problem (t.ex. hardvara vs.
=n<: mjukvara) och utforskar olika l6sningar nar man star infor ett tekniskt problem.
- 225. Vet hur man hittar l6sningar pa internet nar man star infor ett tekniskt problem.
226. Har en aktiv och nyfiken strategi for att utforska hur digital teknik fungerar.

I UTBILDNING: anvanda en digital plattform for att
forbattra mina matematikkunskaper

Hjalpt av en van:

e Jag kan identifiera ett enkelt tekniskt problem fran en lista
6ver problem som kan uppsta nar jag anvander en digital
larplattform och identifiera enkla l6sningar for att [6sa dem.
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DIMENSION 3 - PRESTATIONSNIVA

DIMENSION 1 - KOMPETENSOMRADE

5. PROBLEMLOSNING

DIMENSION 2 - KOMPETENS

5.2 IDENTIFIERA
BEHOV OCH
TEKNISKA ATGARDER

Att bedoma behov och att identifiera,
utvardera, vdlja och anvanda
digitala verktyg och majliga tekniska
atgarder samt att 6sa dem.

Att justera och anpassa digitala miljoer

till personliga behov (t.ex. tillganglighet).

AVANCERAD MELLANLIGGANDE GRUNDLAGGANDE

HOGT SPECIALISERAD

Pa grundlaggande niva och
med vagledning, kan jaa:

identifiera behov och
kanna igen enkla digitala verktyg och mojliga tekniska atgarder for att l6sa dessa behov.
vdlja enkla satt att justera och anpassa digitala miljéer till personliga behov.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

identifiera behov och
kanna igen enkla digitala verktyg och mojliga tekniska atgarder for att l6sa dessa behov.
vdlja enkla satt att justera och anpassa digitala miljéer till personliga behov.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

visa pa val definierade och rutinmassiga behov och
vdlja val definierade och rutinmdassiga digitala verktyg och
mojliga tekniska atgarder for att l6sa dessa behov.

vdlja vél definierade och rutinmadssiga satt att justera och
anpassa digitala miljéer till personliga behov.

Sjalvstandigt, utifran mina
egna behov och for att
|6sa val definierade och
icke-rutinmassiga problem,
kan jag:

forklara behov och
vdlja digitala verktyg och mojliga tekniska atgarder for att l6sa dessa behov.
vdlja satt att justera och anpassa digitala miljéer till personliga behov.

Saval som att vagleda
andra, kan jag:

beddéma behoy,
tillampa olika digitala verktyg och mojliga tekniska atgarder for att l6sa dessa behov.
anvanda olika satt att justera och anpassa digitala miljéer till personliga behov.

Pa avancerad niva,
utifran mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

beddéma behoy,
vdlja de lampligaste digitala verktygen och mgjliga tekniska atgarderna for att l6sa dessa behov.
bestdmma de lampligaste sdtten att justera och anpassa digitala miljéer till personliga behov.

Pa hogt specialiserad niva,
kan jag:

skapa lésningar pa komplexa problem med begransad definition med hjalp av digitala verktyg
och mojliga tekniska atgarder samt for att justera och anpassa digitala miljoer till personliga behov.
integrera mina kunskaper for att bidra till professionell praxis och kunskap

samt vdgleda andra i att identifiera behov och tekniska svar.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa lésningar for att klara komplexa problem med flera interagerande
faktorer med hjalp av digitala verktyg och méjliga tekniska atgarder, och
for att justera och anpassa digitala miljéer till personliga behov.

foresla nya idéer och processer till faltet.
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KUNSKAP

227.

228.

229.

230.

231

Vet att det ar mojligt att kopa och sélja varor och tjanster pa internet genom kommersiella transaktioner
(t.ex. e-handel) och konsument-till-konsument-transaktioner (t.ex. delningsplattformar). Andra regler
(t.ex. lagligt konsumentskydd) galler vid kép online fran ett foretag an fran en privatperson.

Kan identifiera nagra exempel pa Al-system: produktrekommendationer (t.ex. hos natbutiker),
rostigenkanning (t.ex. av virtuella assistenter), bildigenkanning (t.ex. for att upptacka
tumarer i rontgen) och ansiktsigenkanning (t.ex. i Gvervakningssystem). (Al)

Medveten om att manga icke-digitala artefakter kan skapas med hjalp av 3D-skrivare
(t.ex. for att skriva ut reservdelar till hushallsapparater eller maébler).

Kan tekniska tillvagagangssatt som kan forbattra inkluderingen och tillgangligheten for digitalt innehall
och tjanster, t.ex. verktyg som forstoring eller zoom och text-till-rést-funktionalitet. (DT)

Medveten om att Al-driven talbaserad teknik méjliggér anvandning av talade kommandon som kan forbdttra
tillgangligheten for digitala verktyg och enheter (t.ex. for personer med rérlighetshinder eller synnedsattning,
begransad kognition, begransat sprak eller inlarningssvarigheter), men sprak som talas av mindre befolkningsgrupper
ar ofta inte tillgangliga eller ar samre utvecklade pa grund av kommersiell prioritering. (Al) (DT)

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

232.

233.

234,

Vet hur man anvander intermnet for att genomfora transaktioner (t.ex. kop, forsaljning) och
icke-kommersiella (t.ex. donationer, gavor) varor och tjanster av alla slag.

Vet hur och nar man ska anvanda digitala 6versattningsverktyg (t.ex. Google Translate, Deepl)
och simultantolkningsappar (t.ex. iTranslate) for att fa en grov forstaelse av ett dokument
eller en konversation. Men vet ocksa att nar innehallet kraver en korrekt dversattning (t.ex.
inom sjukvard, handel eller diplomati), kan en mer exakt dversattning behdvas. (Al)

Vet hur man valjer hjdlpmedel for att fa battre tillgang till information och innehall online (t.ex.
skarmlasare, rostigenkanningsverktyg) och for att dra fordel av réstutgangsalternativ for att producera
tal (t.ex. for individer som har begransade eller inga méjligheter att kommunicera muntligt). (DT)

GRUNDLAGGANDE NIVA 2

PA ARBETSPLATSEN: anvanda en digital plattform for
att forbattra mina karriarmajligheter

Med hjalp av en kollega fran personalavdelningen

som jag kan radfraga nar jag behover

e Utifran en lista 6ver onlinekurser som
personalavdelningen har forberett kan jag identifiera
de som passar mina behov av karriarforbattring.

« Nar jag laser studiematerialet pa skarmen
pa min surfplatta kan jag gora teckensnittet
storre for att underlatta lasbarheten.

ATTITYD

235.

236.

Vardesatter fordelarna med att hantera ekonomi och finansiella transaktioner via
digitala medel samtidigt som man kanner till de associerade riskerna.
Oppen for att utforska och upptécka méjligheter skapade av digital teknik fér ens personliga behov (t.ex.

att soka upp hoérapparater som paras ihop med ens mest anvanda utrustning, sasom telefon, TV, kamera,
brandvarnare). Kritiskt medveten om att fullt beroende av digital teknik ocksa kan innebara risker.

| UTBILDNING: anvanda en digital plattform for att
forbattra mina matematikkunskaper

I klassrummet med min ldrare som jag
kan radfraga nar jag behaéver:

e Utifran en lista 6ver digitala matematikresurser som min
larare har utarbetat kan jag valja ett pedagogiskt spel som
kan hjalpa mig att 6va pa mina matematikkunskaper.

« Jagkan justera spelets granssnitt sa att
det matchar mitt modersmal.




47

DIMENSION 3 - PRESTATIONSNIVA

DIMENSION 1 - KOMPETENSOMRADE

5. PROBLEMLOSNING

DIMENSION 2 - KOMPETENS

5.3 KREATIV
ANVANDNING AV
DIGITAL TEKNIK

Att anvanda digitala verktyg och
tekniker for att skapa kunskap och
innovation till processer och produkter.
Att ingripa individuellt och kollektivt

i kognitiv bearbetning for att forsta
och 6sa konceptuella problem och
problemsituationer i digitala miljcer.

AVANCERAD MELLANLIGGANDE GRUNDLAGGANDE

HOGT SPECIALISERAD

Pa grundlaggande niva och
med vagledning, kan jag:

identifiera enkla digitala verktyg och tekniker som kan anvandas for att
skapa kunskap och for att fornya processer och produkter.

visa intresse individuellt och kollektivt for enkel kognitiv bearbetning for att forsta
och l6sa enkla konceptuella problem och problemsituationer i digitala miljoer.

Pa grundlaggande niva
och sjalvstandigt och med
lamplig vagledning dar det
behovs, kan jag:

identifiera enkla digitala verktyg och teknologier som kan anvandas for

att skapa kunskap och for att fornya processer och produkter.

folja individuellt och kollektivt enkel kognitiv bearbetning for att forsta och losa
enkla konceptuella problem och problemsituationer i digitala miljoer.

Pa egen hand och for
att l6sa okomplicerade
problem, kan jag:

vélja digitala verktyg och tekniker som kan anvandas for att skapa val definierad
kunskap och vdl definierade innovativa processer och produkter.

engagera sig individuellt och kollektivt i viss kognitiv bearbetning for att forsta och l6sa val
definierade och rutinméssiga konceptuella problem och problemsituationer i digitala miljoer.

Sjalvstandigt, utifran mina
egna behov och for att
[6sa val definierade och
icke-rutinmassiga problem,
kan jag:

atskilja digitala verktyg och tekniker som kan anvandas for att skapa
kunskap och for att férmya processer och produkter.

engagera sig individuellt och kollektivt i kognitiv bearbetning for att forsta och
l6sa konceptuella problem och problemsituationer i digitala miljoer.

Saval som att vagleda
andra, kan jag:

tillampa olika digitala verktyg och tekniker for att skapa
kunskap och innovativa processer och produkter.

tillampa individuell och kollektiv kognitiv bearbetning for att [6sa olika
konceptuella problem och problemsituationer i digitala miljoer.

Pa avancerad niva,
utifrdn mina egna och
utifran andras behov och
i komplexa sammanhang,
kan jag:

anpassa de lampligaste digitala verktygen och teknikerna for att
skapa kunskap och for att fornya processer och produkter.

losa individuellt och kollektivt konceptuella problem och problemsituationer i digitala miljoer.

Pa hogt specialiserad niva,
kan jag:

skapa losningar pa komplexa problem med begransad definition
med hjalp av digitala verktyg och teknologier.

integrera mina kunskaper for att bidra till professionell praxis och
kunskap samt vagleda andra i att kreativt anvanda digital teknik.

Pa den mest avancerade
och specialiserade nivan,
kan jag:

skapa losningar for att klara komplexa problem med flera interagerande
faktorer med hjalp av digitala verktyg och teknologier.

foresla nya idéer och processer till faltet.




DIMENSION 4 « EXEMPEL PA KUNSKAP, FARDIGHETER OCH ATTITYD

KUNSKAP

237.

238.

239.

Vet att engagera sig i att [6sa problem i samarbete, online eller utan skarm, innebar att man kan dra nytta
av mangfalden kunskap, perspektiv och erfarenheter fran andra som kan leda till battre resultat.

Vet att digital teknik och elektroniska enheter kan anvandas som verktyg for att framja innovation av nya
processer och produkter, for att skapa socialt, kulturellt och/eller ekonomiskt varde (t.ex. social innovation).
Medveten om att det som skapar ekonomiskt varde kan aventyra eller 6ka socialt eller kulturellt varde.

Vet att tilldmpningar av Internet of Things (loT)-teknik har potential att anvandas inom manga
olika sektorer (t.ex. halsovard, jordbruk, industri, bilar, medborgarvetenskapliga aktiviteter).

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

240.

241.
242.

243,

Vet hur man anvander digital teknik for att hjalpa till att omsatta sin idé i handling (t.ex. bemastra
videoframstallning fér att 6ppna en kanal for att dela recept och naringstips fér en specifik koststil).

Kan identifiera onlineplattformar som kan anvandas for att designa, utveckla och testa loT-tekniker och mobilappar.
Vet hur man planerar en strategi med hjdlp av flera IoT och mobila enheter for att implementera

en uppagift (t.ex. anvanda en smartphone for att optimera energiférbrukningen i ett rum

genom att stalla in ljusstyrkan baserat pa tid pa dygnet och omgivande ljus).

Vet hur man engagerar sig i att [6sa sociala problem genom digital, hybrid och icke-digitala l6sningar for problemet
(t.ex. att forestalla sig och planera online-tidsbanker, offentliga rapporteringssystem, resursdelningsplattformar).

PA ARBETSPLATSEN: anvanda en digital plattform for

MELLANLIGGANDE NIVA

att forbattra mina karriarmojligheter

Pa egen hand:

Jag kan anvanda MOOC:s forum for att be om val
definierad information om kursen jag féljer och jag kan
anvanda dess verktyg (t.ex. blogg, wiki) for att skapa
ett nytt inlagg for att utbyta mer information.

Jag kan delta i en samarbetstvning med andra
studenter med hjdlp av MOOC:s minneskartverktyg
for att forsta en konkret fraga pa ett nytt satt.

ag kan atgarda problem som att lagga marke till att jag
introducerar en fraga eller kommentar pa fel stalle.

ATTITYD

244,

245.

246.

Villig att delta i utmaningar och tavlingar som syftar till att l6sa intellektuella, sociala eller praktiska
problem genom digital teknik (t.ex. hackathon, idéer, bidrag, gemensam initiering av projekt).

Motiverad att tillsammans designa och skapa nya produkter och tjanster med hjalp
av digitala enheter (dvs. slutanvandarutveckling) for att skapa ekonomiskt eller socialt
varde for andra (t.ex. i makerspaces och andra kollektiva utrymmen).

Oppen for att engagera sig i samarbetsprocesser for att tillsammans designa och skapa nya produkter och
tjanster baserade pa Al-system for att stddja och forbattra medborgarnas deltagande i samhallet. (Al)

I UTBILDNING: anvanda en digital plattform for att
forbattra mina matematikkunskaper

Pa egen hand:

Jag kan anvanda MOOQOC:s forum for att be om val
definierad information om kursen jag foljer och jag
kan anvanda deras verktyg (t.ex. blogg, wiki) for att
skapa ett nytt inlagg for att utbyta mer information.

Jag kan delta i évningar av MOOC som anvander simuleringar

for att dva ett matematiskt problem som jag inte lyckades
[6sa korrekt i skolan. Att diskutera 6vningarna i chatt
med andra elever hjalpte mig att ndrma mig problemet
pa ett annat satt och forbattra mina fardigheter.

Jag kan atgdrda problem som att lagga marke till att jag
introducerar en fraga eller kommentar pa fel stalle.
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» kanna igen var min egen digitala kompetens behdver forbattras eller uppdateras.

w Pé dla de niva och
g 1 maegr\ljgglgggii g i;:}yz;c « identifiera var man kan soka majligheter att utveckla sig och att
< - Kanjag: halla sig uppdaterad med den digitala utvecklingen.
()
® :
24
a
§ Pa grll.{.r]dlagga_r]de nive » kanna igen var min egen digitala kompetens behdver forbattras eller uppdateras.
x 2 och sjalvstandigt och med . . . . o
) R : . « identifiera var man kan soka mojligheter att utveckla sig sjalv och
lamplig vagledning dar det . - - )
i o att halla sig uppdaterad med den digitala utvecklingen.
behovs, kan jag:
- Pa egen hand och for « forklara var min digitala kompetens behover forbattras eller uppdateras,
=] 3 | attldsa okomplicerade » visa var man kan soka val definierade mojligheter att utveckla sig sjalv
DIMENSION 1 - KOMPETFNSOMRADE E problem, kan jag: och att hélla sig uppdaterad med den digitala utvecklingen.
5. PROBLEMLOSNING o
=
z Sjalvstandigt, utifran mina . - e
g e « diskutera var min digitala kompetens behdver férbattras eller uppdateras,
= egna behov och for att . o o
o . R : « visa hur man kan stédja andra att utveckla sin digitala kompetens.
DIMENSION 2 « KOMPETENS s 4 l6sa val definierade och

icke-rutinméssiga problem » visa var man kan stka var man kan sbka majligheter att utveckla sig sjalv

5 4 I D E NTI FI E RA kan jag: och att halla sig uppdaterad med den digitala utvecklingen.

D I G I TA LA » demonstrera var min egen digitala kompetens behover forbattras eller uppdateras,
KO M P ETE N S LU C KO R s Saval som att vagleda « illustrera olika satt att stodja andra i utvecklingen av sin digitala kompetens.
a andra, kan jag: « foresla var olika mojligheter finns for att utveckla sig sjalv och att
Att forsta var den egna digitala E halla sig uppdaterad med den digitala utvecklingen.
kompetensen behover forbattras eller ; . ) - L . .
uppdateras. Att kunna hjalpa andra med ; pa a:/ancgrad niva, e bestamma ‘V|lka som grlde Iimpllgaste Sﬁtten att forbattra eller
deras digitala kompetensutveckling. < utifrn mina egna och qut.j.atera oina eand dgitala Omp.e.tenSbe o
B L ) 6 | utifran andras behov och » beddma utvecklingen av andras digitala kompetens.
Att SOka moJllghEteEtIH ege” i komplexa sammanhang, o vdlja de lampligaste mojligheterna till att utveckla sig sjalv och
utveckling och att halla sig uppdaterad kan jag: att halla sig uppdaterad med den nya utvecklingen.

med den digitala utvecklingen. X
» skapa losningar pa komplexa problem med begransad definition, relaterade

till att forbattra digital kompetens och till att hitta méjligheter att utveckla
sig sjalv och att halla sig uppdaterad med den nya utvecklingen.

« integrera mina kunskaper for att bidra till professionell praxis och kunskap
samt vagleda andra i att identifiera digitala kompetensluckor.

Pa hogt specialiserad niva,
kan jag:

» skapa lésningar for att klara komplexa problem med flera interagerande
faktorer, relaterade till att forbattra digital kompetens och till att hitta méjligheter att
utveckla sig sjalv och att halla sig uppdaterad med den digitala utvecklingen.

 foresla nya idéer och processer till faltet.

Pa den mest avancerade
8 | och specialiserade nivan,
kan jag:

HOGT SPECIALISERAD
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KUNSKAP

247.

248.

249.

250.

251.

Medveten om att vara digitalt kompetent innebar en saker, kritisk och ansvarsfull anvandning av digital
teknik for att uppna mal relaterade till arbete, larande, fritid, inkludering och delaktighet i samhallet.

Medveten om att svarigheter som upplevs vid interaktion genom digital teknik kan bero pa tekniska problem, bristande
sjalvfértroende, ens egen kompetensklyfta eller olampligt val av digitalt verktyg for att [6sa problemet i fraga.
Medveten om att digitala verktyg kan anvandas for att upptacka ens inlarningsintressen

och satta upp personliga mal i livet (t.ex. inlarningsvagar).

Vet att onlineinldring kan erbjuda majligheter (t.ex. videohandledningar, onlineseminarier, mixed-

learning-courses, Massive Open Online Courses) for att halla dig uppdaterad med utvecklingen

inom digital teknik och for att utveckla nya digitala fardigheter. Vissa onlineutbildningstillfallen

ackrediterar ocksa laranderesultaten (t.ex. genom mikrolegitimationer, certifieringar).

Medveten om att Al ar ett omrade i standig utveckling, vars utveckling och inverkan fortfarande ar mycket oklar. (Al)

DIMENSION 5 « ANVANDNINGSFALL

FARDIGHETER

252.

253.

254.

Vet hur man far tillforlitlig feedback om digital kompetens genom verktyg for
sjdlvutvdrdering, digital kompetenstestning och certifiering.

Kan reflektera over sin kompetensniva, planera och vidta atgarder for att hoja
kompetensen (t.ex. genom att ga kommunens utbildning i digital kompetens).

Vet hur man talar om vikten av att kanna igen “falska nyheter” fér andra (t.ex. aldre, ungdomar)
genom att visa exempel pa tillforlitliga nyhetskallor och hur man kan skilja mellan de tva.

MELLANLIGGANDE NIVA 4

PA ARBETSPLATSEN: anvanda en digital plattform for
att forbattra mina karriarmojligheter

Pa egen hand:

e Jag kan anvanda MOOC:s forum for att be om val
definierad information om kursen jag féljer och jag kan
anvanda dess verktyg (t.ex. blogg, wiki) for att skapa
ett nytt inlagg for att utbyta mer information.

- Jagkan delta i en samarbetstvning med andra
studenter med hjdlp av MOOC:s minneskartverktyg
for att forsta en konkret fraga pa ett nytt satt.

- Jag kan atgarda problem som att lagga marke till att jag
introducerar en fraga eller kommentar pa fel stalle.

ATTITYD

255.

256.

257.
258.

255,

Har en benagenhet att fortsatta lara sig, att utbilda sig och halla sig informerad om Al (t.ex. att forsta
hur Al-algoritmer fungerar; att forsta hur automatiskt beslutsfattande kan vara partiskt; att skilja
mellan realistisk och orealistisk Al; och att forsta skillnaden mellan artificiell Al Narrow Intelligence,
det vill saga dagens Al som kan utféra smala uppagifter som spel, och Artificiell allman intelligens,

dvs Al som ¢vertraffar mansklig intelligens, som fortfarande ar science fiction). (Al)

Oppen for att be om att fa lara sig hur man anvénder en applikation (t.ex. hur man bokar
en lakartid pa internet) snarare an att delegera uppagiften till nagon annan.

Villig att hjalpa andra att forbattra sina digitala kompetenser, bygga vidare pa sina styrkor och minska sina svagheter.
Blir inte avskrackt av den snabba takten i tekniska forandringar utan tror pa att man

alltid kan lara sig mer om hur teknik kan anvandas i dagens samhalle.

Vagar vardesatta sin egen potential, saval som andras potential, att kontinuerligt lara sig att anvanda

digital teknik som en livslang process som kraver 6ppenhet, nyfikenhet och beslutsamhet.

I UTBILDNING: anvanda en digital plattform for att
forbattra mina matematikkunskaper

Pa egen hand:

e Jag kan anvanda MOOC:s forum for att be om val
definierad information om kursen jag foljer och jag
kan anvanda deras verktyg (t.ex. blogg, wiki) for att
skapa ett nytt inlagg for att utbyta mer information.

- Jagkan delta i 6vningar av MOOC som anvander simuleringar
for att dva ett matematiskt problem som jag inte lyckades
[6sa korrekt i skolan. Att diskutera 6vningarna i chatt
med andra elever hjalpte mig att ndrma mig problemet
pa ett annat satt och forbattra mina fardigheter.

« Jag kan atgarda problem som att lagga marke till att jag
introducerar en fraga eller kommentar pa fel stalle.
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3. RESOURCES SECTION

This section gives a snapshot of the existing reference material
for DigComp consolidating previously released publications and
references.

T.1 Resources and information to support use of DigComp

RESOURCE | THIS REPORT | OTHER SOURCE
DigComp website ec.europa.eu/jrc/en/digcomp
Competence descriptors p.9-50

Explanation of different versions of
DigComp

................................................................................................................................................................................

Case study on translating the DigComp
framework (the Slovenian case)

................................................................................................................................................................................

An example of Dim. 5 developed across
all 8 levels (DigComp competence 1.1)

Changes between descriptors from 1.0 : :
t0 2.0 1

Cross-reference with other Key
Competences

................................................................................................................................................................................

3.1. TOOLS FOR SELF-REFLECTION, MONITORING AND
CERTIFICATION OF DIGITAL COMPETENCE

Europass CV online

Europass CV Online tool allows users to list and organise their digital skills in the Eu-
ropass Profile following the DigComp model and then add it to their Curriculum Vitale
(CV). The list can also include tools and software, as well as projects or achievements
that they wish to highlight. In general, Europass CV outlines a format for structuring
one’s CV with information on education, training, work experience and skills.

website: europa.eu/europass/en/how-describe-my-digital-skills

Self-assessment tool on Digital Skills and Jobs Platform

Using the Digital Skills and Jobs Platform, any EU citizen can access a self-assess-
ment tool on digital competence. The tool is based on DigComp and it is available in
all EU languages. By taking the test, one can learn more about their digital skills, and
importantly, discover what the next step to improve them would be. For this purpose,
the platform will give matching suggestions of courses and learning opportunities,
and suggest which digital skills one should focus on.

website: digital-skills-jobs.europa.eu/digitalskills

DigCompSat

DigCompSat is a self-reflection tool for the Digital Competence Framework for Cit-
izens to assess all 21 DigComp competences corresponding to proficiency levels 1
to 6 (foundation, intermediate and advanced). The item bank is composed of 82
self-assessment questions that have sound psychometric properties including their
validity and internal consistency. They perform three main functions: measuring ex-
isting competences at area level based on the respondents’ self-assessment; iden-
tifying competence gaps; and raising awareness of what digital competence means
nowadays. The item bank exists in English, Spanish and Latvian. The report with the



item bank is available under a CC BY 4.0 Creative Common licence which allows the
re-use and translation, providing the original source is mentioned. The DigCompSAT
report describes the process and methodology taken to achieve the result. This en-
tailed involving several experts and running three pilot tests in Ireland, Spain and
Latvia, with a total of over 600 representative members of the local populations.
The report’s annexes provide the analysis of statistical data and the bank of items
used in the pre-pilot and pilot phases (in English, Spanish and Latvian). The research
project was carried out by All Digital in 2019-20 after a call for tenders by the Joint
Research Centre.

report (2020): data.europa.eu/doi/10.2760/77437

MyDigiSkills

The MyDigiSkills is an online tool that allows citizens to self-reflect on their digital
competence using the DigCompSat. The test is available in 11 languages: Dutch,
English, French, German, Italian, Latvian, Lithuanian, Romanian, Russian, Spanish and
Ukrainian. All Digital currently hosts the service (see more BOX 2. Origins of MyDi-
giSkills). MyDigiSkills partners and third parties can request a “test code” for running a
test with a specific group of users, e.g. a school and its students, a city and its citizens.
The test organisers can filter and extract the results by a cohort from the MyDigiSkills
database as an anonymised data set. All Digital and the MyDigiSkills partners agreed
to make available all the test results as anonymised open data for research purposes.

website: mydigiskills.eu

Digital Skills Index

Since 2015, the European Commission has monitored the level of EU citizens’ digital
activities using the Digital Skills Index (DSI). Until 2019, this composite indicator was
based on DigComp’s four competence areas (information, communication, content
creation and problem solving), and since 2022, the fifth area of Safety was added.
DSI uses data collected by Eurostat using the European Union Survey on Internet
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Usage in Households and by Individuals. The survey focuses on how individuals have
used the internet in the last three months and a number of variables from the survey
are used as a proxy for digital skills. The survey covers a representative sample of the
EU population between the ages of 16 and 74.

website: ec.europa.eu/eurostat/cache/metadata/en/tepsr sp410 esmsip2.htm
(See, 4. Statistical Indicator)

DigComp Certification work

A Community of Practice has been created for supporting the design and develop-
ment of the European Digital Skills Certification (EDSC) feasibility tudy, and its even-
tual consultation and participation processes. As of early 2022, the Digital Skills Cer-
tifications Community of Practice gathers around 350 members from public, private
and the third sector, working at local, regional, national and international level, in-
cluding a fair representation from policy, E&T industry, business services and citizen’s
service actors.

website: all-digital.org/certification-cop

BOX 2. Origins of MyDigiSkills

AUPEX (Asociacion de Universidades Populares de Extremadura) is a Spanish
not-for-profit organisation uniting local adult education centres and developing
lifelong learning projects focusing on digital competence. In 2021, AUPEX de-
veloped a project to create an online digital competence self-assessment test.
They used the 82 questions developed for DigCompSat, its answering options
and scoring of results. Later, the online tool was offered to All Digital and its
members to transform it into a multi-language service now known as MyDi-
giSkills. The interested partners will need to take care of their national version
and make all translated content and interfaces available at their own expense.
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DigComp
into Action

GET INSPIRED
MAKE IT HAPPEN

DigComp into Action:
Get inspired, make it happen

This Guide supports stakeholders in the implementa-
tion of the DigComp Framework through sharing of 38
existing inspiring practices of DigComp implementa-
tions by a variety of actors in different domains: educa-
tion and training, life-long learning and inclusion, and
employment. These are illustrated by 50 content items
consisting of short Case studies and Tools. The list of
examples provided in the Guide’s annex is not exhaus-
tive and aims to illustrate the wide range of DigComp
implementation practices.

guide (2018): data.europa.eu/doi/10.2760/112945

DigComp at work

This report and its accompanying Guide (published
separately) address and support stakeholders with
analyses and 9 inspiring practices and related resourc-
es of DigComp implementations for employability and
employment. It describes the use of DigComp by La-
bour Market Intermediaries (LMIs) that are working to-
wards the development of digital skills of unemployed,
jobseekers, employees and entrepreneurs(-to-be) with
the aim of increasing their employability (both in the
public and private sectors).

report (2020): data.europa.eu/doi/10.2760/17763

I

DigComp
at Work

O ¢

e

DigComp at Work
Implementation Guide

The Implementation Guide accompanies the “DigComp
at Work” report published separately. It aims at sup-
porting labour market intermediaries in their digital
skilling actions in employability or employment con-
texts. It offers specific quidelines, examples, tips and
useful resources for the use of DigComp for defining
digital competence needs for specific jobs, for assess-
ing digital competences and for cataloguing, develop-
ing and delivering training on digital competences.

guide (2020): data.europa.eu/doi/10.2760/936769




3.3. INTERNATIONAL ORGANISATIONS’ REVIEWS THAT INCLUDE DIGCOMP

A Global Framework of
Reference on Digital Literacy
Skills for Indicator 4.4.2

UNESCO Institute for Statistics: A global
framework of reference on digital
literacy skills for SDG indicator 4.4.2

The objective was to develop a methodology that can
serve as the foundation for Sustainable Development
Goal (SDG) thematic Indicator 4.4.2: “Percentage of
youth/adults who have achieved at least a minimum
level of proficiency in digital literacy skills”. Based on
the findings, the project team proposes a final version
to the UNESCO Institute for Statistics for considera-
tion, it follows DigComp2.0 with 2 additions.

publication (2018): unesdoc.unesco.org/ark:/48223/
pf0000265403

ssssssssssss

Digital literacy for children:
exploring definitions and
frameworks

UNICEF: Digital Literacy for Children:
exploring definitions and frameworks

This scoping paper highlights existing competence
frameworks (40 initiatives) and how they can be
adapted to UNICEF’s needs. The paper proposes that
UNICEF should mainly rely on the DigComp frame-
work of the European Commission, and when work-
ing in the context of developing countries and when
a broader digital citizenship approach is preferred, the
paper suggests the use of the Digital Kids Asia-Pacific
framework developed by the UNESCO Asia and Pacific
Regional Office in Bangkok.

publication (2019): unicef.org/globalinsight/reports/
digital-literacy-children
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Digital Skills: Frameworks and Programs

i World Bank'
Apnil 2020

World Bank: Digital Skills:
Frameworks and Programs

This paper presents a framework for digital skills,
based on a review of international frameworks. For
the area of digital skills for citizens and non-ICT pro-
fessions, the report highlights the DigComp framework
and/or its adaptation by UNESCO UIS in the Digital Lit-
eracy Global Framework (DLGF). It further emphasises
the need for adaptation of the framework to the local
contexts of countries in order to develop relevant ed-
ucation courses, training programs, and assessment
frameworks.

publication (2020): hdlL.handle.net/10986/35080




g
COUNTRY  BY WHOM VERSION YEAR
Be[arus ............ D|g|talSk|llsCoal|t|onBelarus .............................................................................................. V ereort ..................... 2021 ......
CzechRep. MUNIPress (Masank University Bmo) - V21 (partial) 2019
Estoma ............. M|n|stryofEducat|onandResearch .................................................................................... V 10reort .....................................
3 4. DIGCOMP TRANSLATIONS AND Greece .............. M|n|5tryofeGo\/emance ......................................................................................................... V 21 ...... ama[ ................... 2020 ......
ADAPTATIONS ‘Hungary  DPMK, Ministry of Innovation and Technology v21(eport) 2019
Table 2 and TABLE 3 show two different types of trans- Jaly ST 2 =2 L S 2018
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tions of the reports that are either fully or partially ltaly Cittadinanza Digitale.eu v.2.0 (partial)
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deal with educators, students in tertiary educationand ~ Uithuania _ Uadymo pletotes centras (Edcation Development Centre) v21lepon) 2017
civil servants. Poland ECCC Foundation v1.0 (report) 2016
The translations of the JRC DigComp reports are en- Poland .............. ECDI_Poland ............................................................................................................................... v 20reort ..................... 2016 ......
couraged through an open EC licence which allows their Poland ECCC Foundation v2.1 (report) 2019
re-use and translation, providing the Ofiginal SOUMCE fs et s s e
mentioned. Therefore, a translation can be done with- _f’e.r.t.g.g“a}.l ............ C l.PIF.F.:..[?.?Pﬁr.t.r.]j.eﬂt..Qf.g?.lffﬁt.'.?n.?.r.].(.j..Pns.\./..c.h?.l?g.\./f..L.J..r.].'.v..'.s..r.s..'.t.\./..9f...A.Y?.'.r..c?.................Y..l.:g.f.yg:g..(.r.??.qr.t.). ...... 2017 ......
out a formal JRC authorisation. However, the DigComp Portugal CIDTFF - Department of Education and Psychology, University of Aveiro v2.1 (report) 2017
Community of Practice can be used to inform the com- Slovenia  National Education Institute Slovenia ~~~~~ \21(eport) 2017
munity about the new language versions. ‘Spain | Murcia Regional Government - School of Public Administration V10 (partial) . 5016
‘Span  Junta de Extremadura - Consejeria de Educaciony Empleo / AUPEX  v2.1 (partial) 2017
‘Spain Asociacion de Universidades Populares de Extremadura (AUPEX)  v21(epor) 2018
COUNTRY  BY WHOM YEAR
‘Austia Federal Ministry Digital and Economic Affais ok 2019
Belg|um ........... DepartmentofEducannofFlandersu ....................................................
Frame .............. MmlstryofEducatlonm .................................... 2017 ......
Spain National Institute of Educational Technologies and Teacher Training (NTEF)  linkesp linkeng 2017
Spain REBIUN, the Network of Spanish University Libraries bk
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3.5. DIGCOMP IN THE ESCO CLASSIFICATION AND TRANSLATIONS

ESCO is the muiltilingual classification of European Skills, Competences, Qualifica-
tions and Occupations which identifies and categorises about 3,000 occupations and
13,900 skills and competences that are relevant for the EU labour market and edu-
cation and training. It also includes information on qualifications that are owned and
managed by the European Member States.

The new version of the ESCO classification (ESCO v1.1) includes the titles and descrip-
tions of the DigComp 2.0 five areas and 21 competences in its Skills/competences
pillar. Some of them have been slightly modified to comply with ESCO rules (see
TABLE 4). For instance, in ESCO, titles are not capitalised and they do not use the
gerund form. In some cases, additional words have been added to disambiguate the
concepts and clearly place them in the digital domain, e.q. the competence area “In-
formation and data literacy” has been transformed into “digital data processing” in
order to simplify the language. For the specific competences “programming” and “pro-
tecting devices”, ESCO applied a different definition.

T.4 Mapping of DigComp competence areas and ESCO digital competencies

ESCO DIGCOMP

The DigComp competences are currently also available in the download section of the
ESCO portal (in CSV and ODS formats) and through the ESCO web-service Application
Program Interface (API) and an ESCO Local API. In the near future, it will be possible
to filter for DigComp areas and competences directly in the ESCO skills pillar.

As all ESCO content, also the DigComp competences have been translated by the Eu-
ropean Commission’s translation services and checked by ESCO national correspond-
ents in all 23 official EU languages, Norwegian, Icelandic and Arabic, and are linked
to other ESCO skills. The translations are available in different file formats using the
appropriate filters (select version 1.1.0 for the latest update) from the portal’'s Down-
load section.

To facilitate access to these translations (except for Arabic), ESCO produced the re-
port Translations of DigComp 2.0 in ESCO which provides for all 5 areas and 21
competences:

 the DigComp label/title

« the ESCO URI (only for the 21 specific competences - In the linked data format,
any concept is identified by a Uniform Resource Identifier.)

« the ESCO label/title in English

« the translated ESCO label/title

« the DigComp descriptor

« the ESCO description in English, and the translated ESCO description
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3.6. THE DIGCOMP COMMUNITY OF PRACTICE

The DigComp Community of Practice (CoP) is hosted online and is open to everyone,
individuals and organizations alike, who work on digital competence development
and have experience in using the DigComp framework. The CoP offers different per-
spectives and interest points: policy, research, education and training, employability
and human resources development, inclusion projects and others.

By early 2022, the DigComp CoP hosted 575 members from 57 countries in Europe
and elsewhere. As showed in FIG. 4, the largest group is represented by educational
organisations, in particular university teachers, researchers and students (190 mem-
bers). Among Third Sectors organisations, almost half (51) are represented by digital
competence centres, including several All Digital members.

Besides specific activities run by working groups, like those related to the DigComp
2.2 revision process, the CoP hosts:

« discussions launched by members or moderators on various topics (e.q. approach-
es and tools for the validation of digital competence in education and other con-
texts; the digital competence of health professionals, teachers and other workers)

+ requests and sharing of suggestions and resources on specific aspects (e.q. digital
literacy initiatives and materials in developing countries; partner searches for new
projects; sharing digital competence project and study reports; information about
new calls and policy initiatives related to digital competence development at EU
level)

- arepository of DigComp reference documents, other useful documents and brief
descriptions shared by members of their DigComp implementation experiences

+ webinars where CoP members and other stakeholders present their DigComp-re-
lated activities.

International org. 39

Business 63

Government 74 275 Education

Third sector 124

FIG.4 DigComp CoP member types

BOX 3. Origin of the DigComp online Community of Practice

Following the workshop on DigComp and employability that took place in Sum-
mer 2019 in Bilbao, All Digital and the Ikanos Project of the Basque Government
joined forces to promote wider adoption and support the development of Dig-
Comp by establishing the European DigComp Community of Practice (CoP). All
Digital made an online collaborative platform available to host the DigComp
CoP. The DigComp CoP became active and started growing from early 2021 on-
wards when, in agreement with the JRC, it engaged in the DigComp 2.2 revision
process.
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4.1. INTERNATIONAL ORGANISATIONS

UNESCO: Media and Information Literacy framework

The Media and Information Literacy framework (MIL) by UNESCO was initially
developed around the same time as the DigComp framework and they both have
a common goal to enable people developing digital competence to support their
life chances and employability. The UNESCO framework complements the DigComp
framework especially in its focus on Media and information literacy to deepen the
understanding of the role and functions of media in democratic societies. Many of the
competences in both frameworks can be cross-referenced thus enabling curriculum
and training material to be used in an inter-exchangeable manner. The mapping be-
tween DigComp and MIL elements is available in DigComp 2.0, Annex 2 and 3.

website: en.unesco.org/themes/media-and-information-literacy
HANDBOOK (2021): unesdoc.unesco.org/ark:/48223/pf0000377068
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UNESCO Digital Kids Asia Pacific: Digital Citizenship for Kids

The Digital Kids Asia-Pacific (DKAP) Framework guides children’s digital citizenship
interventions by providing a holistic, rights-based and child-centered approach struc-
tured across 5 domains and 16 competencies. The accompanying assessment tool
is validated among 15-year-old students in four Asia-Pacific countries. At conceptual
level, there are many complementarities between the frameworks (e.g. Digital litera-
cy, Digital creativity and innovation, Safety, Digital participation). An interesting added
value is the Socio-emotional domain focusing on Digital emotional intelligence, which
is the part that is dealt with in the LifeComp framework in Key Competences for Life-
long learning (see LifeComp).

website: dkap.org

4.2 FRAMEWORKS TO SUPPORT KEY COMPETENCES FOR LIFELONG LEARNING

The updated Council Recommendation on Key Competences for Lifelong Learning
identifies eight key competences needed for personal fulfilment, a healthy and sus-
tainable lifestyle, employability, active citizenship and social inclusion. Apart from
the Digital competence, Key Competences are the following: Literacy, Multilingual-
ism, Numerical, scientific and engineering skills, Interpersonal skills, and the ability to
adopt new competences, Active citizenship, Entrepreneurship and Cultural awareness
and expression.

A number of reference frameworks have been developed by the European Com-
mission and the Council of Europe to support education and training institutions in
providing education, training and lifelong learning for all (FIG. 5). The examples on
the following pages are not exhaustive, for more examples, see report (2018): eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX:520185C0014
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FIG.5 Both the European Commission and the Council of Europe have created reference frameworks

to support the conceptualisation of the Key competences and their key terminology.

EntreComp

The development of the entrepreneurial capacity of
European citizens is one of the eight Key Competenc-
es for Lifelong learning. Entrepreneurial value cre-
ation and entrepreneurial learning can take place in
any sphere of life; turning ideas into shared value is
equally relevant to progressing one’s career, support-
ing one’s local sports team or establishing a new social
enterprise. The report entitled EntreComp: The En-
trepreneurship Competence Framework describes
entrepreneurship as a lifelong competence and iden-
tifies what are the elements that make someone en-
trepreneurial.

report (2016): data.europa.eu/doi/10.2791/593884

NOTE: The Dimension 4 examples that focus on the
interconnection between DigComp and EntreComp in-
clude the following: 237, 23S, 242, 243, 244.




LifeComp

LifeComp: The European framework for the personal,
social and learning to learn key competence is a frame-
work to establish a shared understanding on the “per-
sonal, social and leaming to leamn” key competence.
LifeComp is a non-prescriptive conceptual framework
that can be used as a basis for the development of
curricula and learning activities. The aim is to build a
meaningful life, cope with complexity, be thriving indi-
viduals, responsible social agents, and reflective life-
long learners. LifeComp describes nine competences
that can be learmed by everyone in formal, informal
and non-formal education.

publication (2020): data.europa.eu/
doi/10.2760/922681

NOTE: The Dimension 4 examples that focus on the
interconnection between DigComp and LifeComp in-
clude the following: 4, 53, 55, 83, 89, 91, 95, 97, 100,
102,103, 188, 196, 199, 248, 251, 256, 258.

CEFR

The Common European Framework of Reference
for Languages: Learning, teaching, assessment
(CEFR) was designed to provide a transparent, co-
herent and comprehensive basis for the elaboration
of language syllabuses and curriculum guidelines, the
design of teaching and learning materials, and the as-
sessment of foreign language proficiency. The CEFR
Companion Volume also contains the complete set of
extended CEFR descriptors for mediation, online inter-
action, plurilingual/pluricultural competence, and sign
language competences. The illustrative descriptors
have been adapted with modality-inclusive formula-
tions for sign languages and all descriptors are now
gender-neutral.

portal: coe.int/web/common-european-framework-ref-
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Competences for Democratic Culture

A Reference Framework of Competences for Dem-
ocratic Culture focuses on competences needed to
participate effectively in a culture of democracy, and
to live peacefully together with others in culturally di-
verse democratic societies. It describes a wide range of
intercultural, civic, social and transversal competences
that can be used to support teaching about the Key
Competence of Cultural awareness and expression.
The framework entails a series of statements setting
out learning targets and outcomes for each compe-
tence to help educators design learning situations that
enable them to observe learners’ behaviour in relation
to a given competence.

portal: coe.int/web/reference-framework-of-compe-
tences-for-democratic-culture

erence-languages

NOTE: The Dimension 4 examples that focus on the in-
terconnection between DigComp and Citizenship (as
it is defined in the Key Competence recommendation)
include the following: 72, 73, 77,80, 81.
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4.3 OTHER EU COMPETENCE FRAMEWORKS BY THE JRC

DigCompConsumers

The Digital Competence Framework
for Consumers offers a reference
framework to support and improve
consumers’ digital competence, i.e. the
competence consumers need to func-
tion actively, safely and assertively
in the digital marketplace. DigComp-
Consumers is considered as derivative
work as it uses the DigComp concep-
tual reference model as the basis for a
new digital competence framework in
a specific context. DigCompConsumers
is a product of collaboration between
DG Justice and Consumers and the JRC.

framework in 23 languages (2016):
ec.europa.eu/jrc/en/digcompconsumers

DigCompEdu

The European Framework for the
Digital Competence of Educators is
a framework describing what it means
for educators to be digitally compe-
tent. It provides a general reference
frame to support the development of
educator-specific digital competences
in Europe. DigCompEdu is directed to-
wards educators at all levels of edu-
cation, from early childhood to higher
and adult education, including general
and vocational education and training,
special needs education, and non-for-
mal learning contexts.

publication (2017): data.europa.eu/
doi/10.2760/178382

WEBSITE: ec.europa.eu/jrc/en/dig-
compedu, see Supporting materials for
translations

TooL: SELFIEforTEACHERS is an online
self-reflection tool based on Dig-
CompEdu.

DigCompOrg

There is a need to support educational
organisations in their digital capacity
building. The European framework
for digitally-competent educational
organisations is aimed at promot-
ing effective digital-age leaming. The
framework can facilitate transparency
and comparability between related in-
itiatives throughout Europe and play a
role in addressing fragmentation and
uneven development across the Mem-
ber States.

publication (2015): data.europa.eu/
doi/10.2791/54070

TooL: SELFIE is an online self-reflection
tool based on DigCompOrg: for schools’
digital capacity.
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GreenComp

The European Green Deal promotes
learning on environmental sustainabil-
ity in the European Union. GreenComp
is a European sustainability compe-
tence framework that identifies a set
of sustainability competences to feed
into education programmes to help
learners develop knowledge, skills and
attitudes that promote ways to think,
plan and act with empathy, responsi-
bility, and care for our planet and for
public health.

publication (2021):_ data.europa.eu/
doi/10.2760/13286
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5. GLOSSARY

Algorithm

a finite sequence of well-defined instructions, typically
used to solve a class of specific problems or to perform
a computation. Modified from: en.wikipedia.org/wiki/Al-

gorithm

Artificial intelligence

“Al refers to machine-based systems that can, given a
set of human-defined objectives, make predictions, rec-
ommendations, or decisions that influence real or virtual
environments. Al systems interact with us and act on our
environment, either directly or indirectly. Often, they ap-
pear to operate autonomously, and can adapt their be-
haviour by learning about the context.” Source: UNICEF

2021, p.16

Artificial intelligence system (Al system)

a software that is developed with one or more of the
techniques and approaches listed in Annex | of the Al
Act proposal (e.g. machine learning, knowledge-based
approaches and statistical models) and can, for a given
set of human-defined objectives, generate outputs such
as content, predictions, recommendations, or decisions
influencing the environments they interact with. Al Act

Proposal (COM/2021/206 final)
Data

a sequence of one or more symbols given meaning by
specific act(s) of interpretation (data has no intrinsic
meaning). Data can be analysed or used in an effort to
gain knowledge or make decisions. Digital data is rep-

resented using the binary number system of ones (1)
and zeros (0) as opposed to its analogue representation.
Modified from: en.wikipedia.org/wiki/Data (computing)

Data visualization

is an interdisciplinary field that deals with the graph-
ic representation of data to communicate information
clearly and efficiently to users. It makes complex data
more accessible, understandable and usable, but can
also be reductive. Modified from: en.wikipedia.org/wiki/
Data visualization

Digital accessibility (DA)

extent to which people from a population with the widest
range of characteristics and capabilities can use digital
products, systems, services, environments and facilities
to achieve a specified goal in a specified context of use
(direct use or use supported by assistive technologies).
(Modified from EN 301547).

Accessibility benefits people with disabilities and others,
for example: people using devices with small screens
and different input modes; older people with changing
abilities due to aging; people with “temporary disabili-
ties” such as a broken arm or lost glasses; people with
“situational limitations” such as in bright sunlight or in an
environment where they cannot listen to audio; people
using a slow Internet connection, or who have limited or
expensive bandwidth (source). In DigComp 2.2, examples

illustrating digital accessibility are marked as (DA).

Digital communication

refers to communication using digital technology. Various
modes of communication exist, e.g. synchronous com-
munication (real time communication, e.qg. using skype
or video chat or Bluetooth) and asynchronous ones (not
concurrent communication, e.g. email, forum to send a
message, sms) using for example, one to one, one to
many, or many to many modes.

Digital content

data which is produced and supplied in digital form (Di-
rective (EU) 2019/770), for example video, audio, appli-
cations, digital games and any other software. Digital
content includes information that is broadcast, streamed,
or contained in computer files. Modified from: en.wikipe-
dia.org/wiki/Digital content

Digital environment

a context, or a “place”, that is enabled by technology and
digital devices, often transmitted over the internet, or oth-
er digital means, e.g. mobile phone network. Records and
evidence of an individual’s interaction with a digital envi-
ronment constitute their digital footprint. In DigComp, the
term digital environment is used as a backdrop for digital
actions without naming a specific technology or tool.

Digital service

allows a user (citizen, consumer) to create, process, store
or access data in digital form and to share or interact with
data in digital form uploaded or created by the same or
other users of that service (Directive (EU) 2019/770).



Digital technology

any product that can be used to create, view, distribute,
modify, store, retrieve, transmit and receive information
electronically in a digital form. For example, personal
computers and devices (e.g. a desktop, laptop, netbook,
tablet computer, smart phones, PDA with mobile phone
facilities, games consoles, media players, e-book read-
ers, smart assistants, AR/VR headsets and other devices),
digital television, robots.

Digital tools

digital technologies (see: digital technology) used for a
given purpose or for carrying out a particular function of
information processing, communication, content crea-
tion, safety or problem solving.

Disinformation and misinformation
disinformation is false information intentionally created
and disseminated to deceive people whereas misinfor-
mation is false information regardless of intent to de-
ceive or mislead people Source: europa.eu/learning-cor-
ner/spot-and-fight-disinformation en

Echo chamber

refers to situations in social media and online discus-
sion groups in which beliefs are amplified or reinforced
by communication and repetition inside a closed, insu-
lated system. Participants usually receive information
that reinforces their existing views without encountering
opposing views. Modified from: en.wikipedia.org/wiki/
Echo_chamber_(media)

elDAS

The Regulation on electronic identification and trust ser-
vices is a legal framework for people, companies and
public administrations to safely access services and car-
ry out transactions online in just ‘one click’. It will mean
higher security and more convenience for any online ac-
tivity such submitting tax declarations, enrolling in a for-
eign university, remotely opening a bank account, setting
up a business in another Member State, authenticating
for internet payments. In DigComp 2.2, examples no: 68,
70, 180 and 185 aim to illustrate different applications.
More information: digital-strategy.ec.europa.eu/en/poli-
cies/eidas-regulation

Filter bubble

can result from personalised searches on the inter-
net and/or social media when an algorithm selectively
guesses what information a user would like to see based
on information about the user, such as location, past
click-behavior and search history. Modified from: en.wiki-
pedia.org/wiki/Filter bubble

GDPR

the General Data Protection Regulation (EU) 2016/679 is
the legal framework that sets guidelines for the collec-
tion and processing of personal information of individ-
uals within the European Union. GDPR came into effect
across the EU on May 25, 2018. See more: gdpr.eu

Internet of things (loT)
describes physical objects (or groups of such objects)
that are embedded with sensors, processing ability, soft-
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ware, and other technologies that connect and exchange
data with other devices and systems over the Internet or
other communications networks. Modified from: en.wiki-
pedia.org/wiki/Internet_of things

Media literacy

refers to skills, knowledge and understanding that allow
citizens to use media effectively and safely. In order to
enable citizens to access information and to use, criti-
cally assess and create media content responsibly and
safely, citizens need to possess advanced media litera-
cy skills. Media literacy should not be limited to learning
about tools and technologies, but should aim to equip
citizens with the critical thinking skills required to exer-
cise judgment, analyse complex realities and recognise
the difference between opinion and fact. Source: the EU’s
Audiovisual Media Services Directive (2018)

Privacy policy

the term related to the protection of personal data, for
example, how a service provider collects, stores, protects,
discloses, transfers and uses information (data) about its
users, what data are collected, etc. See also GDPR.

Problem solving

“an individual's capacity to engage in cognitive process-
ing to understand and resolve problem situations where
a method of solution is not immediately obvious. It in-
cludes the willingness to engage with such situations in
order to achieve one’s potential as a constructive and
reflective citizen” (OECD, 2014, p. 30).
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Social inclusion

the process of improving the terms for individuals and
groups to take part in society. Social inclusion aims to
empower poor and marginalized people to take advan-
tage of burgeoning global opportunities. It ensures that
people have a voice in decisions which affect their lives
and that they enjoy equal access to markets, services
and political, social and physical spaces. Modified from
the World Bank

Structured environment

where data resides in a fixed field within a record or file,
e.qg. relational databases and spreadsheets.

Technological response/solution
refers to the attempt to use technology (and/or engi-
neering) to solve a problem.

Well-being

the term is related to the WHO definition of good health
as a state of complete physical, social and mental
well-being, and not merely the absence of disease or
infirmity. Social well-being refers to the sense of in-
volvement with others and with the communities (e.q.
access and use of social capital, social trust, social con-
nectedness and social networks).
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utor, John Shawe-Taylor (IRCAI) WG Contributor, José
Gonzalez (ES) WG Contributor, Juliana Elisa Raffaghelli
(ES) WG Leader, Karen Triquet (BE) WG Contributor, Lana
Belic (SR) WG Contributor, Leo Van Audenhove (BE) We-
binar speaker, Lidija Kralj (HR) Author Programming doc,
Linda Manilla (FI) Webinar contributor, Lluis Arifio (ES)
WG Contributor, Luis Fernandez Sanz (ES) WG Leader,
Ma Jesuis Garcia San Martin (ES) WG Contributor, Made-
lon van Oostrom (FI) Webinar contributor, Mads Ronald
Dahl (DK) Webinar contributor, Marijana Kelentric (NO)
WG Contributor, Martina Simonetti (IT) Webinar contrib-
utor, Matthew Peavy (ES) WG Contribuor, Mattia Monga
(IT) Author Programming doc, Mikko Salo (FI) Webinar
contributor, Nataliia Rzhevska (UKR) WG Contributor,
Pasquale Sirsi (IT) Webinar contributor, Pascale Garreau
(FR) WG Contributor, Patrick Camilleri (MT) Webinar con-
tributor, Paula Bleckmann (DE) WG Leader, Panagiotis
Kampylis (GR) WG Contributor, Peter Micheuz (AT) Author
Programming doc, Radovan Krajnc (SI) Webinar contrib-
utor, Robert Neumann (DE) WG Contributor, Roberto Le-
jarzegi (ES) WG Leader, Sandra Troia (IT), WG Leader,
Servet Akgobek (DE) WG Leader, Tatiana Nanaieva (UA)
Webinar contributor, Thomas Narosy (AT) Reflections on
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principles, Ulrike Domany (AT) Reflections on principles,
Vera Pospelova (ES) WG Contributor, Violetta Lonati
(IT) Author Programming doc, Wayne Holmes (UK) WG
Contributor, Walter Claassen (SA) Webinar Contributor,
Zarko Cizmar (HR) WG Contributor.

EC

Margherita Bacigalupo (DG JRC), Susana Bernal (DG
JRC), Marcelino Cabrera (DG JRC), Clara Centeno
(DG JRQ), Vasiliki Charisi (DG JRC), Maurizio Curtarelli
(EU-OSHA), Veronique Delforge (EUIPO), Hugo De Groof
(DG ENV), Anusca Ferrari (DG EAC), Maria Gkountouma
(DG EAQ), Emilia Gomez Gutierrez (JRC), Michael Horgan
(DG EMPL), llias lakovidis (DG ENV), Natalie Jerzac (DG
CNCT), Kari Kivinen (EUIPO), Gabrielle Lafitte (JRC), Rob-
in Massart (DG CNCT), Fulvia Menin (DG CNCT), Arianna
Sala (DG JRCQ), Igancio Sanchez (DG JRC), Bronagh Wal-
ton (DG CNCT), Juuso (DG CNCT).

International workshop:

Alessandro Brolpito (ETF), Allan Grizzle (UNESCO), Cris-
tobal Cobo, Ekua Nuama Bentil, Inaki Alejandro Sanchez
Ciarrusta and Victoria Levin (World Bank), Davor Orlic
(IRCAL), Divina Meigs (Paris 3), Ellen Helsper (LSE), Jong-
hwi Park (UNU), Jx Teng and Sarah Elson-Rogers (UN-
ESCO), Nancy Law, Qiangian Pan and Sisi Tao (HKU),
Steve Vosloo (UNICEF).

Special thanks to the staff of All Digital, especially
Peter Palvolgyi, Victoria Sanz and Andrea Bedorin,
for hosting the CoP and managing many of the
events!



67

ANNEXES

Digital
content creation




Al. METHODOLOGY TO THE DIGCOMP FRAMEWORK AND ITS UPDATES ‘ 68 ‘

Al. METHODOLOGY UNDERLYING THE DIGCOMP FRAMEWORK AND ITS UPDATES

This section first explains the structure of the DigComp framework
and then describes the methodology used to create it. As the
DigComp update 2.2 focuses on Dimension 4 only, this section
first starts from version 1 in 2013, then shortly references the
methodology used for the update of the conceptual reference
model (DigComp 2.0) and for DigComp 2.1 (proficiency levels; use
cases) and finally describes the process for the 2.2 update.

The DigComp framework is composed of 5 dimensions (TABLE 5). Dimensions outline
the underlying data model and organise all the elements showing how they relate to
one another. The word ‘dimension’ also refers to the structure of the framework out-
lining the way in which the content of the framework is displayed. In DigComp, the
concept of “dimension” is used in the same way as it is used in the eCompetence

T.5 Main dimensions of DigComp

Dimension 1. Areas identified to be part of the digital competence

Competence descriptors and titles
that are pertinent to each area

Examples of the knowledge, skills and
attitudes applicable to each competence

Use cases on the applicability of the
competence to different contexts.

framework for ICT professionals (e-CF).

Dimension 1 outlines the competence areas of which the digital competence is com-
posed. Dimension 2 details the titles of each competence and their descriptors. Di-
mension 3 is used to describe the proficiency levels of each competence (see TABLE
6 for more details). Dimension 4 and 5 describe various examples related to Dimen-
sion 2. They are provided to add value and context and thus, they are not intended to
be exhaustive.

In the case of Dimension 4, these would include examples of knowledge, skills and
attitudes related to each competence, whereas Dimension 5 provides use cases in
specific contexts, learning and employment.

Each dimension has its specificities allowing for a flexible use of the framework so
that it can be adapted to the needs and requirements that emerge from the context.
For example, someone may only use Dimensions 1 and 2 without the use of proficien-
cy levels. The use of dimensions also allows for better interoperability and compara-
bility between various frameworks.

To keep track of different versions of DigComp updates, a sequential numbering
scheme of two numbers (major.minor) is used. When a significant change in the con-
ceptual reference model (Dimension 1-2) takes place, the first sequence (major) is
changed (i.e. 1.0 to 2.0). When varying some aspects takes place (e.g. in Dimension 3,
4, 5), the changes to the sequence after the first number (minor) are made to repre-
sent changes (i.e. 2.1 to 2.2). In the following, the updates are shortly outlined.



‘ 69 ‘ Al. METHODOLOGY TO THE DIGCOMP FRAMEWORK AND ITS UPDATES

DIGCOMP 1.0

The process to create the Digital Competence Framework for Citizens, also known by
its acronym DigComp, was initiated in December 2010 by the Joint Research Centre
on behalf of the Directorate General for Education and Culture. A number of mid-term
publications first came out (Ala-Mutka, 2011; Janssen, Stoyanov, 2012, Ferrari, Punie,
Redecker, 2012) before the final publication of the framework in 2013 by Ferrari.

“The project was being carried out between January 2011 and December 2012, fol-
lowing a structured process: conceptual mapping, case study analyses, online consul-
tation, experts’ workshop and stakeholders’ consultation. After a first data collection
phase, aimed at collecting competences as building blocks from different sources
(academic literature and policy documents, existing frameworks, opinions of experts
in the field), a draft framework was proposed and submitted to a number of experts
for reiterative feedback and consultation. Over 150 stakeholders actively contributed
to the building or refinement of the final output. The framework was presented at
different stages of development at about 10 different conferences and seminars.
Feedback from questions and comments of participants to these events were taken
into account.” (Ferrari, 2013, p.5)

DigComp 1.0 defines digital competence as a combination of 21 competences that
can be grouped in five main areas (Information, Communication and collaboration;
Content creation; Safety; and Problem solving). Competence areas use a sequential
numbering from 1 to 5. Each competence has a title and a descriptor which are de-
scriptive rather than prescriptive. All competences within the area use two numbers
(area.competence), the first sequence indicates the competence area and the second
indicates the competence (e.qg. 1.2).

ONLINE
CONSULTATION

CASE STUDIES

CONCEPTUAL
MAPPING

EXPERT
WORKSHOP

FIRST
PROPOSAL

l

MULTI-
STAKEHOLDERS
CONSULTATIONS

CONSOLIDATED

PROPOSAL

FIG.7 The process of creating DigComp 1.0



UPDATE 2.0: CONCEPTUAL REFERENCE MODEL (DIM. 1-2)

The update of the conceptual reference model took place in 2016 and consisted of
an update of the five areas (Dimension 1) and a revision of the 21 competence titles
and descriptors (Dimension 2). This update is known as DigComp 2.0 (Vuorikari et al.,
2016).

The process of the DigComp 2.0 started in early 2015 with feedback from the Edu-
cation and Training 2020 Working Group for Transversal Skills, these Groups are part
of a way for the European Commission and Member States to cooperate in address-
ing key challenges at national and European levels in the field of education. In three
separate sessions (February, June and October 2015), feedback was gathered on the
different parts of the update process (e.g. conceptual reference model, use cases at
the national level, proficiency levels). In November 2015, a fairly stable version of the
conceptual reference model was made publicly available on the internet (through the
JRC Science Hub) with a deadline for feedback of 15 March 2016. Throughout that
period, feedback was gathered using different means, e.qg. interviews, emails, consol-
idated feedback from Ministerial working groups, external reviewers. In general, the
engagement of stakeholders and the Working Group members, some of whom were
already using DigComp at regional/national level, was seen as an important step for
the further success of the framework and stakeholder buy-in.

For competence descriptors, DigComp 2.0 adopted a device-agnostic wording
of “digital technologies” so that it is not necessary to name a specific technology,
software or application, and the use of a catch-all term of “digital environment” to de-
scribe the backdrop to digital actions. The idea was that these terms encompass not
only the use of personal computers (e.g. a desktop computer, laptop), but also other
hand-held devices (e.g. smart phones, wearable devices with mobile networking fa-
cilities), games consoles and other media players or e-book readers which, more often
than not, are also networked and/or connected to the Internet. Nowadays sensors and
other devices under the Internet of Things (loT) are included. Such vocabulary allows
for “future proofing” the framework against the fast speed of change in the field of
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technologies, while at the same time remaining device and application neutral, and
only focusing on high-level competences that are deemed important (rather than
being device- or application-specific).

UPDATE 2.1: PROFICIENCY LEVELS (DIM. 3) AND USE
CASES (DIM. 5)

Dimension 3 of the framework reflects proficiency levels of each competence illus-
trating the progression in the acquisition of the competence. DigComp version 1.0
was developed in three proficiency levels (foundation, intermediate and advanced)
and in DigComp 2.1 (Carretero et al., 2017), 8 proficiency levels were introduced.
The process to shape DigComp 2.1 took a period of more than a year and it started
around the publication of DigComp 2.0 in summer 2016.

In 2.1, the progression of competence acquisition is outlined in three different areas:
the complexity of the tasks, the autonomy and guidance need for accomplishing it,
and the cognitive domain indicated by the use of action verbs following the Bloom’s
taxonomy. The eight proficiency levels are inspired by the structure and vocabulary
of the European Qualification Framework (EQF), however with no link to the qualifi-
cations or education and training systems . TABLE 6 features the main keywords in
each of the areas and it also shows how the levels are linked to the original 3 levels.

To illustrate the progression in the acquisition of the competence in three different
areas, we could say that a citizen in level 2 is able to remember and to do a simple
task in relation with the competence, guided by somebody with digital competence
only when she/he needs help; while when a citizen is in level 5, she/he can apply the
knowledge, doing different tasks and solving problems as well as to support others in
doing or solving them.

Each level descriptor contains knowledge, skills and attitudes. All in all, this results
in 168 descriptors (8 x 21 learning outcomes). In 2017, an online validation survey
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helped to revise a first version of the levels and to produce a final version which was .
published in 2017 (Carretero, Vuorikari, Punie, 2017).

In 2.1, an update for Dimension 5 of the framework was also introduced. Dimension .
5 contains use cases in a specific context, in this case in employment and learning.
They are presented in the following way:

« The examples for all the 8 levels are only available in the first competence (1.1)

T.6 Main keywords that feature the proficiency levels

4 OVERALL LEVELS Foundation

For the rest of competences, only one example per level and area of use is pro-
vided.

A “cascade” strateqgy is followed for the examples of use. This means that com-
petence 1.2 has an example of use for level 1, competence 1.3 for level 2, com-
petence 2.1 for level 3, etc. This way, the same number of proficiency levels and
the same number of examples across the levels is given.

Advanced Highly specialised

7

COMPLEXITY Simple task Simple task Well-defined i Tasks, and : Different tasks Most Resolve Resolve
OF TASKS ¢ and routine : well-defined ¢ and problems i appropriate ¢ complex ¢ complex
¢ tasks, and © and non-routine . tasks . problems with  { problems

. straightforward | problems
. problems :

limited solutions  with many
. interacting
: factors

AUTONOMY With guidance Autonomy and Independent Guiding others Able to adapt Integrate to Propose new
i ¢ with guidance ¢ and according : toothersina i contribute to i ideas and
: when needed . tomy needs ' . complex context : the professional : processes to

COGNITIVE DOMAIN Remembering

: Remembering

. practiceandto ¢ the field
¢ guide others :

. Applying




UPDATE 2.2: EXAMPLES OF
KNOWLEDGE, SKILLS AND ATTITUDES
(DIM. 4)

The DigComp 2.2 revision process started in December
2020 with the focus on the examples of knowledge,
skills and attitudes (KSA) applicable to each one of the
21 DigComp competences (Dimension 4). The terms
are defined in BOX 1.

The update process was conducted in a close collabo-
ration with the DigComp stakeholders’ community, ex-
perts and a wider user-base in order to keep the spirit
of co-construction. For this purpose, the online Dig-
Comp Community of Practice (CoP) was activated (see
SECTION 3.6). The CoP is hosted by All Digital and it
was used as a central point to coordinate the revision
process which was comprised of 8 Steps (illustrated in
FIG. 8). Starting in December 2020, a call for volun-
teers/contributors to join the DigComp CoP was first
disseminated and an online kick-off event was held
mid-January 2021 (Step 1).

The first concrete task was setting up the Working
Groups that addressed:

« new and emerging topics and themes in the digital
world: misinformation and disinformation; Artifi-
cial Intelligence (Al); remote working, data-related
skills and datafication of digital services; emerging
technologies such as virtual reality, social robotics,
Internet of things, green ICT skills;
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FIG.8 The process to finalise the DigComp 2.2 update
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« more “established” topics and themes of the digital world that are important but
are not explicitly dealt with in DigComp 2.0, e.g. e-commerce and various dimen-
sions of data literacy.

In total, 12 working groups were set up, each with 16 up to 64 people involved, most
of them participating in parallel to several groups.:

Information literacy

Data literacy

Artificial intelligence
Internet of things
Programming

Privacy and personal data
Safety and security

Consumer transaction services

O © N O bW N

Creating multi/social media content
10.Digital and the environment
11.Teleworking

12.Digital accessibility

The working groups’ mission in Step 2 of the process was first to identity the new
digital competence requirements for citizens which stem from new developments in
the digital world and then to make initial suggestions for relevant knowledge, skills
and attitudes (KSA) examples related to those requirements. Both requirements and
examples were to be drawn from: a wide-but-shallow desk review of academic and
grey material; the learning goals and subject content outlined in training materials,
syllabi and other educational and information sources; the analysis of important pol-
icy documents (e.g. the Digital Education Action Plan 2021-2027).

The output of Step 2 was a list of requirements and related KSA examples for citi-

zens' digital competence, along with suggestions about where they might fit into the
DigComp framework (see BOX 4 with Al-related requirements and examples).

BOX 4. Example of Step 2 output to list new, emerging or evolving
requirements for citizens to deal with digital technologies, e.g. an emerging
field of Artificial Intelligence which was previously not elaborated in
DigComp

A. Requirements (currently not included) of citizens’ digital competence

Requirement 1: Citizens should be aware that Al is used in different ways in today’s
societies and that it can affect various aspects of their lives
» Knowledge (K): Artificial intelligence (Al) is a technology applied in different con-
texts from industry to leisure, e.g. in medicine, banking, self-parking vehiczles,
recommending music). Al is also often used in digital environments, e.g. web
searching, customer recommendations, digital assistants, and in digital devices,
e.g. mobile phone cameras.
Requirement 2: Citizens should be able to interact with day-to-day technologies that
rely on Al
« Skills (S): e.g. use voice recognition to interact with Siri, Alexa; use automated re-
ply options in email software style “OK, thanks!”; interact face-recognition feature
in phone’s image software that automatically recognises some familiar faces in
pictures.
Requirement 3: Citizens should be wary that many Al systems collect their interaction
data to improve services or to manipulate user behaviour.

- Attitude (A): e.g. A critical attitude allows seeing opportunities, but also weigh
risks, for example in areas designed to protect privacy and to ensure citizen’s
safety.

B. Where do these requirements fit into the DigComp framework?

Typically a theme, like those elaborated above, may spread across different DigComp
competences. As part of Step 2, please highlight requirements that do not seem to fit
under the existing 21 competences.



From March 2021 onwards, a review and vetting of the pool of requirements was
organised in Working Groups (Step 3). In more concrete terms, this meant that the
requirements, which were produced in Step 2, were now allocated to each of the 21
competences outlined in the DigComp framework and a more concrete work of de-
fining examples of knowledge, skills and attitudes was undertaken. Since the nature
of the task was to move from generic requirements to work following the DigComp
conceptual reference model, from this step onwards, some of the Working Groups
were merged. For example, that of Artificial Intelligence was grouped together with
Internet of Things (loT), Data Literacy, Programming and Personal Data to allow for a
better overall picture of the situation to emerge. Separate groups of Information Lit-
eracy and Media Literacy were merged together too. This was crucial for the creation
of the new examples of knowledge, skills and attitude in these emerging themes and
facilitated the process of choosing under which DigComp competence the examples
could eventually be allocated. On the other hand, at this Step, some of the Working
Groups were asked to take a very horizontal view, e.g. topics of Accessibility, Telework
and Data Literacy covered topics that ran across all 21 DigComp competences.

During Steps 2 and 3, in addition to hosting the Working Groups, the online CoP was
also used for thematic webinars on the WG themes so that a wider audience could
also engage in the discussions and better follow the process of the update. This was
important so as to keep the process open and transparent, and also to facilitate the
access to the Working Groups of those who signed up to the CoP at a later stage.
Especially in Step 3, as the conceptual work intensified, a core group of very commit-
ted experts in the field carried out a big part of the work (see Acknowledgement
section for details). The Working Group leaders were offered a small grant to support
the delivery.

The initial idea was that the CoP members would be involved in the co-creation pro-
cess from Step 2 to Step 3 for a period of 6 months, and get involved again at a later
stage in the validation process (Step 6). In the meantime, the JRC staff with a small
number of experts would work on more concrete formulations of the new statements
which required the use of adequate action verbs, for example (Step 4). However, in
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BOX 5. Participating organisations to the intl. outreach workshop in 2021
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United Nations

University Institute for the Advanced Study of Sustainability
UN agency on Artificial Intelligence (Al)

UNICEF Al for Children project

World Bank

EdTech team

Digital Economy for Africa

UNESCO

Media and Information literacy Unit

Technology and Artificial Intelligence in Education unit;
Academia

Université Paris-Sorbonne nouvelle
London School of Economics

University College London

European Union Agencies

Education and Training Foundation (ETF)

European Union Intellectual Property Office (EUIPO)
European Commission

Directorate General for Education, Youth, Sport and Culture

Directorate General for Employment, Social Affairs & Inclusion

Joint Research Centre
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reality, the WGs advanced and delivered at different times, and some WG members
remained engaged through Step 4 concretely working on creating and revising the
statements over summer 2021.

An important part of Step 4 was also to “stress test” the adequacy of the current con-
ceptual reference model (i.e. 21 competences and 5 areas). The idea was to better
understand whether the results from Step 3 (i.e. the new requirements) would still fit
into the existing conceptual reference model or whether the model should be modi-
fied (e.g. add new competences or areas, merge or delete some)? As the DigComp 2.2
update only focused on elaborating the new KSA examples, changing the conceptual
model as such was outside the scope (to know more about how versioning of the
DigComp framework and its numbering scheme, see p. 68). However, this process
gave good information on which parts modifications might be needed in the future
updates.

The DigComp framework having achieved international recognition (e.qg. publications
by UNESCO, UNICEF, the World Bank, see SECTION 4.1), and its complementarity to
UNESCO’s Media and Information Literacy framework, it was important to engage
other international organisations in the co-creation process (Step 5). In Sep-
tember 22 2021, an international outreach workshop was organised with actors from
other international institutions and academia (see BOX 5). The aim was to discuss the
scope of the DigComp 2.2 exercise:

+ Do the new DigComp 2.2 statements cover themes and topics that your organi-
sation also highlights and prioritises?

 Are these new themes and topics arising as strategical also at the global levels?

« How can DigComp 2.2 contribute to further the global agenda of citizens’ digital
skills challenge?
The public online validation of the new KSA examples (Step 6) was run for a period
of 6 weeks from November 9 to December 22 2021 using an online tool called EU
Survey. Overall, 373 examples were included in the public validation (FIG. 9). The
survey questions focused on the relevance of the examples for the DigComp frame-
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FIG.9 Selection of DigComp 2.2 examples



work and on their clarity. Each of the 21 DigComp competence had its own survey
with about 20 KSA examples. Additionally, there were thematic surveys for Citizens
interacting with Al systems (4 parts) and one for Telework.

A total of 447 replies were received with the minimum threshold being set to 15 re-
plies/competence (TABLE 7). Most replies came from representatives of an organisa-
tion (231), the rest from individual experts (170) and others including students (46).
In terms of organisations, most responses came from those working in Education and
Training organisations (25%) followed by those in Governmental organisations (17%)
and others (17%). Furthermore, academics were represented by 14%, and 10% of
responses came from those working in international organisations and another 10%
came from training providers (figures are rounded up). 8% did not wish to identify
their organisation.

In general, the survey question on relevance was intended to help rank examples
based on public opinion (this was not a binding vote), whereas the question on clarity
helped revise examples, their syntax and terms used. During the process, the ranking
of examples based on their relevance was used as a guide to select the “final list”,
however, in some cases, own editorial judgements were made. In general, the public
validation helped filter out about 30% of examples which were eventually discarded
(FIG. 9). A special case was applied to the list of examples on citizens interacting with
Al systems. It was decided that most of them would be included in the separate ap-
pendix in order to share more examples on this new topic.

Last, an editorial note to say that there were no hard guidelines for the final number
of examples per competence. In general, during the process the aim had been set at
around 15-20. Additionally, the split between Knowledge, Skills and Attitudes could
vary, as some competences were more “knowledge heavy” whereas others are more
skills, etc.
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T.7 Public online validation: respondents’ profile
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AZ2. CITIZENS INTERACTING WITH Al SYSTEMS

Main authors: Riina Vuorikari, Wayne Holmes

Today, for citizens to engage confidently, critically and safely with new and emerging
technologies, including systems driven by artificial intelligence (Al), they need to
acquire a basic understanding of such tools and technologies (DEAP2).

Greater awareness will also lead to improved sensibility towards potential issues
related to data protection and privacy, ethics, children’s rights and bias — including
accessibility, gender bias and disabilities. The DigComp 2.2 update addresses the
topic of citizens interacting with Al systems rather than focusing on the knowledge
about Artificial Intelligence per se (see Box 6).

The co-creation process of the 2.2 update resulted in a list of more than 80 examples of knowledge, skills and
attitudes related to citizens interacting with Al systems (see more about the process in FIG.9). 35 are includ-
ed in Dimension 4 so that each DigComp competence area has a number of examples that illustrate various
aspects to pay attention to when citizens interact with Al systems. The selection was guided by the feedback
collected through public validation.

Additionally, a separate appendix on this new topic was created. It covers all 73 examples which have been
revised according to comments received through the public validation. In this appendix, the examples are the-
matically grouped so as to facilitate the reading. After each example, the corresponding number to the com-
petence is given. This can help curriculum developers and trainers to get inspired when updating their content
regarding new and emerging technologies. The list of examples below should not be considered as a ready
curriculum to teach about Al as such. Whereas these examples cover competences outlined in the DigComp
conceptual reference model, they leave out some themes and topics that might be considered rudimentary
when providing a curriculum outline or a training syllabus about Al and emerging technologies (e.g. what is Al
history of Al, different types of Al).

A. What do Al systems do and what do they not do?
B. How do Al systems work?
C. When interacting with Al systems

the examples included
D. The challenges and ethics of Al in DigComp2.2

E. Attitudes regarding human agency and control

BOX 6. Requirements for citizens
interacting with Al systems

A little red dot identifies

As part of the update process focusing on citizens
interacting with Al systems, the requirements gathering
captured the following:

KNOWLEDGE
- To be aware of what Al systems
do and what they do not do

« To understand the benefits, limitations
and challenges of Al systems

SKILLS
(M) - To use, interact and give feedback
to Al systems as an end-user

- To configure, supervise and adapt
Al systems (e.qg. overwrite, tweak)

ATTITUDES
@ « Human agency and control
« Critical yet open attitude
« Ethical considerations of usage



A. WHAT DO Al SYSTEMS DO AND WHAT DO THEY NOT DO?

To engage confidently, critically and safely with Al systems, examples include that a
citizen...

Al 01. ® Knows how to identify areas where Al can bring benefits to various aspects
of everyday life. For example, in healthcare, Al might contribute to early diag-
nosis, while in agriculture, it might be used to detect pest infestations. (2.3)

Al 02. Able to identify some examples of Al systems: product recommenders (e.q.
on online shopping sites), voice recognition (e.g. by virtual assistants), image
recognition (e.q. for detecting tumours in x-rays) and facial recognition (e.g. in
surveillance systems). (5.2)

Al 03. ® Aware that search engines, social media and content platforms often use Al
algorithms to generate responses that are adapted to the individual user (e.q.
users continue to see similar results or content). This is often referred to as
“personalisation”. (1.1)

Al 04. ® Aware that Al systems collect and process multiple types of user data (e.q.
personal data, behavioural data and contextual data) to create user profiles
which are then used, for example, to predict what the user might want to see
or do next (e.g. offer advertisements, recommendations, services). (2.6)

Al 05. @ Aware that Al systems can be used to automatically create digital content
(e.q. texts, news, essays, tweets, music, images) using existing digital content
as its source. Such content may be difficult to distinguish from human crea-
tions. (3.1)

Al 06. Aware that in the news media and journalism, for example, Al can be used to
author and produce news stories, and also distribute stories based on users’
online behaviour. (3.1)

Al 07. Aware that Al systems can help the user to edit and process digital content
(e.g. some photo editing software uses Al to automatically age a face, while
some text applications use Al to suggest words, sentences and paragraphs).
(3.2).

Al 08. Aware that some Al systems aim to provide human-like interaction with ma-
chines (e.g. conversational agents such as customer service chatbots). (2.1)
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Al 09. Aware that some Al systems can detect users’ moods, sentiments and emo-
tions automatically from one’s online content and context (e.qg. content posted
on social media), but this application is not always accurate and can be con-
troversial. (2.5)

Al 10. Aware that some Al systems have been designed to support teaching and
training humans (e.q. to carry out tasks and assignments in education, at work
or doing sports). (5.4).

Al 11. Aware that digital tools (including Al-driven ones) can contribute to energy ef-
ficiency (e.g. through monitoring the need for heating at home and optimising
its management). (4.3)

Al 12. Aware that Al is involved in many other technologies (e.g. the Internet of Things
(IoT), blockchain, virtual reality). (5.2)

Al 13. Aware that many Al systems require a combination of Al techniques to func-
tion in real-world scenarios (e.g. a virtual agent might use natural language
processing to process instructions and reasoning in uncertainty to make rec-
ommendations ). (5.2)

Al 14. Aware that Al is not involved in all digital technologies (e.g. in GPS systems, Al
is not used to determine the location, but it can be used to calculate a route).
(5.2)

B. HOW DO Al SYSTEMS WORK?

Al 15. Aware that search results, social media activity streams and content recom-
mendations are often ranked using Al algorithms (software rules followed by
computers) and models (simplified representations of the real world). (1.1)

Al 16. Aware that Al systems use statistics and algorithms to process (analyse) data
and generate outcomes (e.qg. predict what video the user might like to watch).
(1.3)

Al'17. ® Aware that sensors used in many digital technologies and applications
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(e.g. facial tracking cameras, virtual assistants, wearable technologies, mobile
phones, smart devices) automatically generate large amounts of data, includ-
ing personal data, that can be used to train an Al system. (1.3)

Al 18. Aware that Al systems can use personal tracking identifiers related to one’s
digital identity to combine multiple sources of data (e.g. mobile devices, wear-
able technology, IoT devices, digital environments). For example, by drawing on
mobile phone positioning data and a user profile, a display could offer adapt-
able advertisement to a person standing in front of it. (2.6)

What is Al?

Aware that “Al refers to machine-based systems that can, given a set of human-de-
fined objectives, make predictions, recommendations, or decisions that influence real
or virtual environments. Al systems interact with us and act on our environment, either
directly or indirectly. Often, they appear to operate autonomously, and can adapt their
behaviour by leamning about the context.” (UNICEF, 2021)

Al'19. ® Aware that Al is a product of human intelligence and decision-making (i.e.
humans choose, clean and encode the data, they design the algorithms, train
the models, and curate and apply human values to the outputs) and therefore
does not exist independently of humans. (5.1)

Al 20. Aware that what is usually meant by Al today is Machine Learning, which is
only one type of Al. What distinguishes Machine Learning from other types of
Al (e.g. rule-based Al and Bayesian networks) is that it requires huge amounts
of data. (5.1)

Al 21. Aware that some Al algorithms and models are created by human engineers,
while other Al algorithms and models are automatically created by Al systems
(e.g. huge amounts of data are used to ‘train’ the Al). (3.4)

Al 22. Aware that, while we often think of Al in human or physical terms, such as hu-
manoid robots, most Al is software and so is unseen by users. (5.4)

Al 23. ® Aware that Al is a constantly-evolving field, whose development and impact
is still very unclear. (5.4)

Al 24. Aware that there are many myths and exaggerated claims about Al, and that it is
important to dig beneath the headlines to achieve a better understanding. (5.4)

Al 25. ® Knows that Al per se is neither good nor bad. What determines whether the
outcomes of an Al system are positive or negative for society are how the Al
system is designed and used, by whom and for what purposes. (2.3)

Al 26. Aware that what Al systems can do easily (e.g. identify patterns in huge
amounts of data), humans are not able to do; while many things that humans
can do easily (e.g. understand, decide what to do, and apply human values), Al
systems are not able to do. (5.2)

Al 27. Recognises that Al tools designed to create images, writing and music depend
on humans (e.qg. to set the original parameters and select the outcomes), while
humans can use Al tools to enhance their creativity. (5.3)

Al 28. Aware that while most Al systems process data centrally (or ‘in the cloud’),
some distribute the processing across several devices (‘distributed Al’), while
others process the data on the device (e.g. a mobile phone) itself (‘edge Al’).
(1.3)

C. WHEN INTERACTING WITH Al SYSTEMS

Looking for information

Al 29. ® Knows how to formulate search queries to achieve the desired output when
interacting with conversational agents or smart speakers (e.qg. Siri, Alexa, Cor-
tana, Google Assistant), e.g. recognising that, for the system to be able to re-
spond as required, the query must be unambiguous and spoken clearly so that
the system can respond. (1.1)

Al 30. ® Able to recognise that some Al algorithms may reinforce existing views in
digital environments by creating “echo chambers” or “filter bubbles” (e.q. if a
social media stream favours a particular political ideology, additional recom-
mendations can reinforce that ideology without exposing it to opposing argu-
ments). (1.2)

Al 31. ® Weighs the benefits and disadvantages of using Al-driven search en-
gines (e.g. while they might help users find the desired information, they may



compromise privacy and personal data, or subject the user to commercial in-
terests). (1.1)

Using Al systems and Apps

Al 32.

Al 33.

Al 34.

Al 35.

Al 36.

Al 37.

Al 38.

® Open to Al systems supporting humans to make informed decisions in ac-
cordance with their goals (e.g. users actively deciding whether to act upon a
recommendation or not). (2.1)

® Able to interact and give feedback to the Al system (e.g. by giving user
ratings, likes, tags to online content) to influence what it next recommends
(e.g. to get more recommendations on similar movies that the user previously
liked. (2.1)

Knows that sometimes not reacting to the content that an Al system proposes
(e.g. on an activity stream) can also be taken as a signal by the system (e.g. an
indication that the user is not interested in that particular content). (2.1)

® Knows how to modify user configurations (e.g. in apps, software, digital plat-
forms) to enable, prevent or moderate the Al system tracking, collecting or
analysing data (e.g. not allowing the mobile phone to track the user’s location).
(2.6)

® Knows how and when to use machine translation solutions (e.g. Google
Translate, Deepl) and simultaneous interpretation apps (e.g. iTranslate) to get
a rough understanding of a document or conversation. However, also knows
that when the content requires an accurate translation (e.g. in healthcare, com-
merce or diplomacy), a more precise translation may be needed. (5.2)

® Aware that Al-driven speech-based technology enables the use of spoken
commands that can enhance the accessibility of digital tools and devices (e.q.
for those with mobility or visual limitations, limited cognition, language or
learning difficulties), however, languages spoken by smaller populations are
often not available, or perform worse, due to commercial prioritisation. (5.2)

® Knows how to incorporate Al edited/manipulated digital content in one’s own
work (e.g. incorporate Al generated melodies in one’s own musical composi-
tion). This use of Al can be controversial as it raises questions about the role of
Al in artworks, and for example, who should be credited. (3.2)
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Focusing on privacy and personal data

Al 39.

Al 40.

Al 41.

Al 42.

Al 43,

Al 44,

Al 45.

Al 46.

® Knows that the processing of personal data is subject to local regulations
such as the EU’s General Data Protection Regulation (GDPR) (e.qg. . voice inter-
actions with a virtual assistant are personal data in terms of the GDPR and can
expose users to certain data protection, privacy and security risks. (4.2)

® Weighs the benefits and risks of using biometric identification techniques
(e.g. fingerprint, face images) as they can affect safety in unintended ways. If
biometric information is leaked or hacked, it becomes compromised and can
lead to identity fraud. (4.1)

Aware that Al systems that rely on users’ personal data (e.g. voice assistants,
chatbots) might collect and process that data more than is necessary. This
would be considered ‘disproportionate’ and so would violate the principle of
proportionality specified by GDPR. (4.2)

Weighs the benefits and risks before activating a virtual assistant (e.g. Siri,
Alexa, Cortana, Google assistant) or Al-driven Intermnet of Things (IoT) devices
as they may expose personal daily routines and private conversations. (2.6)

® Weighs the benefits and risks before allowing third parties to process per-
sonal data (e.g. recognises that a voice assistant on a smartphone, that is used
to give commands to a robot vacuum cleaner, could give third parties - compa-
nies, governments, cybercriminals - access to the data). (4.2)

® [dentifies both the positive and negative implications of the use of all data
(collection, encoding and processing), but especially personal data, by Al-driven
digital technologies such as apps and online services. (2.6)

® Aware that everything that one shares publicly online (e.g. images, videos,
sounds) can be used to train Al systems. For example, commercial software
companies who develop Al facial recognition systems can use personal images
shared online (e.g. family photographs) to train and improve the software’s ca-
pability to automatically recognise those persons in other images, which might
not be desirable (e.g. might be a breach of privacy). (2.2)

Aware that an Al system can link different pieces of apparently anonymous in-
formation together, which can lead to de-anonymisation (i.e. the identification
of a particular person). (2.6)
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Al 47.
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Can help mitigate the risks of personal data breaches by expressing concerns
to relevant authorities relating to the usage of Al systems that collect data,
especially if there is a suspicion that there is a violation of the GDPR or when
the company does not make the information available. (4.2)

D. THE CHALLENGES AND ETHICS OF Al

Challenges

Al 48.

Al 49,

Al 50.

Al 51.

Al 52.

® Aware that Al algorithms might not be configured to provide only the infor-
mation that the user wants; they might also embody a commercial or political
message (e.g. to encourage users to stay on the site, to watch or buy some-
thing particular, to share specific opinions). This can also have negative conse-
quences (e.qg. reproducing stereotypes, sharing misinformation). (1.2)

® Aware that the data, on which Al depends, may include biases. If so, these
biases can become automated and worsened by the use of Al. For example,
search results about occupation may include stereotypes about male or fe-
male jobs (e.g. male bus drivers, female sales persons). (1.2)

® Aware that Al algorithms work in ways that are usually not visible or easily
understood by users. This is often referred to as “black box” decision-making as
it may be impossible to trace back how and why an algorithm makes specific
suggestions or predictions. (1.1)

® Knows that the term “deep-fakes” refers to Al-generated images, videos or
audio recordings of events or persons that did not really happen (e.g. speeches
by politicians, celebrity faces on pornographic imagery). They may be impossi-
ble to distinguish from the real thing. (1.2)

Aware that so-called “personalised” results (e.g. from search engines, social
media, content platforms) are based on patterns and averages of interactions
of millions of users. In other words, the Al system might predict group behav-
iour but not the behaviour of any one person, therefore the term personalised
might be misleading. (1.2)

Al 53.

Al 54.

Al 55.

Al 56.

Aware that the EU is striving to ensure that Al systems are trustworthy. How-
ever, not all Al systems are trustworthy and not all Al systems developed in the
world are regulated by the EU law (4.1).

Aware that the question of ownership of personal data in Al systems can be
controversial (e.g. the data created by people using social media or students
using Al systems in classrooms). The business models of many Al commercial
organisations depend on them being able to collate and analyse that data. Oth-
ers have argued that personal data belongs instead to the person who created
it (like any other copyrighted materials such as texts, images or music). (3.3)
Aware that Al systems are typically developed in English-speaking contexts
which means that they might work less accurately in non-English contexts.
For example, Al-based automatic translation systems work better with often
used languages (e.qg. English to Spanish) than less used ones (e.q. Slovenian to
Finnish). (2.5)

Aware that Al systems are typically developed by those from narrow demo-
graphic backgrounds (e.g. white males from higher-socio economic groups in
higher-income countries) which can mean that the systems they develop are
less sensitive to the needs of women, people from different ethnic minority
groups, lower socio-economic groups, people who require digital accessibili-
ty (e.g. with disabilities, functional limitations), or citizens from lower-income
countries. (2.5)

Ethics

Al'57.

Al 58.

® Considers the ethical consequences of Al systems throughout their life-cy-
cle: they include both the environmental impact (environmental consequences
of the production of digital devices and services) and societal impact (e.qg. plat-
formisation of work and algorithmic management that may repress workers’
privacy or rights; the use of low-cost labour for labelling images to train Al
systems). (4.4)

® Readiness to contemplate ethical questions related to Al systems (e.g. in
which contexts, such as sentencing criminals, should Al recommendations not
be used without human intervention?) (2.3)




Al 59.

Al 60.

Al 61.

® Aware that certain activities (e.g. training Al and producing cryptocurrencies
like Bitcoin) are resource intensive processes in terms of data and computing
power. Therefore, energy consumption can be high which can also have a high
environmental impact. (4.4)

Aware that Al-based technologies can be used to replace some human func-
tions (e.g. customer service), which might lead to some job losses or realloca-
tions, but that new jobs might be created to address new needs. (2.4)

® Considers ethics (including but not limited to human agency and oversight,
transparency, non-discrimination, accessibility, and biases and fairness) as one
of the core pillars when developing or deploying Al systems. (3.4)

E. ATTITUDES REGARDING HUMAN AGENCY AND CONTROL

Al 62.

Al 63.

Al 64.

Al 65.

Al 66.

® Open to Al systems supporting humans to make informed decisions in ac-
cordance with their goals (e.g. users actively deciding whether to act upon a
recommendation or not). (2.1)

® Recognises that while the application of Al systems in many domains is
usually uncontroversial (e.g. Al that helps avert climate change), Al that directly
interacts with humans and takes decisions about their life can often be contro-
versial (e.g. CV-sorting software for recruitment procedures, scoring of exams
that may determine access to education). (2.3)

® Knows that all EU citizens have the right to not be subject to fully automat-
ed decision-making (e.g. if an automatic system refuses a credit application,
the customer has the right to ask for the decision to be reviewed by a person).
See here (2.3)

Weighs the benefits of adopting the use of Al systems to improve the quality
of human interaction in communication (e.qg. use Al-generated replies to emails
might risk dehumanising interactions). (2.4)

Willing to collaborate with Al projects for social good in order to create value
for others (e.g. by sharing data so long as appropriate and robust controls are
in place). (2.2)

Al 67.

Al 68.

Al 69.

Al'70.

Al 71.

Al 72.

Al'73.
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Open to contribute to the improvement of Al systems by reporting errors, risks,
biases or misconceptions in data or outputs (e.g. image recognition software
being trained only on images of people belonging to certain groups). (1.3)

® Open to engage in collaborative processes to co-design and co-create new
products and services based on Al systems to support and enhance citizens’
participation in society. (5.3)

Willing to take part in citizen-led collective actions (e.g. through civic partici-
pation channels, opinion campaigns, voting, activism and advocacy) to initiate
changes in Al services and products (e.g. business models, developments). (5.3)
Aware that sometimes the best way to control an Al system (e.q. to protect
oneself and others), is to not interact with it or to turn it off. (5.1)

Interested in experimenting with various types of Al systems depending on
one’s own personal needs (e.g. virtual assistant, image analysis software,
speech and face recognition systems, autonomous cars, “embodied” Al such
as robots). (5.2)

® Has a disposition to keep learning, to educate oneself and stay informed
about Al (e.g to understand how Al algorithms work; to understand how au-
tomatic decision-making can be biased; to distinguish between realistic and
unrealistic Al; and to understand the difference between Artificial Narrow In-
telligence, i.e. today’s Al capable of narrow tasks such as game playing, and
Artificial General Intelligence, i.e. Al that surpasses human intelligence, which
still remains science fiction). (5.4)

Open and curious towards today’s emerging technologies and applications (e.q.
reads reviews about Virtual Reality, gaming, Al) and intentionally discusses

about their use with other people. (5.4)
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A3. REMOTE WORKING EXAMPLES

RW O1.

RW 02.

RW 03.

RW 04.

RW 05.

RW 06.

RW 07.

® Able to achieve effective communication in asynchronous (non-simul-
taneous) mode using digital tools (e.q. for reporting and briefing, sharing
ideas, giving feedback and advice, scheduling meetings, communicating
milestones). (2.1)

® Knows how to use digital tools for informal communication with col-
leagues in order to develop and maintain social relations (e.q. to reproduce
conversations such as those during face-to-face coffee breaks). (2.1)

® Knows how to share and show information from one’s own device (e.q.
show graphs from a laptop) to support a message being conveyed during a
real time online session (e.g. video conference). (2.2)

® Knows how to use digital tools and technologies in a remote working con-
text for idea generation and co-creation of digital content (e.g. shared mind
maps and whiteboards, polling tools). (2.4)

Can use digital tools for project management to plan, share tasks, resources
and responsibilities, coordinate activities, and monitor progress in a collabo-
rative remote working context, e.qg. digital calendar, time reporting, workflow
management tools. (2.4)

Observant about applying the corporate policies on data management and
security, device and privacy protection, etc., also when in remote and mobile
working contexts. (4.1)

Proactive in keeping clear boundaries between work and private life, and in
minimising risks related to remote working, e.g. practices good health hab-
its - exercise, pauses - to avoid technology addiction, sedentary behaviour,
prolonged isolation and bad eating habits. (4.3)

RW 08.

RW 0S.

RW 10.

RW 11.

RW 12.

Understands that remote online occupation (work or study) has benefits (e.q.
flexibility, location-independence, reduced commuting time) and risks, e.q.
lack of in person social contact, loss of clear boundaries between work and
leisure. (4.3)

Knows how to create a healthy and ergonomic space for remote work or
study, e.g. quiet environment, correct position of chair, table, keyboard,
mouse, monitor(s) and light, breaks and leisure time. (4.3)

Able to use digital tools to manage working time in a remote working con-
text, e.g. using personal productivity methods and tools; organising effec-
tively work-related activities avoiding interruptions and multi-tasking; es-
tablishing and managing distinct time slots for personal rest and personal
activities. (5.2)

Considers the importance of good practices and digital tools in self-man-
agement and organisation of tasks in less structured and less controlled re-
mote working contexts, e.g. multi-device calendars and task managers. (5.2)
Able to identify and assess individual and team members’ skills gaps for
remote working, and to provide suitable training methods and mentoring
mechanisms to meet them. (5.4)

A little red dot identifies

the examples included
in DigComp2.2




84

A4. ACCESSIBLE VERSION OF THE FRAMEWORK

Creating accessible digital resources is an important priority today
and a goal that everyone can contribute to. In the following pages
a fully accessible version of the DigComp 2.2 framework is made
available. The DigComp 2.2 Working Group on Accessibility, led

by Prof Luis Fernandez-Sanz (Universidad de Alcala), worked
relentlessly to help the DigComp community not only gain full
awareness of this challenge, but also put it into practice.

How to read it?

The DigComp framework is composed of 5 dimensions:

Dimension 1 outlines the competence areas of which the digital competence is
composed.They have a single-numbered title.

Dimension 2 details the titles of each competence and their descriptors, and
have a two-numbered title, eq 1.2.

Dimension 3 is used to describe the proficiency levels of each competence .

Dimension 4 and 5 describe various examples related to Dimension 2. They are
provided to add value and context and thus, they are not intended to be exhaus-
tive.

In Dimension 4, the examples relating to Artificial intelligence, Remote Working
and Digital Accessibility examples are indicated with (Al), (RW), (DA) at the end
of the example.

Dimension 5 provides use cases in the context of learning and education. Di-
mension 5 uses a “cascade” strategy: competence 1.2 has an example for level 1,
competence 1.3 for level 2, competence 2.1 for level 3, etc.
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DIMENSION 1: COMPETENCE AREA
1. INFORMATION AND DATA LITERACY

DIMENSION 2: COMPETENCE

1.1: BROWSING, SEARCHING AND FILTERING
DATA, INFORMATION AND DIGITAL CONTENT

To articulate information needs , to search for data,
information and content in digital environments,

to access them and to navigate between them. To
create and update personal search strategies.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:

« identify my information needs, find data, information and content
through a simple search in digital environments,

« find how to access these data, information and content and navigate between them,

« identify simple personal search strategies.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify my information needs,
« find data, information and content through a simple search in digital environments,

« find how to access these data, information and content and navigate between them.

« identify simple personal search strategies.

Intermediate level 3
On my own and solving straightforward problems, | can:

 explain my information needs,

» perform well-defined and routine searches to find data,
information and content in digital environments,

» explain how to access them and navigate between them,
explain well-defined and routine personal search strategies.

Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

e illustrate information needs,
 organise the searches of data, information and content in digital environments,
o describe how to access these data, information and
content, and navigate between them,
« organise personal search strategies.

Advanced level 5
As well as guiding others, | can:

« respond to information needs,

« apply searches to obtain data, information and content in digital environments,

» show how to access these data, information and content and navigate between them.
» propose personal search strategies.

Advanced level 6

At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

 assess information needs,

» adapt my searching strategy to find the most appropriate
data, information and content in digital environments,

« explain how to access these most appropriate data,
information and content and navigate among them,

 vary personal search strategies.

Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition that are related
to browsing, searching and filtering of data, information and digital content,

« integrate my knowledge to contribute to professional practice
and knowledge and guide others in browsing, searching
and filtering data, information and digital content.

Highly Specialised level 8
At the most advanced and specialised level, | can

« create solutions to solve complex problems with many interacting factors that
are related to browsing, searching and filtering data, information and digital content.

e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

1. Knows that some online content in search result may not be open access or freely
available and may require a fee or signing up for a service in order to access it.

2. Aware that online content that is available to users at no monetary
cost is often paid for by advertising or by selling the user’s data.

3. Aware that search results, social media activity streams and content
recommendations on the internet are influenced by a range of factors. These
factors include the search terms used, the context (e.g. geographical location), the
device (e.g. laptop or mobile phone), local requlations (which sometimes dictate
what can or cannot be shown), the behaviour of other users (e.g. trending searches
or recommendations) and the user’s past online behaviour across the internet.

4. Aware that search engines, social media and content platforms often use Al algorithms
to generate responses that are adapted to the individual user (e.qg. users continue
to see similar results or content). This is often referred to as “personalisation”. (Al)

5. Aware that Al algorithms work in ways that are usually not visible
or easily understood by users. This is often referred to as “black box”
decision-making as it may be impossible to trace back how and why
an algorithm makes specific suggestions or predictions. (Al)

Skills

6. Can choose the search engine that most likely meets one’s information needs as
different search engines can provide different results even for the same query.

7. Knows how to improve search results by using a search engine’s advanced
features (e.qg. specifying exact phrase, language, region, date last updated).

8. Knows how to formulate search queries to achieve the desired output when interacting
with conversational agents or smart speakers (e.g. Siri, Alexa, Cortana, Google
Assistant), e.q. recognising that, for the system to be able to respond as required, the
query must be unambiguous and spoken clearly so that the system can respond..(Al)

9. (Can make use of information presented as hyperlinks, in non-textual form (e.q.
flowcharts, knowledge maps) and in dynamic representations (e.g. data).

10. Develops effective search methods for personal purposes (e.g. to browse a list of most
popular films) and professional purposes (e.qg. to find appropriate job advertisements).
11. Knows how to handle information overload and “infodemic” (i.e.

increase of false or misleading information during a disease outbreak)
by adapting personal search methods and strategies.
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Attitudes

12. Intentionally avoids distractions and aims to avoid information overload
when accessing and navigating information, data and content.

13, Values tools designed to protect search privacy and other
rights of users (e.g. browsers such as DuckDuckGo).

14.  Weighs the benefits and disadvantages of using Al-driven search engines (e.q.
while they might help users find the desired information, they may compromise
privacy and personal data, or subject the user to commercial interests). (Al)

15.  Concerned that much online information and content may not be accessible
to people with a disability, for example to users who rely on screen
reader technologies to read aloud the content of a web page (DA).

DIMENSION 5: USE CASES

Employment Scenario: Job seeking process
Foundation level 1: with help from an employment adviser

« | can identify, from a list, those job portals which can help me look for a job.

« | can also find these job portals in my smartphone’s app
store, and access and navigate between them.

» From a list of generic keywords for job seeking available in a blog on job
hunting, | can also identify the keywords that are useful for me.

Learning Scenario: Prepare a short report on a specific topic
Foundation level 1: with help from my teacher

« | can identify websites, blogs and digital databases from a list in
my digital textbook to look for literature on the report topic.

« | can also identify literature on the report topic in these websites, blogs
and digital databases, and access and navigate among them.

» Using a list of generic keywords and tags available in my digital textbook, | can also
identify those which would be useful for finding literature on the report topic.
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DIMENSION 1: COMPETENCE AREA
1. INFORMATION AND DATA LITERACY

DIMENSION 2: COMPETENCE

1.2: EVALUATING DATA, INFORMATION
AND DIGITAL CONTENT

To analyse, compare and critically evaluate the
credibility and reliability of sources of data, information
and digital content. To analyse, interpret and critically
evaluate the data, information and digital content.

DIMENSION 3: PROFICIENCY LEVEL
Foundation level 1
At basic level and with guidance, | can:

 detect the credibility and reliability of common sources
of data, information and their digital content.

Foundation level 2

At basic level and with autonomy and appropriate guidance where needed, | can:

 detect the credibility and reliability of common sources
of data, information and their digital content.
Intermediate level 3
On my own and solving straightforward problems, | can:

» perform the analysis, comparison and evaluation of the credibility and
reliability of well-defined sources of data, information and digital content.

» perform the analysis, interpretation and evaluation of
well-defined data, information and digital content
Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« perform the analysis, comparison and evaluation of
sources of data, information and digital content.

« perform the analysis, interpretation and evaluation
of data, information and digital content.

Advanced level 5
As well as guiding others, | can:
 carry out an evaluation of the credibility and reliability of

different sources of data, information and digital content.
« carry out an evaluation of different data, information and digital content.

Advanced level 6

At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

« critically assess the credibility and reliability of sources
of data, information and digital content.
« critically assess data, information and digital content.

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition that
are related to analysing and evaluating credible and reliable sources
of data, information and content in digital environments.

« integrate my knowledge to contribute to professional practices and
knowledge and to guide others in the analysis and evaluation of the credibility
and reliability of data, information and digital content and their sources.

Highly Specialised level 8
At the most advanced and specialised level, | can:
» create solutions to solve complex problems with many interacting

factors that are related to analysing and evaluating credible and reliable
sources of data, information and content in digital environments.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

16.  Aware that online environments contain all types of information and
content including misinformation and disinformation, and even if a topic
is widely reported it does not necessarily mean it is accurate.

17. Understands the difference between disinformation (false information
with the intent to deceive people) and misinformation (false
information regardless of intent to deceive or mislead people).

18. Knows the importance of identifying who is behind information found on the internet
(e.g. on social media) and verifying it by checking multiple sources, to help recognise
and understand point of view or bias behind particular information and data sources.

19.  Aware of potential information biases caused by various factors (e.qg. data,
algorithms, editorial choices, censorship, one’s own personal limitations).

20. Knows that the term “deep-fakes” refers to Al-generated images, videos
or audio recordings of events or persons that did not really happen
(e.q. speeches by politicians, celebrity faces on pornographic imagery).
They may be impossible to distinguish from the real thing. (Al)

21. Aware that Al algorithms might not be configured to provide only the
information that the user wants; they might also embody a commercial or
political message (e.qg. to encourage users to stay on the site, to watch or buy
something particular, to share specific opinions). This can also have negative
conseguences (e.qg. reproducing stereotypes, sharing misinformation). (Al)

22.  Aware that the data, on which Al depends, may include biases. If so,
these biases can become automated and worsened by the use of Al. For
example, search results about occupation may include stereotypes about
male or female jobs (e.g. male bus drivers, female sales persons). (Al)

Skills

23, Carefully considers the top/first search results in both text-based and
audio searches, as they may reflect commercial and other interests
rather than be the most appropriate results for the query.

24, Knows how to differentiate sponsored content from other content online
(e.g. recognising advertisements and marketing messages on social
media or search engines) even if it is not marked as sponsored.

25.  Knows how to analyse and critically evaluate search results and social
media activity streams, to identify their origins, to distinguish fact-reporting
from opinion, and to determine whether outputs are truthful or have
other limitations (e.g. economic, political, religious interests).
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26.  Knows how to find the author or the source of the information, to verify
whether it is credible (e.g. an expert or authority in a relevant discipline).

27. Able to recognise that some Al algorithms may reinforce existing views in digital
environments by creating “echo chambers” or “filter bubbles” (e.g. if a social
media stream favours a particular political ideology, additional recommendations
can reinforce that ideology without exposing it to opposing arguments). (Al)

Attitudes

28. Inclined to ask critical questions in order to evaluate the quality of online information,
and concerned about purposes behind spreading and amplifying disinformation.

29. Willing to fact-check a piece of information and assess its
accuracy, reliability and authority, while preferring primary sources
over secondary sources of information where possible.

30. Carefully considers the possible outcome before clicking a link.
Some links (e.g. compelling titles) could be “clickbait” that takes the
user to sponsored or unwanted content (e.g. pornography).

DIMENSION 5: USE CASES

Employment Scenario: Job seeking process
Foundation level 1: with help from an employment adviser

« | canidentify in a list of job portals and apps a friend has found
in an employment office’s blog, those that are commonly used
because they have credible and reliable job offers.

Learning Scenario: Prepare a short report on a specific topic
Foundation level 1: with help from my teacher

e | can identify, from a list in my textbook of blogs and digital
databases containing available literature, those that are
commonly used because they are credible and reliable.
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DIMENSION 1: COMPETENCE AREA
1. INFORMATION AND DATA LITERACY

DIMENSION 2: COMPETENCE

1.3: MANAGING DATA, INFORMATION
AND DIGITAL CONTENT

To organise, store and retrieve data, information,
and content in digital environments. To organise and
process them in a structured environment.

DIMENSION 3: PROFICIENCY LEVEL
Foundation level 1
At basic level and with quidance, | can:

« identify how to organise, store and retrieve data, information
and content in a simple way in digital environments.

» recognise where to organise them in a simple way in a structured environment.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify how to organise, store and retrieve data, information
and content in a simple way in digital environments.

» recognise where to organise them in a simple way in a structured environment.

Intermediate level 3
On my own and solving straightforward problems, | can:

« select data, information and content in order to organise, store and
retrieve them in a routine way in digital environments.

¢ organise them in a routine way in a structured environment.

Intermediate level 4

Independently, according to my own needs, and solving
well-defined and non-routine problems, | can:

 organise information, data and content to be easily stored and retrieved.
 organise information, data and content in a structured environment.

Advanced level 5
As well as guiding others, | can:

« manipulate information, data and content for their
easier organisation, storage and retrieval.
 carry out their organisation and processing in a structured environment.

Advanced level 6

At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

« adapt the management of information, data and content for
the most appropriate easy retrieval and storage.

 adapt them to be organised and processed in the most
appropriate structured environment.

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition
that are related to managing data, information, and content for their
organisation, storage and retrieval in a structured digital environment.

« integrate my knowledge to contribute to professional practices
and knowledge and to guide others in managing data, information
and digital content in a structured digital environment.

Highly Specialised level 8
At the most advanced and specialised level, | can:

» create solutions to solve complex problems with many interacting
factors that are related to managing data, information, and content for their
organisation, storage and retrieval in a structured digital environment.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

31.

32.

33.

34.

35.

Skills
36.

37.

38.

39.

40.

Aware that many applications on the internet and mobile phones collect and process
data (personal data, behavioural data and contextual data) that the user can access
or retrieve, for example, to monitor their activities online (e.g. clicks in social media,
searches on Google) and offline (e.g. daily steps, bus rides on public transport).

Aware that for data (e.g. numbers, text, images, sounds) to be processed by
a program, they have to be first properly digitised (i.e. digitally encoded).

Knows that data collected and processed, for example by online
systems, can be used to recognise patterns (e.g. repetitions) in new data
(i.e. other images, sounds, mouse clicks, online behaviours) to further
optimise and personalise online services (e.q. advertisements).

Aware that sensors used in many digital technologies and applications
(e.g. facial tracking cameras, virtual assistants, wearable technologies,
mobile phones, smart devices) generate large amounts of data, including
personal data, that can be used to train an Al system. (Al)

Knows that open data repositories exist where anyone can get data
to support some problem solving activities (e.g. citizens can use open
data to generate thematic maps or other digital content).

Knows how to collect digital data using basic tools such as online forms,
and present them in an accessible way (e.g. using headers in tables).

Can apply basic statistical procedures to data in a structured
environment (e.qg. spreadsheet) to produce graphs and other
visualisations (e.g. histograms, bar charts, pie charts).

Knows how to interact with dynamic data visualisation and can manipulate
dynamic graphs of interest (e.g. as provided by Eurostat, government websites).

Can differentiate between different types of storage locations (local devices, local
network, cloud) that are the most appropriate to use (e.g. data on the cloud is
available anytime and from anywhere, but has implications for access time).

Can use data tools (e.g. databases, data mining, analysis
software) designed to manage and organise complex information,
to support decision-making and solving problems.

Attitudes

41.

Considers transparency when manipulating and presenting data to
ensure reliability, and spots data that are expressed with underlying
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motives (e.g. unethical, profit, manipulation) or in misleading ways.

42. 42 .\Watchful of accuracy when evaluating sophisticated representations
of data (e.g. tables or visualisations as they could be used to mislead
one’s judgement by trying to give a false sense of objectivity.

DIMENSION 5: USE CASES

Employment Scenario: Job seeking process
Foundation level 2: at home with my sister who | ask whenever | need

« | can identify how and where to organise and keep track of job ads
in a job app (e.g. www.indeed.com) of my smartphone in order to
retrieve them when | need them along my job seeking.

Learning Scenario: Prepare a short report on a specific topic
Foundation level 2: in the classroom with my teacher who | can consult whenever | need

« | can identify an app in my tablet to organise and store links to those
websites, blogs and digital databases related with a specific topic of
literature and use it to retrieve them when needed for my report.
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE

2.1: INTERACTING THROUGH
DIGITAL TECHNOLOGIES

To interact through a variety of digital
technologies and to understand appropriate digital
communication means for a given context.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:
« select simple digital technologies to interact, and
« identify appropriate simple communication means for a given context.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:
« select simple digital technologies to interact, and
« identify appropriate simple communication means for a given context.
Intermediate level 3
On my own and solving straightforward problems, | can:
« perform well-defined and routine interactions with digital technologies, and
« select well-defined and routine appropriate digital
communication means for a given context.
Intermediate level 4
Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« select a variety of digital technologies to interact, and

« select a variety of appropriate digital communication means for a given context.

Advanced level 5
As well as quiding others, | can:

« use a variety of digital technologies in order to interact,
« show others the most appropriate digital communication means for a given context

Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» adapt a variety of digital technologies for the most appropriate interaction, and
» adapt the most appropriate communication means for a given context.

Highly Specialised level 7
At highly specialised level, | can:

 create solutions to complex problems with limited definition that are related
to interacting through digital technologies and digital communication means.

» integrate my knowledge to contribute to professional practices and
knowledge and to guide others in the interaction through digital technologies.
Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors that
are related to interacting through digital technologies and digital communication means

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

43.

44,

45.

46.

Skills
47.

48.

49.

50.

51.

52.

Knows that many communication services (e.g. instant messaging)
and social media are free of charge because they are partly

paid for by advertising and monetising user data.

Aware that many communication services and digital environments
(e.g. social media) use mechanisms such as nudging, gamification
and manipulation to influence user behaviour.

Aware which communication tools and services (e.g. phone, email, video conference,
social network, podcast) are appropriate in specific circumstances (e.g. synchronous,

asynchronous), depending on the audience, context and purpose of the communication.

Aware that some tools and services also provide an accessibility statement. (DA)

Aware of the need to formulate messages in digital environments so that
they are easily understandable by the targeted audience or the recipient.

Knows how to use a variety of videoconferencing features (e.g.
moderating a session, recording audio and video).

Able to achieve effective communication in asynchronous (non-simultaneous)
mode using digital tools (e.q. for reporting and briefing, sharing ideas, giving
feedback and advice, scheduling meetings, communicating milestones). (RW)

Knows how to use digital tools for informal communication with colleagues
in order to develop and maintain social relations (e.qg. to reproduce
conversations such as those during face-to-face coffee breaks). (RW)

Knows how to identify signs that indicate whether one is
communicating with a human or an Al-based conversational agent
(e.g. when using text- or voice-based chatbots). (Al)

Able to interact and give feedback to the Al system (e.g. by giving user ratings,
likes, tags to online content) to influence what it next recommends (e.g. to get
more recommendations on similar movies that the user previously liked). (Al)

Considers the need to balance asynchronous and synchronous
communication activities (e.g. to minimise video conferencing fatigue,
to respect co-workers time and preferred working hours).

Attitudes

53.

Willing to listen to others and to engage in online conversations with
confidence, clarity and reciprocity, both in personal and social contexts.

54. Open to Al systems supporting humans to make informed

decisions in accordance with their goals (e.g. users actively deciding
whether to act upon a recommendation or not). (Al)

55.  Willing to adapt an appropriate communication strategy depending on
the situation and digital tool: verbal strategies (written, oral language),
non-verbal strategies (body language, facial expressions, tone of voice),
visuals strategies (signs, icons, illustrations) or mixed strategies.
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DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Intermediate level 3: by myself

« | can interact with participants and other colleagues using my corporate email
account app on my smartphone in order to organise an event for my company.
¢ | can also select options available in my email suite to organise
the event, such as sending calendar invitations.
« | can fix problems, e.g. an incorrect email address.

Learning Scenario: Prepare group work with my classmates
Intermediate level 3: by myself

« | can use a commonly-used chat on my smartphone (e.qg. Facebook messenger
or WhatsApp) to talk to my classmates and organise group work.

« | can choose other digital communication means on the classroom tablet (e.g. my
classroom forum) that could be useful to talk about the details of organising group work.

« | can fix problems such as adding or deleting members to the chat group.
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE
2.2: SHARING THROUGH DIGITAL TECHNOLOGIES

To share data, information and digital content with others through
appropriate digital technologies. To act as an intermediary,
to know about referencing and attribution practices.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

» recognise simple appropriate digital technologies to
share data, information and digital content.

« identify simple referencing and attribution practices.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

» recognise simple appropriate digital technologies to
share data, information and digital content.

« identify simple referencing and attribution practices.
Intermediate level 3
On my own and solving straightforward problems, | can:
« select well-defined and routine appropriate digital technologies
to share data, information and digital content.

» explain how to act as an intermediary for sharing information and
content through well-defined and routine digital technologies,

« illustrate well-defined and routine referencing and attribution practices.
Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« manipulate appropriate digital technologies to share
data, information and digital content.

« explain how to act as an intermediary for sharing information
and content through digital technologies,

« illustrate referencing and attribution practices.

Advanced level 5
As well as guiding others, | can:
« share data, information and digital content through
a variety of appropriate digital tools,

» show others how to act as an intermediary for sharing
information and content through digital technologies.

 apply a variety of referencing and attribution practices.
Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» assess the most appropriate digital technologies to share information and content.
» adapt my intermediation role,
« vary the use of the more appropriate referencing and attribution practices.

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition
that are related to sharing through digital technologies.

« integrate my knowledge to contribute to professional practices and
knowledge and guide others in sharing through digital technologies.
Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting
factors that are related to sharing through digital technologies.

e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

56.

57.

Skills
58.

59.

60.

61.

62.
63.

Aware that everything that one shares publicly online (e.g. images, videos,
sounds) can be used to train Al systems. For example, commercial software
companies who develop Al facial recognition systems can use personal
images shared online (e.g. family photographs) to train and improve the
software’s capability to automatically recognise those persons in other images,
which might not be desirable (e.g. might be a breach of privacy). (Al)

Knows the role and responsibilities of the online facilitator to structure

and guide a discussion group (e.g. how to act as an intermediary when
sharing information and digital content in digital environments).

Knows how to share digital content (e.g. pictures) across multiple
devices (e.g. from smartphones to cloud services).

Knows how to share and show information from one’s own device (e.g.
show graphs from a laptop) to support a message being conveyed
during a real time online session (e.g. video conference). (RW)

Able to select and restrict with whom the content is shared (e.g. giving access only

to friends on social media, allowing only co-workers to read and comment on a text).

Knows how to curate content on content sharing platforms so as to add value for

oneself and others (e.qg. shares music playlists, shares comments on online services).

Knows how to acknowledge the original source and authors of shared content.

Knows how to flag or report disinformation and misinformation to fact-checking
organisations and to social media platforms in order to stop it spreading.

Attitudes

64.

65.
66.

Willing to share expertise on the internet, for example through intervening in online
forums, contributing to Wikipedia or through creating Open Educational Resources.

Open towards sharing digital content that might be interesting and useful to others.

Inclined not to share digital resources if not able to cite
their author or source in an appropriate manner.
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DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Intermediate level 4

« | can use my company’s digital storage system to share the event’s
agenda with the list of participants | created on my PC.

« | can show my colleagues on their smartphones how to access and
share the agenda using my organisation’s digital storage system.

« | can show my boss examples on her tablet of the digital
sources | use to design the event's agenda.

« | can respond to any issue while | am doing these activities, such as
unexpected problems with sharing the agenda with the participants.

Learning Scenario: Prepare group work with my classmates
Intermediate level 4

« | can use a cloud-based storage system (e.qg. Dropbox, Google
Drive) to share material with other members of my group.
« | can explain to other members of my group, using the class laptop,
how | share the material in the digital storage system.
« | can show my teacher, on her tablet, the digital sources
| use to prepare the material for group work.
« While I am doing these activities, | can solve any issue that may arise such as solving
problems to do with storage or sharing material with other members of my group.
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE

2.5: ENGAGING IN CITIZENSHIP
THROUGH DIGITAL TECHNOLOGIES

To participate in society through the use of public
and private digital services. To seek opportunities for
self-empowerment and for participatory citizenship
through appropriate digital technologies.

DIMENSION 3: PROFICIENCY LEVEL
Foundation level 1
At basic level and with guidance, | can:

« identify simple digital services in order to participate in society.

» recognise simple appropriate digital technologies to empower
myself and to participate in society as a citizen.

Foundation level 2

At basic level and with autonomy and appropriate guidance where needed, | can:

« identify simple digital services in order to participate in society.

» recognise simple appropriate digital technologies to empower
myself and to participate in society as a citizen.

Intermediate level 3
On my own and solving straightforward problems, | can:

« select well-defined and routine digital services in order to participate in society.

« indicate well-defined and routine appropriate digital technologies
to empower myself and to participate in society as a citizen.
Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« select digital services in order to participate in society.
« discuss appropriate digital technologies to empower
myself and to participate in society as a citizen.
Advanced level 5
As well as guiding others, | can:
« propose different digital services to participate in society.
« use appropriate digital technologies to empower myself
and to participate in society as a citizen.
Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:
« vary the use of the most appropriate digital services in order to participate in society.
« vary the use of the most appropriate digital technologies to
empower myself and to participate in society as a citizen.
Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition that
are related to engaging in citizenship through digital technologies.
« integrate my knowledge to contribute to professional practices and knowledge
and guide others in engaging in citizenship through digital technologies.
Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors
that are related to engaging in citizenship through digital technologies.
e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

67. Knows about different types of digital services on the internet: public ones (e.q.
services to consult tax information or make an appointment in the health care
centre), community-based services (e.g. knowledge repositories such as Wikipedia,
map services such as Open Street Map, environmental monitoring services such
as Sensor Community) and private services (e.g. e-commerce, online banking).

68. Knows that a secure electronic identification, (e.g. identity cards which
contain digital certificates), enables citizens to increase safety when using
online services provided by the government or by the private sector.

69. Knows that all EU citizens have the right to not be subject to fully automated
decision-making (e.g. if an automatic system refuses a credit application, the
customer has the right to ask for the decision to be reviewed by a person). (Al)

70. Recognises that while the application of Al systems in many domains is
usually uncontroversial (e.g. Al that helps avert climate change), Al that
directly interacts with humans and takes decisions about their life can
often be controversial (e.g. CV-sorting software for recruitment procedures,
scoring of exams that may determine access to education). (Al)

71. Knows that Al per se is neither good nor bad. What determines whether the
outcomes of an Al system are positive or negative for society are how the
Al system is designed and used, by whom and for what purposes. (Al)

72.  Aware of civil society platforms on the internet that offer opportunities for citizens
to participate in actions targeting global developments to reach sustainability
goals on local, regional, national, European and international level.

73.  Aware of the role of traditional (e.g. newspapers, television) and new forms
of media (e.g. social media, the internet) in democratic societies.
Skills

74.  Knows how to acquire certificates from a certification authority
(CA) for the purpose of a secure electronic identification.

75.  Knows how to monitor public spending of local and national government (e.q.
through open data on the government’s website and open data portals).

76.  Knows how to identify areas where Al can bring benefits to various aspects of
everyday life. For example, in healthcare, Al might contribute to early diagnosis,
while in agriculture, it might be used to detect pest infestations. (Al)

77. Knows how to engage with others through digital technologies for the sustainable

development of society (e.g. create opportunities for joint action across communities,

sectors and regions with different interests in sustainability challenges) with an
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awareness of technology ‘s potential for both inclusion/participation and exclusion.

Attitudes

78.  Open to change one’s own administrative routines and adopt digital
procedures when dealing with government and public services.

79. Readiness to contemplate ethical questions related to Al systems
(e.g. in which contexts, such as sentencing criminals, should Al
recommendations not be used without human intervention)? (Al)

80. Considers responsible and constructive attitudes on the intermet as
they are the foundation for human rights. Together with values such
as respect for human dignity, freedom, democracy and equality”

81. Proactive about using the internet and digital technologies to seek opportunities
for constructive participation in democratic decision-making and civic
activities (e.g. by participating in consultations organised by municipality,
policy-makers, NGOs; signing a petition using a digital platform).

DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Advanced level 5

« | can propose and use different media strategies (e.qg. Survey on FaceBook, Hastags
on Instagram and Twitter) to empower the citizens of my city to participate in
defining the main topics of an event on the use of sugar in food production.

« | can inform my colleagues about these strategies and show them
how to use a particular one to empower citizens to participate.

Learning Scenario: Prepare group work with my classmates
Advanced level 5

« | can propose and use different micro-blogs (e.qg. Twitter), blogs and wikis,
for a public consultation regarding social inclusion of migrants in my
neighbourhood to collect proposals on the topic of the group work.

« | can inform my classmates about these digital platforms and guide them on how to
use a particular one to empower citizenship participation in their neighbourhood.
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE

2.4: COLLABORATING THROUGH
DIGITAL TECHNOLOGIES

To use digital tools and technologies for collaborative
processes, and for co-construction and co-
creation of data, resources and knowledge.

DIMENSION 3: PROFICIENCY LEVEL
Foundation level 1
At basic level and with quidance, | can:
» choose simple digital tools and technologies for collaborative processes.

Foundation level 2

At basic level and with autonomy and appropriate guidance where needed, | can:

» choose simple digital tools and technologies for collaborative processes.

Intermediate level 3
On my own and solving straightforward problems, | can:

« select well-defined and routine digital tools and
technologies for collaborative processes.

Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« select digital tools and technologies for collaborative processes.

Advanced level 5
As well as guiding others, | can:

« propose different digital tools and technologies for collaborative processes.

Advanced level 6

At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

« vary the use of the most appropriate digital tools and
technologies for collaborative processes.

» choose the most appropriate digital tools and technologies for co-
constructing and co-creating data, resources and knowledge.

Highly Specialised level 7
At highly specialised level, | can:
 create solutions to complex problems with limited definition that are

related to using collaborative processes and co-construction and co-creation
of data, resources and knowledge through digital tools and technologies.

« integrate my knowledge to contribute to professional practice and
knowledge and guide others in collaborating through digital technologies.
Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors

that are related to using collaborative processes and co-construction and co-
creation of data, resources and knowledge through digital tools and technologies.

e propose new ideas and processes to the field.
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DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

82. Aware of the advantages of using digital tools and technologies

for remote collaborative processes (e.g. reduced commuting time,
join specialised skills together regardless of location).

83. Understands that in order to co-create digital content with other people, good

Skills
84.

85.

86.

87.

88.

social skills (e.qg. clear communication, ability to clarify misunderstandings) are
important to compensate for the limitations of online communication .

Knows how to use digital tools in a collaborative context to plan and share
tasks and responsibilities within a group of friends, a family or a sport or
work team (e.qg. digital calendar, planners for trips and leisure activities).

Knows how to use digital tools to facilitate and improve collaborative processes, for

example through shared visual boards and digital canvases (e.g. Mural, Miro, Padlet).

Knows how to engage collaboratively in a wiki (e.g. negotiate opening a new entry
on a subject that is missing from Wikipedia to increase public knowledge).

Knows how to use digital tools and technologies in a remote working
context for idea generation and co-creation of digital content (e.q.
shared mind maps and whiteboards, polling tools). (RW)

Knows how to evaluate the advantages and disadvantages of digital
applications for making collaboration effective (e.q. the use of online
spaces for co-creation, shared project management tools).

Attitudes

89.

90.

S1.

Encourages everyone to express their own opinions constructively
when collaborating in digital environments.

Acts in trustworthy ways to achieve group goals when engaging
in co-construction of resources or knowledge.

Inclined to use appropriate digital tools for fostering collaboration between the
members of a team while, at the same time, ensuring digital accessibility. (DA)

DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Advanced level 6

« | can use the most appropriate digital tools at work (e.g. Dropbox, Google
Drive, wiki) to create with my colleagues a leaflet and a blog on the event.

« | can also differentiate between appropriate and inappropriate digital tools for
collaborative processes. The latter are those tools that do not address the purpose and
scope of the task - e.g. two people editing text simultaneously using a wiki is impractical.

« | can overcome unexpected situations that can arise in the digital environment
when co-creating the leaflet and the blog (e.g. controlling access to edit
documents or a colleague cannot save changes to the material).

Learning Scenario: Prepare group work with my classmates
Advanced level 6

» | can use the most appropriate digital resources in order to create a video
related to the work on my tablet with my classmates. | can also differentiate
between appropriate and inappropriate digital resources to create this
video and work in a digital environment together with classmates.

« | can overcome unexpected situations that arise on the digital environment
when co-creating data and content and making a video on group
work. (e.g. a file is not updating the changes made by the members, a
member doesn’'t know how to upload a file in the digital tool).
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE
2.5:NETIQUETTE

To be aware of behavioural norms and know-how while
using digital technologies and interacting in digital
environments. To adapt communication strategies to
the specific audience and to be aware of cultural and
generational diversity in digital environments.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:

« differentiate simple behavioural norms and know-how while using
digital technologies and interacting in digital environments.

» choose simple communication modes and strategies adapted to an audience and
« differentiate simple cultural and generational diversity

aspects to consider in digital environments.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« differentiate simple behavioural norms and know-how while using
digital technologies and interacting in digital environments.

» choose simple communication modes and strategies adapted to an audience and
« differentiate simple cultural and generational diversity
aspects to consider in digital environments.
Intermediate level 3
On my own and solving straightforward problems, | can:

« clarify well-defined and routine behavioural norms and know-how while
using digital technologies and interacting in digital environments.

» express well-defined and routine communication strategies adapted to an audience.

« describe well-defined and routine cultural and generational
diversity aspects to consider in digital environments.

Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« discuss behavioural norms and know-how while using digital
technologies and interacting in digital environments.
« discuss communication strategies adapted to an audience and
» discuss cultural and generational diversity aspects to consider in digital environments.

Advanced level 5
As well as guiding others, | can:

« apply different behavioural norms and know-how while using
digital technologies and interacting in digital environments.

« apply different communication strategies in digital
environments adapted to an audience and

« apply different cultural and generational diversity
aspects to consider in digital environments.

Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» adapt the most appropriate behavioural norms and know-how while
using digital technologies and interacting in digital environments.

» adapt the most appropriate communication strategies
in digital environments to an audience and

« apply different cultural and generational diversity aspects in digital environments.
Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition

that are related to digital etiquettes respectful of different
audiences and cultural and generational diversity.

« integrate my knowledge to contribute to professional practice
and knowledge and guide others in digital etiquette

Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many



interacting factors that are related to digital etiquettes respectful
to different audiences and cultural and generational diversity.

» propose new ideas and processes to the field.

affiliations, backgrounds, beliefs, values, opinions or personal circumstances;

open to the perspectives of others even if they differ from one’s own.
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DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

92.  Aware of the meaning of non-verbal messages (e.g. smiley faces, emojis) used
in digital environments (e.g. social media, instant messaging) and knowing
that their use can culturally differ between countries and communities.

93.  Aware of the existence of some expected rules about one’s behaviour
when using digital technologies (e.g. using audio headsets instead of
loudspeakers when taking calls in public places or listening to music).

94. Understands that inappropriate behaviours in digital environments (e.q.
drunken, being overly intimate and other sexually explicit behaviour) can
damage social and personal aspects of lives over a long term.

95. Aware that adapting one’s behaviour in digital environments depends
on one’s relationship with other participants (e.q. friends, co-workers,
managers) and the purpose in which the communication takes place (e.q.
to instruct, inform, persuade, order, entertain, inquire, socialise).

96. Aware of accessibility requirements when communicating in digital environments
so that communication is inclusive and accessible for all users (e.g. for people with
disabilities, older people, those with low literacy, speakers of another language). (DA)

Skills

97. Knows how to stop receiving unwanted disturbing messages or emails.
98. Able to manage one’s feelings when talking with other people on the internet.

99.  Knows how to recognise hostile or derogatory messages or activities online
that attack certain individuals or groups of individuals (e.g. hate speech).

100. Can manage interactions and conversations in different socio-
cultural contexts and domain-specific situations.

Attitudes

101. Believes that it is necessary to define and share rules within digital communities
(e.g. explain codes of conduct for creating, sharing or posting content).

102. Inclined to adopt an empathic perspective in communication (e.g. being
responsive to another person’s emotions and experiences, negotiating
disagreements to build and sustain fair and respectful relationships).

103. Open to and respectful of the views of people on the internet with different cultural

DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Highly specialised level 7

» While organising an event for my organisation, | can solve problems
that arise while writing and communicating in digital environments, (e.q.
inappropriate comments about my organisation in a social network).

e | can create rules from this practice for my current and future
colleagues to implement and use as a quide.

Learning Scenario: Prepare group work with my classmates
Highly specialised level 7

« | can solve problems of etiquette that arise with my classmates
while using a digital collaborative platform (blog, wiki, etc.) for
group work (e.q. classmates criticising each other).
« | can create rules for appropriate behaviour while working online as a group
which can be used and shared in the school’s digital leaming environment.
| can also guide my classmates as to what constitutes appropriate
digital behaviour while working with others on a digital platform.
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DIMENSION 1: COMPETENCE AREA
2. COMMUNICATION AND COLLABORATION

DIMENSION 2: COMPETENCE
2.6: MANAGING DIGITAL IDENTITY

To create, and manage one or multiple digital identities, to be able
to protect one’s own reputation, to deal with the data that one
produces through several digital tools, environments and services.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

« identify a digital identity,

» describe simple ways to protect my reputation online,

 recognise simple data | produce through digital tools, environments or services.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify a digital identity,

» describe simple ways to protect my reputation online,

» recognise simple data | produce through digital tools, environments or services.
Intermediate level 3
On my own and solving straightforward problems, | can:

« discriminate a range of well-defined and routine digital identities,

» explain well-defined and routine ways to protect my reputation online,

« describe well-defined data | routinely produce through

digital tools, environments or services.

Intermediate level 4
Independently, according to my own needs, and solving well-

defined and non-routine problems, | can:

« display a variety of specific digital identities,
« discuss specific ways to protect my reputation online,
» manipulate data | produce through digital tools, environments or services.

Advanced level 5
As well as quiding others, | can:
 use a variety of digital identities,

« apply different ways to protect my reputation online,
« use data | produce through several digital tools environment and services.

Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:
« discriminate multiple digital identities,
« explain the more appropriate ways to protect one’s own reputation,
» change the data produced through several tools, environments and services.

Highly Specialised level 7
At highly specialised level, | can:

 create solutions to complex problems with limited definition that are related
to managing digital identities and protection of people’s online reputation.

« integrate my knowledge to contribute to professional practice
and knowledge and guide others in managing digital identity.
Highly Specialised level t8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors that
are related to managing digital identities and protection of people’s online reputation.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

104.

105.

106.

107.

Skills
108.

108.

110.

111.

112.

113.

Aware that digital identity refers to (1) the method of authenticating a user on a

website or an online service, and also to (2) a set of data identifying a user by means

of tracing their digital activities, actions and contributions on the internet or digital
devices (e.g. pages viewed, purchase history), personal data (e.g. name, username,

profile data such as age, gender, hobbies) and context data (e.g. geographical location).

Aware that Al systems collect and process multiple types of user data (e.q.
personal data, behavioural data and contextual data) to create user profiles
which are then used, for example, to predict what the user might want to see
or do next (e.g. offer advertisements, recommendations, services). (Al)

Knows that in the EU, one has the right to ask a website’s or search
engine’s administrators to access personal data held about you (right
of access), to update or correct them (right of rectification), or remove
them (right of erasure, also known as the Right To Be Forgotten) .

Aware that there are ways to limit and manage the tracking of one’s
activities on the internet, such as software features (e.g. private browsing,
deletion of cookies) and privacy-enhancing tools and product/service features
(e.g. custom consent for cookies, opting out of personalised ads).

Knows how to create and manage profiles in digital environments for personal
purposes (e.q. civic participation, e-commerce, social media use) and professional
purposes (e.q. create a profile on an online employment platform).

Knows how to adopt information and communication practices in order
to build a positive online identity (e.g. by adopting healthy, safe and
ethical behaviours, such as avoiding stereotypes and consumerism).
Able to conduct an individual or family name search in order to inspect
one’s own digital footprint in online environments (e.g. to detect any
potentially troubling posts or images, to exercise one’s legal rights).
Able to verify and modify what type of metadata (e.g. location, time)

is included in pictures being shared in order to protect privacy.

Knows what strategies to use in order to control, manage or delete data
that is collected/curated by online systems (e.qg. keeping track of services
used, listing online accounts, deleting accounts that are not in use).

Knows how to modify user configurations (e.g. in apps, software, digital platforms)
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to enable, prevent or moderate the Al system tracking, collecting or analysing
data (e.g. not allowing the mobile phone to track the user’s location). (Al)

Attitudes

114. Considers the benefits (e.g. fast authentication process, user preferences) and
risks (e.g. having identities stolen, personal data exploited by third parties) when
managing one or multiple digital identities across digital systems, apps and services.

115. Inclined to check and select website cookies to be installed (e.g. accepting
only technical cookies) when the website provides users with this option.

116. Careful about keeping one’s own and others’ personal information private
(e.g. vacations or birthday photos; religious or political comments).

117. Identifies both the positive and negative implications of the use of all
data (collection, encoding and processing), but especially personal data, by
Al driven digital technologies such as apps and online services. (Al)

DIMENSION 5: USE CASES

Employment Scenario: Organise an event
Highly specialised level 8

« | can propose to my boss a new social media procedure that
avoids actions which could harm our company’s digital reputation
(e.g. spam) when promating the company’s events.

Learning Scenario: Prepare group work with my classmates
Highly specialised level 8

» | can propose a new procedure to my school that avoids the publication of digital
content (texts, pictures, videos), that can harm the students’ reputation.
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DIMENSION 1: COMPETENCE AREA
3. DIGITAL CONTENT CREATION

DIMENSION 2: COMPETENCE
5.1: DEVELOPING CONTENT

To create and edit digital content in different formats,
to express oneself through digital means.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:
« identify ways to create and edit simple content in simple formats,
» choose how | express myself through the creation of simple digital means.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:
« identify ways to create and edit simple content in simple formats,
» choose how | express myself through the creation of simple digital means.
Intermediate level 3
On my own and solving straightforward problems, | can:

« indicate ways to create and edit well-defined and routine
content in well-defined and routine formats,

» express myself through the creation of well-defined and routine digital means.
Intermediate level 4
Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« indicate ways to create and edit content in different formats,
» express myself through the creation of digital means.

Advanced level 5
As well as guiding others, | can:

 apply ways to create and edit content in different formats,
« show ways to express myself through the creation of digital means.

Advanced level 6

At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

« change content using the most appropriate formats,
« adapt the expression of myself through the creation
of the most appropriate digital means.

Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition
that are related to content creation and edition in different
formats, and self-expression through digital means.

« integrate my knowledge to contribute to professional practice
and knowledge and guide others in developing content.

Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many
interacting factors that are related to content creation and edition
in different formats, and self-expression through digital means.

» propose new ideas and processes to the field.
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DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

118. Knows that digital content exists in a digital form and that there are
many different types of digital content (e.g. audio, image, text, video,
applications) that are stored in various digital file formats.

119. Knows that Al systems can be used to automatically create digital content (e.q.
texts, news, essays, tweets, music, images) using existing digital content as its
source. Such content may be difficult to distinguish from human creations. (Al)

120. Aware that “digital accessibility” means ensuring that everyone, including people with
disabilities, can use and navigate the internet. Digital accessibility includes accessible
websites, digital files and documents, and other web-based applications (e.q. for online
banking, accessing public services, and messaging and video-calling services). (DA)

121. Aware that virtual reality (VR) and augmented reality (AR) allow new ways to explore
simulated environments and interactions within the digital and physical worlds.

Skills

122. Can use tools and techniques to create accessible digital content (e.q.
add ALT text to images, tables and graphs; create a proper and well-
labelled document structure; use accessible fonts, colours, links) (DA)

123. Knows how to select the appropriate format for digital content
according to its purpose (e.g. saving a document in an editable
format vs one that cannot be modified but is easily printed).

124. Knows how to create digital content to support one’s own ideas and
opinions (e.g. to produce data representations such as interactive
visualisations using basic datasets such as open government data).

125. Knows how to create digital content on open platforms (e.q.
create and modify text in a wiki environment).

126. Knows how to use Internet of Things (loT) and mobile devices to create digital content
(e.g. use embedded cameras and microphones to produce photos or videos).

Attitudes
127. Inclined to combine various types of digital content and data to better
express facts or opinions for personal and professional use.
128. Open to explore alternative pathways to find solutions to produce digital content.

129. Inclined to follow official standards and guidelines (e.g. WCAG 2.1 and EN
301 549) to test the accessibility of a website, digital files, documents,
e-mails or other web-based applications that one has created. (DA)

DIMENSION 5: USE CASES

Employment Scenario: Develop a short course (tutorial) to train the
staff on a new procedure to be applied in the organisation

Foundation level 1: helped by a colleague who has advanced digital competence

« | can identify, from a tutorial video on YouTube, how to create a brief support video on
my tablet to present the new organisational procedure to the staff on our intranet.

« From a list already prepared that my colleague found in a wiki, | can also
identify alternative digital means to create the procedure to the staff.

Learning Scenario: Prepare a presentation on a certain
topic that | will make to my classmates

Foundation level 1: helped by my teacher

« | can find out how to create a digital animated presentation, using a video tutorial from
YouTube provided by my teacher to help me to present my work to my classmates.

« | can also identify other digital means from an article in my textbook that
can help me to present the work as an animated digital presentation
to my classmates on the interactive digital whiteboard.
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DIMENSION 1: COMPETENCE AREA
3. DIGITAL CONTENT CREATION

DIMENSION 2: COMPETENCE

3.2: INTEGRATING AND RE-
ELABORATING DIGITAL CONTENT

To modify, refine, improve and integrate information and
content into an existing body of knowledge to create
new, original and relevant content and knowledge.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:
» select ways to modify, refine, improve and integrate simple items of
new content and information to create new and original ones.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:
» select ways to modify, refine, improve and integrate simple items of
new content and information to create new and original ones.
Intermediate level 3
On my own and solving straightforward problems, | can:
» explain ways to modify, refine, improve and integrate well-defined items
of new content and information to create new and original ones.
Intermediate level 4
Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« discuss ways to modify, refine, improve and integrate new
content and information to create new and original ones.

Advanced level 5
As well as guiding others, | can:

 operate with new different items of content and information, modifying, refining,
improving and integrating them in order to create new and original ones.
Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» assess the most appropriate ways to modify, refine, improve and integrate
specific new items of content and information to create new and original ones.

Highly Specialised level 7
At highly specialised level, | can:
 create solutions to complex problems with limited definition that are
related to modifying, refining, improving and integrating new content and
information into existing knowledge to create new and original ones.
« integrate my knowledge to contribute to professional practice and
knowledge and guide others in integrating and re-elaborating content.
Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors

that are related to modifying, refining, improving and integrating new content
and information into existing knowledge to create new and original ones.

e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

130.

Skills
131.

132.

133.

134.

Aware that it is possible to integrate hardware (e.g. sensors, cables, motors)
and software structures to develop programmable robots and other non-digital
artefacts (e.g. Lego Mindstorms, Micro:bit, Raspberry Pi, EV3, Arduino, ROS).

Can create infographics and posters combining information, statistical
content and visuals using available apps or software.

Knows how to use tools and applications (e.g. add-ons, plug-ins,
extensions) to enhance digital accessibility of digital content (e.g. adding
captions in video players to a recorded presentation). (DA)

Knows how to integrate digital technologies, hardware and sensor data to create a

new (digital or non-digital) artefact (e.g. makerspace and digital fabrication activities).

Knows how to incarporate Al edited/manipulated digital content in one’s
own work (e.g. incorporate Al generated melodies in one’s own musical
composition). This use of Al can be controversial as it raises questions about
the role of Al in artworks, and for example, who should be credited. (Al)

Attitudes

135.

136.

137.

Open to creating something new from existing digital content using
iterative design processes ( e.qg. create, test, analyse and refine ideas).

Inclined to help others to improve their digital content
(e.g. through providing useful feedback).

Inclined to use available tools to verify whether images or videos
have been modified (e.g. by deep-fake techniques).
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DIMENSION 5: USE CASES

Employment Scenario: Develop a short course (tutorial) to train the
staff on a new procedure to be applied in the organisation

Foundation level 2: with the help of a colleague (who has advanced
digital competence and who | can consult whenever | need) and having
as support a tutorial video with the steps on how to do it

« | can find out how to add new dialogues and images onto a brief support video
already created on the intranet to illustrate the new organisational procedures.

Learning Scenario: Prepare a presentation on a certain
topic that | will make to my classmates

Foundation level 2: at home with my mother (who | can consult
whenever | need) and the help of a list (stored on my tablet
provided by my teacher with the steps on how to do it)

« | can identify how to update a digital animated presentation | have created
to present my work to my classmates, adding text, images and visual effects
to be shown in the classroom using the interactive digital whiteboard.
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DIMENSION 1: COMPETENCE AREA
3. DIGITAL CONTENT CREATION

DIMENSION 2: COMPETENCE
3.3: COPYRIGHT AND LICENSES

To understand how copyright and licenses apply
to data, digital information and content.

DIMENSION 3: PROFICIENCY LEVEL
Foundation level 1
At basic level and with guidance, | can:

« identify simple rules of copyright and licenses that apply
to data, digital information and content.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify simple rules of copyright and licenses that apply
to data, digital information and content.

Intermediate level 3
On my own and solving straightforward problems, | can:

« indicate well-defined and routine rules of copyright and licenses
that apply to data, digital information and content.

Intermediate level 4

Independently, according to my own needs, and solving well-
defined and non-routine problems, | can:

« discuss rules of copyright and licenses that apply to digital information and content.

Advanced level 5
As well as guiding others, | can:

« apply different rules of copyright and licenses that apply
to data, digital information and content.

Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» choose the most appropriate rules that apply copyright and
licences to data, digital information and content.
Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition that are related
to applying copyright and licenses to data, digital information and content.

« integrate my knowledge to contribute to professional practice and
knowledge and guide others in applying copyright and licenses.
Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors that
are related to applying copyright and licenses to data, digital information and content.

e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

138.

13S.

140.

141.

142,

143,

Skills
144,

145,

146.

147.

148.

Knows that digital content, goods and services might be protected under
intellectual property (IP) rights (e.g. copyright, trademarks, designs, patents).

Aware that the creation of digital content (e.g. pictures, texts, music) when original

is considered protected by copyright as soon as it exists (automatic protection).

Aware that certain copyright exceptions exist (e.qg. use for the purpose of illustration

for teaching, for caricature, parody, pastiche, for quotation, private uses).

Knows different models of licensing software (e.q. proprietary,
free and open-source software) and that some types of licences
need to be renewed once the licence period expires.

Aware of the legal limitations of using and sharing digital content (e.q.
music, movies, books) and the possible consequences of illegal actions (e.q.
sharing copyrighted content with others can give rise to legal sanctions).

Aware that mechanisms and methods to block or limit access to digital content
exist (e.qg. passwords, geo-blocking, Technical Protection Measures, TPM).

Able to identify and select digital content for downloading or uploading
legally (e.g. public domain databases and tools, open licences).

Knows how to use and share digital content legally (e.g. checks
the terms and conditions and licensing schemes available, such
as the various types of Creative Commons) and knows how to
assess whether limitations and copyright exceptions apply.

Able to identify when uses of copyright-protected digital content fall
under the scope of a copyright exception so that no prior consent

is needed (e.g. teachers and students in the EU can use copyright
protected content for the purpose of illustration for teaching)..

Able to check and understand the right to use and/or re-use digital
content created by a third party (e.qg. knows about collective licencing
schemes and contacts the relevant collective management organisations
, understands the various Creative Commons licences).

Can choose the most suitable strategy, including the licensing, for the purpose of

sharing and protecting one’s own original creation (e.g. by registering it in an optional

copyright deposit system; choosing open licences such as Creative Commons).

Attitudes

149. Respectful of rights affecting others (e.g. ownership, contract terms),
only using legal sources for downloading digital content (e.g. movies,
music, books) and when relevant, opting for open-source software.

150. Open to consider whether open licences or other licence schemes are more
suitable when producing and publishing digital content and resources.
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DIMENSION 5: USE CASES

Employment Scenario: Develop a short course (tutorial) to train the
staff on a new procedure to be applied in the organisation

Foundation level 1: by myself

« | can tell a colleague which image banks | usually use to find
images that | can download free of charge for a brief tutorial
video on a new procedure for my organisation’s staff.

« | can deal with problems such as identifying the symbol that indicates
whether an image is licensed with a certain type of Creative Commons
licence and therefore can be reused without the author's permission.

Learning Scenario: Prepare a presentation on a certain
topic that | will make to my classmates

Foundation level 1: by myself

« | can explain to a friend which image banks | usually use to find
images that | can download completely free of charge to create a
digital animation to present my work to my classmates.

« | can fix problems such as identifying the symbol that indicate that an image is

copyrighted and therefore cannot be used without the author's permission.
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DIMENSION 1: COMPETENCE AREA
5. DIGITAL CONTENT CREATION

DIMENSION 2: COMPETENCE
3.4: PROGRAMMING

To plan and develop a sequence of understandable
instructions for a computing system to solve a
given problem or perform a specific task.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

« list simple instructions for a computing system to solve
a simple problem or perform a simple task.

Foundation level 2

At basic level and with autonomy and appropriate guidance where needed, | can:

« list simple instructions for a computing system to solve
a simple problem or perform a simple task.

Intermediate level 3
On my own and solving straightforward problems, | can:

« list well-defined and routine instructions for a computing system
to solve routine problems or perform routine tasks.

Intermediate level 4

Independently, according to my own needs, and solving
well-defined and non-routine problems, | can:

« list instructions for a computing system to solve a
given problem or perform a specific task.

Advanced level 5

As well as quiding others, | can:

« operate with instructions for a computing system to solve
a different problem or perform different tasks.

Advanced level 6
At advanced level, according to my own needs and those
of others, and in complex contexts, | can:

» determine the most appropriate instructions for a computing
system to solve a given problem and perform specific tasks.

Highly Specialised level 7
At highly specialised level, | can:

» create solutions to complex problems with limited definition that
are related to planning and developing instructions for a computing
system and performing a task using a computing system.

« integrate my knowledge to contribute to professional practice
and knowledge and guide others in programming.

Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting
factors that are related to planning and developing instructions for a
computing system and performing a task using a computing system.

e propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

151. Knows that computer programs are made of instructions, written
according to strict rules in a programming language.

152. Knows that programming languages provide structures that allow
program instructions to be executed in sequence, repeatedly, or only under
certain conditions, and to group them to define new instructions.

153. Knows that programs are executed by computing devices/systems, that
are able to automatically interpret and execute instructions.

154. Knows that programs produce output data depending on input data, and
that different inputs usually yield different outputs (e.g. a calculator will
provide output 8 to the 3+5 input and output 15 to the 7+8 input).

155. Knows that, to produce its output, a program stores and manipulates data
in the computer system that executes it, and that it sometimes behaves
unexpectedly (e.qg. faulty behaviour, malfunction, data leakage).

156. Knows that a program’s blueprint is based on an algorithm, i.e. a
step-wise method to produce an output from an input.

157. Knows that algorithms, and consequently programs, are designed to help solve
real life problems; input data models the known information about the problem,
while output data provides information relevant to the problem’s solution. There
are different algorithms, and consequently programs, solving the same problem.

158. Knows that any program requires time and space (hardware resources) to
compute its output, depending on the input’s size and/or problem’s complexity.

155, Knows that there are problems that cannot be solved exactly by any known
algorithm in reasonable time, thus, in practice they are frequently dealt with by

approximate solutions (e.g. DNA sequencing, data clustering, weather forecasting).

Skills
160. Knows how to combine a set of program blocks (e.g. as in the visual
programming tool Scratch), in order to solve a problem.

161. Knows how to detect issues in a sequence of instructions, and make changes
to resolve them (e.q. to find an error in the program and correct it; to detect the
reason why the execution time or output of the program is not as expected).

162. Able to identify input and output data in some simple programs.

163. Given a program, being able to recognise the execution order
of instructions, and how information is processed.
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Attitudes

164. Willing to accept that algorithms, and hence programs, may not be
perfect in solving the problem that they aim to address.

165. Considers ethics (including but not limited to human agency and oversight,
transparency, non-discrimination, accessibility, and biases and fairness) as
one of the core pillars when developing or deploying Al systems. (Al)

DIMENSION 5: USE CASES

Employment Scenario: Develop a short course (tutorial) to train the
staff on a new procedure to be applied in the organisation

Intermediate level 4

» Using a programming language (e.g. Ruby, Python), | can provide instructions to develop
an educational game to introduce the new procedure to be applied in the organisation.
« | can resolve issues such as debugging the programme to fix problems with my code.

Learning Scenario: Prepare a presentation on a certain
topic that | will make to my classmates

Intermediate level 4

 Using a simple graphical programming interface (e.g. Scratch Jr), | can
develop a smartphone app that presents my work to my classmates.
« If a problem appears, | know how to debug the programme
and | can fix easy problems in my code.

The examples under this competence are abbreviated from Programming for

All: Understanding the Nature of Programs (Brodnik et al.,, 2021). The document
offers a more complete list of knowledge, skills and attitude statements that are
accompanied with examples from everyday life.

For example, when reading example no: 157, the interested reader can go to the
document and find more information about “programs” under the section “A.2
Programs are made of instructions” (p.14), or to understand more about data
models, the reader should direct to the knowledge statement “K3.4” on p.18.
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DIMENSION 1: COMPETENCE AREA
4. SAFETY

DIMENSION 2: COMPETENCE
4.1: PROTECTING DEVICES

To protect devices and digital content, and to understand risks and
threats in digital environments. To know about safety and security
measures and to have a due regard to reliability and privacy.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:
« identify simple ways to protect my devices and digital content, and
« differentiate simple risks and threats in digital environments.
» choose simple safety and security measures, and
« identify simple ways to have due regard to reliability and privacy.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:
« identify simple ways to protect my devices and digital content, and
« differentiate simple risks and threats in digital environments.
« follow simple safety and security measures.
« identify simple ways to have due regard to reliability and privacy.
Intermediate level 3
On my own and solving straightforward problems, | can:
¢ indicate well-defined and routine ways to protect my devices and digital content, and
« differentiate well-defined and routine risks and threats in digital environments, and
« select well-defined and routine safety and security measures.
« indicate well-defined and routine ways to have due regard to reliability and privacy
Intermediate level 4
Independently, according to my own needs, and solving well-defined and non-routine

problems, | can:

» organise ways to protect my devices and digital content, and
« differentiate risks and threats in digital environments.

« select safety and security measures.

« explain ways to have due regard to reliability and privacy.

Advanced level 5
As well as guiding others, | can:

« apply different ways to protect devices and digital content, and

« differentiate a variety of risks and threats in digital environments.
 apply safety and security measures.

» employ different ways to have due regard to reliability and privacy.

Advanced level 6

At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

» choose the most appropriate protection for devices and digital content, and

« discriminate risks and threats in digital environments.

» choose the most appropriate safety and security measures.

» assess the most appropriate ways to have due regard to reliability and privacy.

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition that are related to
protecting devices and digital content, managing risks and threats, applying safety and
security measures, and reliability and privacy in digital environments.

« integrate my knowledge to contribute to professional practice and knowledge
and guide others in protecting devices.

Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors
that are related to protecting devices and digital content, managing risks and
threats, applying safety and security measures, and reliability and privacy in digital
environments.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

166. Knows that using different strong passwords for different online services is a way
to mitigate the negative effects of an account being compromised (e.g. hacked).

167. Knows about measures to protect devices (e.g. password, fingerprints,
encryption) and prevent others (e.g. a thief, commercial organisation,
government agency) from having access to all data.

168. Knows about the importance of keeping the operating system and
applications (e.g. browser) up-to-date, in order to fix security vulnerabilities
and protect against malicious software (i.e. malware).

169. Knows that a firewall blocks certain kinds of network traffic, aiming
to prevent different security risks (e.g. remote logins).

170. Aware of different types of risks in digital environments, such as identity
theft (e.g. someone committing fraud or other crimes using another
person’s personal data), scams (e.g. financial scams where victims are
tricked into sending money), malware attacks (e.g. ransomware).

Skills

171. Knows how to adopt a proper cyber-hygiene strategy regarding
passwords (e.g. selecting strong ones difficult to guess) and
managing them securely (e.g. using a password manager).

172. Knows how to install and activate protection software and services (e.g. antivirus,
anti-malware, firewall) to keep digital content and personal data safer.

173. Knows how to activate two-factor authentication when available (e.g. using
one-time passwords, OTP, or codes along with access credentials).

174. Knows how to check the type of personal data an app accesses
on one’s mobile phone and, based on that, decides whether
to install it and configures the appropriate settings.

175. Able to encrypt sensitive data stored on a personal device or in a cloud storage service.

176. Can respond appropriately to a security breach (i.e. an incident that
results in unauthorised access to digital data, applications, networks or
devices, the leaking of personal data such as logins or passwords).

Attitudes

177. Vigilant not to leave computers or mobile devices unattended in public
places (e.g. shared workplaces, restaurants, trains, car backseat).

178. Weighs the benefits and risks of using biometric identification
techniques (e.q. fingerprint, face images) as they can affect safety
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in unintended ways. If biometric information is leaked or hacked,
it becomes compromised and can lead to identity fraud.

179. Keen to consider some self-protective behaviours such as not using open
Wi-fi networks to make financial transactions or online banking.

DIMENSION 5: USE CASES

Employment Scenario: Use of a Twitter account to
share information on my organization

Advanced level 5

» | can protect the corporate Twitter account using different methods (e.g. a strong
password, control the recent logins) and show new colleagues how to do it.

e | can detect risks like receiving tweets and messages from followers with false profiles
or phishing attempts.

« | can apply measures to avoid them (e.g. control the privacy settings).

« | can also help my colleagues to detect risks and threats while using Twitter.

Learning Scenario: Use of the school’s digital learning
platform to share information on interested topics

Advanced level 5

« | can protect information, data and content on my school’s digital learmning platform (e.q.
a strong password, control the recent logins).

« | can detect different risks and threats when accessing school’s digital platform
and apply measures to avoid them (e.q. how to virus-check attachments before
downloading).

« | can also help my classmates to detect risks and threat while using the digital learning
platform on their tablets (e.g. controlling who can access the files).
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DIMENSION 1: COMPETENCE AREA
4. SAFETY

DIMENSION 2: COMPETENCE
4.2: PROTECTING PERSONAL DATA AND PRIVACY

To protect personal data and privacy in digital environments.

To understand how to use and share personally identifiable
information while being able to protect oneself and others from
damages. To understand that digital services use a “Privacy
policy” to inform how personal data is used.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:

» select simple ways to protect my personal data and privacy in digital environments,

« identify simple ways to use and share personally identifiable information while
protecting myself and others from damages.

« identify simple privacy policy statements of how personal data is used in digital
services.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

» select simple ways to protect my personal data and privacy in digital environments,
« identify simple ways to use and share personally identifiable information while
protecting myself and others from damages.

« identify simple privacy policy statements of how personal data is used in digital
services.
Intermediate level 3
On my own and solving straightforward problems, | can:
» explain well-defined and routine ways to protect my personal data and privacy in
digital environments, and
» explain well-defined and routine ways to use and share personally identifiable

information while protecting myself and others from damages.

« indicate well-defined and routine privacy policy statements of how personal data is
used in digital services.

Intermediate level 4

Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« discuss ways to protect my personal data and privacy in digital environments, and

« discuss ways to use and share personally identifiable information while protecting
myself and others from damages.

« indicate privacy policy statements of how personal data is used in digital services.

Advanced level 5
As well as guiding others, | can:

« apply different ways to protect my personal data and privacy in digital environments,

« apply different specific ways to share my data while protecting myself and others from
dangers.

« explain privacy policy statements of how personal data is used in digital services.

Advanced level 6

At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

» choose the more appropriate ways to protect personal data and privacy in digital
environments, and

« evaluate the most appropriate ways of using and sharing personally identifiable
information while protecting myself and others from damages.

« evaluate the appropriateness of privacy policy statements on how personal data are
used.
Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition that are related
to protecting personal data and privacy in digital environments, using and sharing

personally identifiable information protecting self and others from dangers, and privacy
policies to use my personal data.

« integrate my knowledge to contribute to professional practice and knowledge and
guide others in protecting personal data and privacy

Highly Specialised level 8
At the most advanced and specialised level, | can:



create solutions to solve complex problems with many interacting factors that
are related to protecting personal data and privacy in digital environments, using and
sharing personally identifiable information protecting self and others from dangers, and
privacy policies to use my personal data.

propose new ideas and processes to the field.

DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

180

181.

182.

. Aware that secure electronic identification is a key feature designed

to enable safer sharing of personal data with third parties when
conducting public sector and private transactions.

Knows that the “privacy policy” of an app or service should explain
what personal data it collects (e.g. name, brand of device, geolocation
of the user), and whether data are shared with third parties.

Knows that the processing of personal data is subject to local requlations such
as the EU’s General Data Protection Regulation (GDPR) (e.g. voice interactions
with a virtual assistant are personal data in terms of the GDPR and can
expose users to certain data protection, privacy and security risks). (Al)

Skills

183

184.

185.

186.

. Knows how to identify suspicious e-mail messages that try to obtain

sensitive information (e.g. personal data, banking identification) or might
contain malware. Knows that these emails are often designed to trick people
who do not check carefully and who are thus more susceptible to fraud, by
containing deliberate errors that prevent vigilant people clicking on them.

Knows how to apply basic security measures in online payments (e.g. never sending
a scan of credit cards or giving the pin code of a debit/payment/credit card).

Knows how to use electronic identification for services provided by public authorities
or public services (e.q. filling-in your tax form, applying for social benefits, requesting
certificates) and by the business sector, such as banks and transport services.

Knows how to use digital certificates acquired from certifying authorities (e.q. digital
certificates for authentication and digital signing stored on national identity cards).

Attitudes

187

188

. Weighs the benefits and risks before allowing third parties to process personal

data (e.g. recognises that a voice assistant on a smartphone, that is used
to give commands to a robot vacuum cleaner, could give third parties -
companies, governments, cybercriminals - access to the data). (Al)

. Confident in carrying out online transactions after taking
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appropriate safety and security measures.

DIMENSION 5: USE CASES

Employment Scenario: Use of a Twitter account to
share information on my organization

Advanced level 6

« | can select the most appropriate way to protect the personal data of my colleagues
(e.g. address, phone number) when sharing digital content (e.g. a picture) on the
corporate Twitter account.

« | can distinguish between appropriate and inappropriate digital content to share it on
the corporate Twitter account, so that my privacy and that of my colleagues are not
damaged.

« | can assess whether personal data are used on the Corporate Twitter appropriately
according to the European Data Protection Law and Right to be Forgotten.

« | can deal with complex situations that can arise with personal data in my organisation
while on Twitter, such as remaving pictures or names to protect personal information in
accordance with the European Data Protection Law and Right to be Forgotten.

Learning Scenario: Use of the school’s digital learning
platform to share information on interested topics

Advanced level 6

« | can select the most appropriate way to protect my personal data (e.g. address, phone
number), before sharing it on the school’s digital platform.

« | can distinguish between appropriate and inappropriate digital content to share it on
my school’s digital platform, so that my privacy and that of my classmates are not
damaged.

« | can assess whether the way my personal data are used on the digital platform is
appropriate and acceptable as regards my rights and privacy.

« | can overcome complex situations that can arise with my personal data and those of
my classmates while on the digital education platform, such as personal data is not
used in accordance to the “Privacy policy” of the platform.
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DIMENSION 1: COMPETENCE AREA
4. SAFETY

DIMENSION 2: COMPETENCE
4.5: PROTECTING HEALTH AND WELL-BEING

To be able to avoid health-risks and threats to physical and
psychological well-being while using digital technologies. To

be able to protect oneself and others from possible dangers in
digital environments (e.g. cyber bullying). To be aware of digital
technologies for social well-being and social inclusion.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:

« differentiate simple ways to avoid health risks and threats to physical and
psychological well-being while using digital technologies.

» select simple ways to protect myself from possible dangers in digital environments.
« identify simple digital technologies for social well-being and social inclusion.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« differentiate simple ways to avoid health risks and threats to physical and
psychological well-being while using digital technologies.

 select simple ways to protect myself from possible dangers in digital environments.
« identify simple digital technologies for social well-being and social inclusion.

Intermediate level 3
On my own and solving straightforward problems, | can:

« explain well-defined and routine ways to how to avoid health risks and threats to
physical and psychological well-being while using digital technologies.

« select well-defined and routine ways to protect myself from dangers in digital
environments.

« indicate well-defined and routine digital technologies for social well-being and social

inclusion.

Intermediate level 4

Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« explain ways to how to avoid threats to my physical and psychological health related
with the use of technology.

« select ways to protect self and others from dangers in digital environments.
« discuss on digital technologies for social well-being and inclusion.

Advanced level 5
As well as guiding others, | can:

» show different ways to avoid health -risks and threats to physical and psychological
well-being while using digital technologies.

« apply different ways to protect myself and others from dangers in digital
environments.

« show different digital technologies for social well-being and social inclusion.

Advanced level 6

At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

» discriminate the most appropriate ways to avoid health risks and threats to physical
and psychological well-being while using digital technologies.

» adapt the most appropriate ways to protect myself and others from dangers in digital
environments.

« vary the use of digital technologies for social well-being and social inclusion.

Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition that are related
to avoiding health -risks and threats to well-being while using digital technologies, to

protect self and others from dangers in digital environments, and to the use of digital
technologies for social well-being and social inclusion.

« integrate my knowledge to contribute to professional practice and knowledge and
guide others in protecting health.

Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors
that are related to avoiding health risks and threats to well-being while using digital



technologies, to protect self and others from dangers in digital environments, and to the
use of digital technologies for social well-being and social inclusion.

» propose new ideas and processes to the field.

DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

189. Aware of the importance of balancing the use of digital technologies
with non-use as an option, as many different factors in digital life can
impact on personal health, wellbeing and life satisfaction.

190. Knows signs of digital addictions (e.g. loss of control, withdrawal
symptoms, dysfunctional mood regulation) and that digital
addiction can cause psychological and physical harm.

191. Aware that for many digital health applications, there are no official
licensing procedures as is the case in mainstream medicine.

192. Aware that some applications on digital devices (e.g. smartphones) can support
the adoption of healthy behaviours by monitoring and alerting the user about
health conditions (e.qg. physical, emotional, psychological). However, some actions
or images proposed by such applications could also have negative impacts on
physical or mental health (e.qg. viewing ‘idealised’ body images can cause anxiety).

193. Understands that cyberbullying is bullying with the use of digital technologies (i.e. a
repeated behaviour aimed at scaring, angering or shaming those who are targeted).

194. Knows that the “online disinhibition effect” is the lack of restraint one feels
when communicating online in comparison to communicating in-person. This
can lead to an increased tendency towards online flaming (e.g. offensive
language, posting insults online) and inappropriate behaviours.

195. Aware that vulnerable groups (e.g. children, those with lower social
skills and lack of in-person social support) are at a higher risk of
victimisation in digital environments (e.qg. cyber bullying, grooming).

196. Aware that digital tools can create new opportunities for participation in society for
vulnerable groups (e.g. older people, people with special needs). However, digital
tools can also contribute to isolation or the exclusion of those who do not use them.

Skills

197. Knows how to apply, for oneself and others, a variety of digital usage monitoring
and limitation strategies (e.g. rules and agreements on screen-free times, delayed
availability of devices for children, installing time limitation and filter software).

198. Knows how to recognise embedded user experience technigues (e.q.
clickbait, gamification, nudging) designed to manipulate and/or to
weaken one’s ability to be in control of decisions (e.g. make users to
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spend more time on online activities, encourage consumerism).

199. Can apply and follow protection strategies to fight online victimisation
(e.g. block receiving further messages from sender(s), not reacting/
responding, forwarding or saving messages as evidence for legal
procedures, deleting negative messages to avoid repeated viewing).

Attitudes

200. Inclined to focus on physical and mental wellbeing, and avoid the negative
impacts of digital media (e.qg. overuse, addiction, compulsive behaviour).

201. Assumes responsibility for protecting personal and collective health and safety when
evaluating the effects of medical and medical-like products and services online, as
the internet is awash with false and potentially dangerous information about health.

202. Wary of the reliability of recommendations (e.g. are they by a reputable

source) and their intentions (e.g. do they really help the user vs
encourage to use the device more to be exposed to advertising).

DIMENSION 5: USE CASES

Employment Scenario: Use of a Twitter account to
share information on my organization

Highly specialised level 7

« | can create a digital campaign of possible health dangers of using Twitter
« for professional reasons (e.g. bullying, addictions, physical well-being) which can be
shared and used by other colleagues and professionals on their smartphones or tablets.

Learning Scenario: Use of the school’s digital learning
platform to share information on interested topics

Highly specialised level 7

« | can create a blog on cyberbullying and social exclusion for my school’s digital learning
platform, which helps my classmates to recognise and face up to violence in digital
environments.
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DIMENSION 1: COMPETENCE AREA
4. SAFETY

DIMENSION 2: COMPETENCE
4.4: PROTECTING THE ENVIRONMENT

To be aware of the environmental impact of digital technologies
and their use.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

« recognise simple environmental impacts of digital technologies and their use.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« recognise simple environmental impacts of digital technologies and their use.

Intermediate level 3
On my own and solving straightforward problems, | can:
« indicate well-defined and routine environmental impacts of digital technologies and
their use.
Intermediate level 4
Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« discuss ways to protect the environment from the impact of digital technologies and
their use.

Advanced level 5
As well as guiding others, | can:

« show different ways to protect the environment from the impact of digital technologies

and their use.

Advanced level 6
At advanced level, according to my own needs and those of others, and in complex

contexts, | can:

» choose the most appropriate solutions to protect the environment from the impact of
digital technologies and their use.

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition that are related to
protecting the environment from the impact of digital technologies and their use.

« integrate my knowledge to contribute to professional practice and knowledge
and guide others in protecting the environment.

Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors that

are related to protecting the environment from the impact of digital technologies and
their use.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

203.

204.

205.

206.

207.

208.

209.

Skills

210. Knows how to apply efficient low-tech strategies for protecting the environment, e.q.

211.

212.

Aware of the environmental impact of everyday digital practices (e.g. video
streaming that rely on data transfer), and that the impact is composed of energy
use and carbon emissions from devices, network infrastructure and data centres.

Aware of the environmental impact of the manufacturing of digital devices
and batteries (e.g. pollution and toxic by-products, consumption of energy)
and that at the end of their life, such devices must be appropriately
disposed of to minimise their environmental impact and to enable

reuse of rare and expensive components and natural resources.

Aware that some components of electronic and digital devices can be replaced to
extend their life or performance, however, some might be purposefully designed
to stop functioning correctly after a certain period (planned obsolescence).

Knows ‘green’ behaviours to follow when buying digital devices, e.q.
choose products with less energy consumption during use and stand-by,
less polluting (products easier to dismantle and recycle) and less toxic
(limited use of substances harmful to the environment and health).

Knows that e-commerce practices such as purchasing and
delivery of physical goods have an impact on the environment
(e.g. carbon footprint of transport, generation of waste).

Aware that digital technologies (including Al-driven ones) can
contribute to energy efficiency, for example through monitoring the
need for heating at home and optimising its management.

Aware that certain activities (e.g. training Al and producing
cryptocurrencies like Bitcoin) are resource intensive processes in terms
of data and computing power. Therefore, energy consumption can be
high which can also have a high environmental impact. (Al)

shutting down devices and switching off Wi-fi, not printing out documents, repair
and replace component to avoid the unnecessary replacement of digital devices.

Knows how to reduce the energy consumption of devices and services used, e.qg.
change the quality settings of video streaming services, using Wi-fi rather than
data connectivity when at home, closing apps, optimising email attachments).

Knows how to use digital tools to improve the environmental and social
impact of one’s consumer behaviour (e.g. by looking for local produce, by
searching for collective deals and car-pooling options for transportation).
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Attitudes

213. Seeks out ways in which digital technologies could help live and consume in a way
which respects the sustainability of human society and the natural environment.

214. Seeks out information regarding the environmental impact of technology
to influence one’s behaviour and that of others (e.q. friends and
family) to be more eco-responsible in their digital practices.

215. Considers product’s overall impact on the planet when choosing digital
means over physical products, e.qg. reading a book online does not need
paper and thus transport costs are low, however, one should consider digital
devices including toxic component and needed energy to be charged.

216. Considers the ethical consequences of Al systems throughout their life-cycle:
they include both the environmental impact (environmental consequences of the
production of digital devices and services) and societal impact, e.g. platformisation
of work and algorithmic management that may repress workers’ privacy or rights;
the use of low-cost labour for l[abelling images to train Al systems. (Al)

DIMENSION 5: USE CASES

Employment Scenario: Use of a Twitter account to
share information on my organization

Highly specialised level 8

« | can create an illustrated video which answers questions on the sustainable use of
digital devices in organisations of my sector, to be shared on Twitter, and to be used by
staff and by other professionals in the sector.

Learning Scenario: Use of the school’s digital learning
platform to share information on interested topics

Highly specialised level 8

« | can create a new eBook to answer questions on the sustainable use of digital devices
at school and home, and share it on my school’s digital learning platform in order to be
used by other schoolmates and their families.
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DIMENSION 1: COMPETENCE AREA
5. PROBLEM SOLVING

DIMENSION 2: COMPETENCE
5.1: SOLVING TECHNICAL PROBLEMS

To identify technical problems when operating devices and using
digital environments, and to solve them (from trouble-shooting to
solving more complex problems).

DIMENSION 3: PROFICIENCY LEVEL

Foundation LEVEL 1
At basic level and with guidance, | can:
« identify simple technical problems when operating devices and using digital
environments, and
« identify simple solutions to solve them.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:
« identify simple technical problems when operating devices and using digital
environments, and
« identify simple solutions to solve them.
Intermediate level 3
On my own and solving straightforward problems, | can:
« indicate well-defined and routine technical problems when operating devices and
using digital environments, and
« select well-defined and routine solutions to them.
Intermediate level 4
Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« differentiate technical problems when operating devices and using digital
environments, and

« select solutions to them.

Advanced level 5
As well as guiding others, | can:
« assess technical problems when using digital environments and operating digital
devices, and
« apply different solutions to them.
Advanced level 6
At advanced level, according to my own needs and those of others, and in complex contexts,
| can:
 appraise technical problems when operating devices and using digital environments,
« resolve them with the most appropriate solutions.
Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition that are related to
technical problems when operating devices and using digital environments.

« integrate my knowledge to contribute to professional practice and knowledge
and to guide others in solving technical problems.
Highly Specialised level 8
At the most advanced and specialised level, | can:

 create solutions to solve complex problems with many interacting factors
that are related to technical problems when operating devices and using digital
environments.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

217. Knows the main functions of the most common digital
devices (e.g. computer, tablet, smartphone).

218. Knows some reasons why a digital device may fail to connect
online (e.g. wrong Wi-fi password, airplane mode on).

219. Knows that computing power or storage capacity can be improved to overcome

fast obsolescence of hardware (e.q. by contracting power or storage as a service).

220. Aware that the most frequent sources of problems in Internet of Thing (loT)
and moabile devices, and in their applications, are related to connectivity/
network availability, battery/power, limited processing power.

221. Aware that Al is a product of human intelligence and decision-making (i.e.
humans choose, clean and encode the data, they design the algorithms,
train the models, and curate and apply human values to the outputs)
and therefore does not exist independently of humans. (Al)

Skills
222. Knows how to identify and solve a camera and/or a
microphone issue when in an online meeting.

223. Knows how to verify and troubleshoot problems related to
interconnected loT devices and their services.

224. Takes a step-by-step approach to identify the root of a technical
problem (e.g. hardware vs software) and explores various
solutions when facing a technical malfunction.

225. Knows how to find solutions on the internet when facing a technical problem
Attitudes

226. Takes an active and curiosity driven approach to
explore how digital technologies operate.
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DIMENSION 5: USE CASES

Employment Scenario: Use of a digital learning platform
to improve my career opportunities

Foundation level 1: helped by a colleague from the IT department

« | can identify a simple technical problem from a list of those that can arise while using a
digital learning platform, and
e | can identify what type of IT support would solve it.

Learning Scenario: UUse of a digital learning platform to improve my math skills
Foundation level 1: helped by a friend

« | can identify a simple technical problem from a list of those that can arise while using a
digital learning platform, and
« | can identify what type of IT support would solve it.
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DIMENSION 1: COMPETENCE AREA
5. PROBLEM SOLVING

DIMENSION 2: COMPETENCE

5.2: IDENTIFYING NEEDS AND
TECHNOLOGICAL RESPONSES

To assess needs and to identify, evaluate, select and use digital
tools and possible technological responses and to solve them. To
adjust and customise digital environments to personal needs (e.q.
accessibility).

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

« identify needs, and
« recognise simple digital tools and possible technological responses to solve those
needs.

» choose simple ways to adjust and customise digital environments to personal needs.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify needs, and
 recognise simple digital tools and possible technological responses to solve those
needs.

» choose simple ways to adjust and customise digital environments to personal needs.

Intermediate level 3
On my own and solving straightforward problems, | can:

« indicate well-defined and routine needs, and

« select well-define and routine digital tools and possible technological responses to
solve those needs.

« select well-defined and routine ways to adjust and customise digital environments to

personal needs.

Intermediate level 4

Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« explain needs, and
« select digital tools and possible technological responses to solve those needs.
« select ways to adjust and customise digital environments to personal needs.

Advanced level 5
As well as guiding others, | can:

 assess needs,
« apply different digital tools and possible technological responses to solve those needs.
« use different ways to adjust and customise digital environments to personal needs.

Advanced level 6

At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

e assess needs,

» choose the most appropriate digital tools and possible technological responses to
solve those needs.

« decide the most appropriate ways to adjust and customise digital environments to
personal needs

Highly Specialised level 7
At highly specialised level, | can:

« create solutions to complex problems with limited definition using digital tools
and possible technological responses, and to adapt and customise digital environments
to personal needs.

« integrate my knowledge to contribute to professional practice and knowledge
and guide others in identifying needs and technological responses.

Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors using
digital tools and possible technological responses, and to adapt and customise digital

environments to personal needs.
« | can propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

227. Knows that it is possible to buy and sell goods and services on the internet
through commercial transactions (e.g. e-commerce) and consumer-to-consumer
transactions (e.g. sharing platforms). Different rules (e.qg. legal consumer protections)
apply when buying online from a company than from a private person.

228. Able to identify some examples of Al systems: product recommenders (e.g. on online
shopping sites), voice recognition (e.qg. by virtual assistants), image recognition (e.qg. for
detecting tumours in x-rays) and facial recognition (e.g. in surveillance systems). (Al)

229. Aware that many non-digital artefacts can be created using 3D printer
(e.g. to print spare parts for domestic appliances or furniture.

230. Knows technical approaches that can improve the inclusiveness
and accessibility of digital content and services, e.q. tools such as
magnification or zoom and text-to-voice functionality. (DA)

231. Aware that Al-driven speech-based technology enables the use of spoken
commands that can enhance the accessibility of digital tools and devices (e.q. for
those with mobility or visual limitations, limited cognition, language or leaming
difficulties), however, languages spoken by smaller populations are often not
available, or perform worse, due to commercial prioritisation. (Al) (DA)

Skills

232. Knows how to use the intermnet to conduct transactions (e.g. purchasing, selling)
and non-commercial ones (e.g. donating, gifting) of goods and services of all kinds.

233, Knows how and when to use machine translation solutions (e.g. Google
Translate, Deepl) and simultaneous interpretation apps (e.g. iTranslate) to get
a rough understanding of a document or conversation. However, also knows
that when the content requires an accurate translation (e.g. in healthcare,
commerce or diplomacy), a more precise translation may be needed. (Al)

234, Knows how to choose assistive tools to better access information and
content online (e.g. screen readers, voice recognition tools), and to take
advantage of voice output options to produce speech (e.g. to be used by
individuals who have limited or no means to communicate orally). (DA)

Attitudes

235, Values the benefits of managing finances and financial transactions
through digital means while acknowledging the associated risks.

236. Open to explore and spot opportunities created by digital technologies
for one "s personal needs (e.q. seeking hearing aids that pair with one’s
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most-used devices, such as phone, TV, camera, smoke-alarm). Critically
aware that exclusive reliance on digital technologies can pose risks too.

DIMENSION 5: USE CASES

Employment Scenario: Use of a digital learning platform
to improve my career opportunities

Foundation level 2: with the help of a colleague from the Human Resource department
who | can consult whenever | need

» From a list of online courses that the Human Resources department has prepared, | can
identify those that fit with my career improvement needs.

» While reading the study material on the screen of my tablet, | can make the font larger
to help the readability.

Learning Scenario: UUse of a digital learning platform to improve my math skills
Foundation level 2: in the classroom with my teacher who | can consult whenever | need

» From a list of digital math resources prepared by my teacher, | can choose an
educational game that can help me to practice my math skills.

e | can adjust the game’s interface to match with my mother tongue.
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DIMENSION 1: COMPETENCE AREA
5. PROBLEM SOLVING

DIMENSION 2: COMPETENCE
5.3: CREATIVELY USING DIGITAL TECHNOLOGY

To use digital tools and technologies to create knowledge and
to innovate processes and products. To engage individually
and collectively in cognitive processing to understand and
resolve conceptual problems and problem situations in digital
environments.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with quidance, | can:

« identify simple digital tools and technologies that can be used to create knowledge
and to innovate processes and products.

» show interest individually and collectively in simple cognitive processing to understand
and resolve simple conceptual problems and problem situations in digital environments.

Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

« identify simple digital tools and technologies that can be used to create knowledge
and to innovate processes and products.

« follow individually and collectively simple cognitive processing to understand and
resolve simple conceptual problems and problem situations in digital environments.

Intermediate level 3
On my own and solving straightforward problems, | can:

« select digital tools and technologies that can be used to create well-defined
knowledge and well-defined innovative processes and products.

» engage individually and collectively in some cognitive processing to understand and
resolve well-defined and routine conceptual problems and problem situations in
digital environments.

Intermediate level 4

Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« differentiate digital tools and technologies that can be used to create knowledge and
to innovate processes and products.

» engage individually and collectively in cognitive processing to understand and resolve
conceptual problems and problem situations in digital environments.

Advanced level 5
As well as guiding others, | can:
« apply different digital tools and technologies to create knowledge and innovative
processes and products.
« apply individually and collectively cognitive processing to resolve different conceptual
problems and problem situations in digital environments.
Advanced level 6
At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

» adapt the most appropriate digital tools and technologies to create knowledge and to
innovate processes and products.

« resolve individually and collectively conceptual problems and problem situations in
digital environments.

Highly Specialised level 7
At highly specialised level, | can:
» create solutions to complex problems with limited definition using digital tools
and technologies.
« integrate my knowledge to contribute to professional practice and knowledge and
guide others in creatively using digital technologies.
Highly Specialised level 8
At the most advanced and specialised level, | can:
« create solutions to solve complex problems with many interacting factors using

digital tools and technologies.
e propose new ideas and processes to the field.
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DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

237.

238.

239.

Skills
240.

241.

242.

243,

Knows that engaging in solving problems collaboratively, online or off-screen,
means that one can take advantage of the variety of knowledge, perspectives
and experiences from others which can lead to better outcomes.

Knows that digital technologies and electronic devices can be used as a tool
to support the innovation of new processes and products, in order to create
social, cultural and/or economic value (e.g. social innovation). Aware that what
creates economic value might endanger or enhance social or cultural value.

Knows that applications of Internet of Things (loT) technology have
the potential to be used in many different sectors (e.q. healthcare,
agriculture, industry, automobiles, citizen science activities).

Knows how to use digital technologies to help turn one’s idea
into action (e.g. master video making to open a channel to share
recipes and nutrition tips for a specific dietary style).

Can identify online platforms that can be used to design,
develop and test loT technologies and mobile apps.

Knows how to plan a strategy using multiple loT and mobile devices to implement
a task (e.g. use a smartphone to optimise energy consumption in a room by
setting the intensity of the lights based on the time of day and ambient light).
Knows how to engage in resolving social problems through digital, hybrid

and non-digital solutions for the problem (e.g. envisioning and planning

online time banks, public reporting systems, resource sharing platforms).-

Attitudes

244,

245,

246.

Willing to take part in challenges and contests aimed at solving
intellectual, social or practical problems through digital technologies
(e.g. hackathons, ideations, grants, joint initiation of projects).

Motivated to co-design and co-create new products and services using
digital devices (i.e. end-user development) to create economic or social
value for others (e.g. in makerspaces and other collective spaces).

Open to engage in collaborative processes to co-design and
co-create new products and services based on Al systems to
support and enhance citizens’ participation in society. (Al)

DIMENSION 5: USE CASES

Employment Scenario: Use of a digital learning platform
to improve my career opportunities

Interpediate level 3: by myself

e | can use a MOOC’s forum to ask for well-defined information on the course | am
following and | can use its tools (e.g. blog, wiki) to create a new entry for exchanging
more information.

« | can engage in a collaborative exercise with other students using the mind map tool of
the MOOC in order to understand a concrete issue in a new way.

« | can fix problems such as identifying that | am introducing a question or comment in the
wrong place.

Learning Scenario: Use of a digital learning platform to improve my math skills
Interpediate level 3: by myself

e | can use the MOOC's forum to ask for well-defined information on the course | am
following, and | can use their tools (e.g. blog, wiki) to create a new entry for exchanging
more information.

« | can engage in exercises of the MOOC that use simulations to practice a math problem
that | failed to solve correctly at school. Discussing the exercises in chat with other
students helped me to approach the problem differently and improve my skills.

e | can fix problems such as identifying that | am introducing a question or comment in the
wrong place.



‘ 125 ‘ A4. ACCESSIBLE VERSION OF THE FRAMEWORK

DIMENSION 1: COMPETENCE AREA
5. PROBLEM SOLVING

DIMENSION 2: COMPETENCE
5.4: IDENTIFYING DIGITAL COMPETENCE GAPS

To understand where one’s own digital competence needs to

be improved or updated. To be able to support others with their
digital competence development. To seek opportunities for self-
development and to keep up-to-date with the digital evolution.

DIMENSION 3: PROFICIENCY LEVEL

Foundation level 1
At basic level and with guidance, | can:

» recognise where my own digital competence needs to be improved or updated.
« identify where to seek opportunities for self-developments and to keep up-to-date with

the digital evolution.
Foundation level 2
At basic level and with autonomy and appropriate guidance where needed, | can:

» recognise where my own digital competence needs to be improved or updated,

« identify where to seek opportunities for self-developments and to keep up-to-date with
the digital evolution.

Intermediate level 3

On my own and solving straightforward problems, | can:

» explain where my digital competence needs to be improved or updated,

« indicate where to seek well-defined opportunities for self-developments and to keep
up-to-date with the digital evolution.

Intermediate level 4

Independently, according to my own needs, and solving well-defined and non-routine
problems, | can:

« discuss on where my digital competence needs to be improved or updated,

« indicate how to support others to develop their digital competence.

« indicate where to seek opportunities for self-developments and to keep up-to-date
with the digital evolution.

Advanced level 5
As well as guiding others, | can:

« demonstrate where my own digital competence needs to be improved or updated,
e illustrate different ways to support others in the development of their digital
competence.

« propose different opportunities found for self-development and to keep up-to-date
with the digital evolution.

Advanced level 6

At advanced level, according to my own needs and those of others, and in complex contexts,
| can:

» decide which are the most appropriate ways to improve or update one’s own digital
competence needs,

 assess the development of others’ digital competence.

» choose the most appropriate opportunities for self-development and to keep up-to
date with new developments.

Highly Specialised level 7
At highly specialised level, | can:
« create solutions to complex problems with limited definition that are related to

improving digital competence, and to find opportunities for self-development and to
keep up-to-date with new developments.

« integrate my knowledge to contribute to professional practice and knowledge and
to guide others in identifying digital competence gaps.
Highly Specialised level 8
At the most advanced and specialised level, | can:

« create solutions to solve complex problems with many interacting factors
that are related to improving digital competence, and to find opportunities for self-
development and to keep up-to-date with the digital evolution.

» propose new ideas and processes to the field.



DIMENSION 4: EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES

Knowledge

247. Aware that being digitally competent entails the confident, critical
and responsible use of digital technologies to achieve goals related
to work, learning, leisure, inclusion and participation in society.

248. Aware that difficulties experienced while interacting with digital technologies
may be due to technical issues, lack of confidence, one’s own competence
gap or inadequate choice of digital tool to solve the problem in question.

249. Aware that digital tools can be used to help identify one’s learning
interests and setting personal goals in life (e.g. learning pathways).

250. Knows that online learning can offer opportunities (e.qg. video-tutorials,
online-seminars, blended-learning-courses, Massive Open Online Courses)
to keep up-to-date with developments in digital technologies and to
develop new digital skills. Some online learning opportunities also accredit
the learning outcomes (e.qg. through micro-credentials, certifications).

251. Aware that Al is a constantly-evolving field, whose
development and impact is still very unclear. (Al)

Skills

252. Knows how to get reliable feedback on digital competence through
self-assessment tools, digital skills testing and certification.

253. Capable of reflecting on one’s level of competence, and to make plans and take action
to upskill (e.g. by joining the municipality training course on digital competence).

254, Knows how to talk about the importance of recognising “fake news”
to others (e.g. elders, youngsters) by showing examples of reliable
news sources, and how to differentiate between the two.

Attitudes

255, Has a disposition to keep learning, to educate oneself and stay informed about Al
(e.g. to understand how Al algorithms work; to understand how automatic decision-
making can be biased; to distinguish between realistic and unrealistic Al; and to
understand the difference between Artificial Narrow Intelligence, i.e. today’s Al
capable of narrow tasks such as game playing, and Artificial General Intelligence,
i.e. Al that surpasses human intelligence, which still remains science fiction). (Al)

256. Open to ask to be taught how to use an application (e.g. how to book a doctor’s
appointment on the internet) rather than delegating the task to someone else.

257. Willing to help others to improve their digital competencies, building
on their strengths and mitigating their weaknesses.
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258. Does not get discouraged by the fast pace of technological changes but believes that
one can always learn more about how technology can be used in today’s society.

259. Readiness to value one’s own potential, as well as others " potential,
to continuously learn using digital technologies as a lifelong process
that requires openness, curiosity and determination.

DIMENSION 5: USE CASES

Employment Scenario: Use of a digital learning platform
to improve my career opportunities

Intermediate level 4

« | can discuss the digital competence | need to be able to use MOOCs for my professional
career with an employment adviser.

e | can tell her where | find and use MOOCs to develop and update my proficiency level of
digital competences to improve my professional career.

« | can deal with any issue while | am doing these activities, e.g. | can evaluate whether
new digital environments that | find while surfing are appropriate means of improving
my digital competence’ proficiency level.

Learning Scenario: Use of a digital learning platform to improve my math skills
Intermediate level 4

« | can discuss with a friend the digital competence | need to use the tools of a MOOC for
my studies in math.

« | can show my teacher where | find and use MOOCs according to my learning needs.

« | can tell her which digital activities and pages | surf in order to keep my digital
competence updated so that | can profit the most from digital leamning platforms for my
learning needs.

« | can deal with any issue while | am doing these activities, such as evaluate whether
new digital environments that appear while surfing are appropriate for improving my
digital competence and getting the most profit from the MOOC.






GETTING IN TOUCH WITH THE EU
In person

All over the European Union there are hundreds of Europe Direct infor-
mation centres. You can find the address of the centre nearest you at:
europa.eu/contact

On the phone or by email
Europe Direct is a service that answers your questions about the Euro-
pean Union. You can contact this service:
« by freephone: 00 8006 7 8 9 10 11 (certain operators may charge
for these calls)
- at the following standard number: +32 22999696
« by electronic mail via europa.eu/contact
FINDING INFORMATION ABOUT THE EU

Online

Information about the European Union in all the official languages of
the EU is available on the Europa website at: europa.eu

EU publications

You can download or order free and priced EU publications from EU
Bookshop at: bookshop.europa.eu. Multiple copies of free publications
may be obtained by contacting Europe Direct or your local information
centre (see europa.eu/contact).
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